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About This Document

About This Document

Purpose

This document describes Simple Network Management Protocol (SNMP) Management
Information Base (MIB) Application Programming Interfaces (APIs).

Intended Audience

This document is intended for:

®  Technical support engineers
®  Maintenance engineers
Change History
Date Version | Specifications
2011-11-08 1.00 Completed the MIB file feature description.
2012-02-22 1.01 Updated the document based on comments from testing
personnel.
2012-04-18 1.02 Revised the document based on trouble tickets.
2012-09-11 1.03 Revised the document based on trouble tickets.
2013-03-08 1.04 Changed the value ranges of some nodes based on the Huawei
SNMP MIB Definition Technical Specifications V2.0.
2013-12-18 1.50 Updated the document based on comments from testing
personnel.
2013-12-18 1.51 Revised the DDNS-related nodes.
2014-02-19 1.52 Revised the network mode node.
2014-04-30 1.53 Revised the systemPowerState node.
2014-05-30 1.54 Added the certificate node; and revised the power control
node.
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Date Version | Specifications

2014-07-09 1.55 Added the stateless computing related nodes, certificate node,
and snmpV3Algorithm node.

2014-07-25 1.56 Added the ethInfo node.

2014-07-29 1.57 Added the device remote management 1D node.

2014-08-23 1.58 Revised the DDNS-related nodes.

2014-08-28 1.59 Revised the power-off description.

2014-10-08 1.60 Add the value 6 (Forcibly enter BIOS setup) for the
systemBootsequence node.

2014-10-10 1.61 Revised the description of obsolete nodes.

2014-10-23 1.62 Added trap nodes.

2014-10-23 1.63 Corrected description errors.

2014-10-25 1.64 Added and revised trap OIDs in chapter 6.

2014-11-3 1.65 Added the specifications of the firmwareUpgrade module.

2014-11-4 1.66 Added the pCleDevicePresence, pCleDeviceStatus, and
pCleAvailability nodes.

2014-11-6 1.67 Added trap OIDs.

2014-11-7 1.68 Revised trap specifications.

2014-11-12 1.69 Added and revised trap OIDs.

2014-11-14 1.70 Revised the description of hwFirmwareChange and
hwHardwareChange.

2014-12-04 1.71 Added the remoteOEMinfo node.

2014-12-18 1.72 Added the pCleDeviceDevicename node.

2014-12-30 1.73 Revised the description and value of the safepowerofftime
node.

2015-1-12 1.74 Added the following nodes related to active/standby PSUs:
o settedPowerSupplyEntireMode
e actualPowerSupplyEntireMode
¢ settedActivePowerSupply
* powerSupplyWorkMode

2015-02-11 1.75 Added the deviceOwnerID and deviceSlotID nodes.

2015-02-28 1.76 Added the powerOnPermit, autoDiscoveryEnable and
powerOnControl nodes.

2015-03-12 1.77 Revised the description of the hostName node.

2015-03-19 1.78 Nodes under the ethIPv4Enable module are added.
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Date

Version

Specifications

2015-03-20

1.79

Revised the description of the userGrouplD node,
CustomRole is supported.

2015-04-8

1.80

Revised the descriptions of following nodes:
* systemBootsequence

* bmcReboot

e smtpTLSEnable

e powerSupplylnputMode
® powerSupplyPresence
e fanPresence

o firmwareType

e fruNumber

¢ ethHostPort

¢ hardDiskPresence

® pCleDeviceEntireStatus

2015-04-09

1.81

Revised the descriptions of following nodes:
* smtpLoginAccount

* smtpReceiverAddress

* smtpReceiverDescription

2015-04-09

1.82

The temperatureProperty module is added.

2015-04-17

1.83

Revised the description of the groupPrivilege node,
CustomRole is supported.

2015-04-17

1.84

Add Common Nodes

2015-05-11

1.85

Revised the descriptions of following nodes:
e smtpLoginPassword
* smtpSendFrom

2015-09-02

1.86

Revised the descriptions of following nodes:
* hwCPUProchot

* hwOverVoltageCritical

¢ hwOverVoltageCriticalDeassert

2015-11-30

1.87

Revised the LDAP nodes.

2015-12-01

1.88

Added the securityModuleProperty node.

2015-12-01

1.89

1. Add following nodes of hddDiskProperty,
¢ hardDiskSerialNumber
¢ hardDiskModelNumber
¢ hardDiskManufacturer

2. Add PS Redundancy in Trap Specfications

2015-12-02

1.90

Added the firmwareBoard node.
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2015-12-03 1.91 Add SELStatus and BMCBootUp in Trap Specfications

2015-12-13 1.92 Revised the description and value of the deviceSlotID node.

2016-03-22 1.93 Add Log in Trap Specfications

2016-05-09 1.94 Revised the LDAP nodes.

2016-06-14 1.95 * Add nodes of raidControllerProperty and
logicalDriveProperty;

* Add leaf nodes in hardDiskDescriptionEntry

2016-09-02 1.96 Add nodes of cpuDescriptionEntry and

memoryDescriptionEntry;

2016-11-10 1.97 Add node productUniquelD

2016-11-15 1.98 e Add node systemCpuUsage;

e Add leaf nodes sensorUnit & sensorEventReadingType
in sensorProperty

2016-11-26 1.99 Add networkTimeProtocol.

2016-12-16 2.00 ® Add sub-nodes of hardDiskProperty,
raidControllerProperty, logicalDriveProperty. And some of
nodes in table are read-write.

* Add diskArrayProperty.

2017-1-7 2.01 Add node twoFactorAuthentication

2017-1-8 2.02 Add node remoteControl and leaf node localkK\VVMState

2017-2-21 2.03 Add hwMemoryConfigError. hwMemorylnitializationError.

hwNoAvailableMemoryError. hwCPUMemoryConfigError.
hwCPUMRCFatalError. hwMemoryBoardSMI2TainingError.
hwMainboardSMI2TainingError
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1 Overview

1.1 MIB Feature Summary
1.1.1 Basic Rules

The iBMC supports SNMP V1, V2C, and V3. The MIB implements SNMP features,
including managing the following over SNMP:

System status and information, event logs, assets, field replaceable unit (FRU) information,
local users, domain name system (DNS), Lightweight Directory Access Protocol (LDAP)
information, Simple Mail Transfer Protocol (SMTP) information, network information, power
statistics, power capping, and power control

1.1.2 Key Parameter Description

Each node has a unique object identifier (OID). All leaf nodes under the hwiBMC node are
functional nodes for server management.

1.2 MIB Definition Consistency (MIB Change History)

This issue is the first office release.

1.3 References

None
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Table Overview

Tables are categorized as phenotype tables and scalar tables. All nodes in a scalar table are
leaf nodes. A scalar table has no index whereas a phenotype table has indexes. The system,
domainNameSystem, Idap, trap, smtp, powerStatistic, and powerManagement tables are
scalar tables. Other tables are phenotype tables. The indexes of these tables are independent of
each other.

Figure 2-1 shows the tables in a tree structure.
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Figure 2-1 Tables in a tree structure
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frulnfo consists of the phenotype tables fruDescriptionTable and

fruExtendedEL abelDescriptionTable. The indexes of
fruExtendedELabelDescriptionTable and fruLedDescriptionTable are external indexes,
and the two tables are dependent on fruDescriptionTable.

Figure 2-2 shows the relationships between the tables.

Figure 2-2 Relationships between the tables

fruDescriptionTable
p | fruld <
fruBoardManufacturer
| fruID fruld I
ledName fruExtendedELabellndex
frul edDescriptionTable fruF xtendedELabelDescriptionTable
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Information About Common Nodes

Node Name

Node OID
Instance

Description

Type

Access

sysDescr

1.3.6.1.2.1.1.1.0

A textual description of the entity. This
value should include the full name and
version identification of the system'’s
hardware type, software
operating-system, and networking
software. It is mandatory that this only
contain printable ASCII characters.

DisplayString

read-only

sysObijectID

1.3.6.1.2.1.1.2.0

The vendor's authoritative identification
of the network management subsystem
contained in the entity. This value is
allocated within the SMI enterprises
subtree (1.3.6.1.4.1) and provides an easy
and unambiguous means for determining
the type of box that is being managed. For
example, if vendor 'Flintstones, Inc.' was
assigned the subtree 1.3.6.1.4.1.4242, it
could assign the identifier
1.3.6.1.4.1.4242.1.1 to its 'Fred Router'.

OBJECT
IDENTIFIER

read-only

sysUptime

1.3.6.1.2.1.1.30

The time (in hundredths of a second)
since the network management portion of
the system was last re-initialized.

TimeTicks

read-only

sysContact

1.3.6.1.2.1.1.4.0

The textual identification of the contact
person for this managed node, together
with information on how to contact this
person.

DisplayString

read-write

sysName

1.3.6.1.2.1.150

An administratively-assigned name for
this managed node. By convention, this is
the node's fully-qualified domain name.

DisplayString

read-write

sysLocation

1.3.6.1.2.1.1.6.0

The physical location of this node (e.g.,
“telephone closet, 3rd floor").

DisplayString

read-write
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Node Name | Node OID Description Type Access
Instance
sysServices 1.3.6.1.2.1.1.7.0 | A value which indicates the set of INTEGER read-only
services that this entity primarily
offers.iBMC is a application.
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Common SNMP Error Codes

#define UM _COMPLETED SUCCESS (0x00000000)
#define UM ERRCODE BASE (0x00030000)
#define UM_ERRCODE_UNKNOW (UM_ERRCODE_BASE + 0x001)
#define UM_ERRCODE_INVALID PARA (UM_ERRCODE_BASE + 0x002)
#define UM ERRCODE DENIED ACCESS (UM_ERRCODE BASE + 0x003)
#define UM_ERRCODE_WRONGTYPE (UM_ERRCODE_BASE + 0x004)
#define UM ERRCODE BADVALUE (UM_ERRCODE_BASE + 0x005)
#define UM ERRCODE WRONGFORMAT (UM_ERRCODE BASE + 0x006)
#define UM_ERRCODE_APPLY MEMORY FAIL (UM_ERRCODE_BASE + 0x007)
#define UM ERRCODE INSTANCE NOTFOUND (UM_ERRCODE_BASE + 0x008)
Issue 2.00 (2016-12-16) Huawei Proprietary and Confidential 7
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5 MIB Table Specifications

The system, domainNameSystem, Idap, trap, smtp, powerStatistic, and
powerManagement tables are scalar tables. Other tables are phenotype tables.

The operations supported by these tables are as follows:

e  All scalar tables support get, walk, get next, get bulk, and set operations.

®  The leaf nodes in phenotype tables support get, walk, get next, get bulk, and set
operations.

The non-leaf nodes in phenotype tables support walk, get next, and get bulk operations.

5.1 system Specifications

5.1.1 Function Description

The system table node allows you to view the system health status, system boot option,
system time and time zone, timeout interval for graceful power-off, device name and serial
number, power control policy, system name, globally unique identifier (GUID), server
identifier, power status, system power, remote OEM information, device location, and device
remote management ID.

The OID of the system table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).system(1)

The following table describes the leaf nodes in the system scalar table.

Node Name Node OID Description Type | Access
Instance
systemHealth 1.3.6.1.4.1.2011.2.23 | System health status. Integer | read-only
51.1.1.1.0 Options:
e 1:0k(1)
e 2:minor(2)
¢ 3: major(3)
e 4. critical(4)
Issue 2.00 (2016-12-16) Huawei Proprietary and Confidential 8
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Node Name Node OID Description Type | Access
Instance
systemBootseque | 1.3.6.1.4.1.2011.2.23 | First boot device of the system. Integer | read-write
nce 51.1.1.2.0 Options:
e 1: No override
e 2:Force PXE
e 3: Force boot from default Hard-drive
® 4: Force boot from default CD/DVD
® 5: Force boot from Floppy/primary
removable media
* 6: boot flags valid. The bit should be
set to indicate that valid flag data is
present.
This bit may be automatically cleared
based on the boot flag valid bit clearing
parameter, above. (This option is
read-only.)
The default value is 6 (unspecified).
e 7: Forcibly enter bios setup
systemTime 1.3.6.1.4.1.2011.2.23 | System time of the baseboard management | Octet read-only
51.1.1.30 controller (BMC), based on UTC. String
The value is in the format of yyyy-mm-dd
hh:mm:ss.
systemTimeZone | 1.3.6.1.4.1.2011.2.23 | BMC time zone, in minutes. Integer | read-write
511140 The value ranges from —720 to 780.
safepowerofftime | 1.3.6.1.4.1.2011.2.23 | System safe power-off time. The value 0 Integer | read-write
51.1.15.0 indicates non-timeout.
deviceName 1.3.6.1.4.1.2011.2.23 | The value contains 1 to 63 characters. Displa | read-only
51.1.1.6.0 yString
deviceSerialNo 1.3.6.1.4.1.2011.2.23 | The value contains 1 to 63 characters. Displa | read-only
511170 yString
powerOnPolicy | 1.3.6.1.4.1.2011.2.23 | Options: Integer | read-write
5.1.1.1.8.0 e 1: stayoff(1)
e 2. restorePreviousState(2)
e 3:turnon(3)
hostName 1.3.6.1.4.1.2011.2.23 | The value contains 1 to 64 characters. Displa | read-write
511190 The value can contain 0-9, a-z, A-Z, - (-'is | YSt'Ing
not allowed to be the first/last character).
Issue 2.00 (2016-12-16) Huawei Proprietary and Confidential 9
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Node Name Node OID Description Type | Access
Instance
systemGuid 1.3.6.1.4.1.2011.2.23 | The GUID is a hexadecimal string, for Displa | read-only
5.1.1.1.10.0 example, yString

kkhkkkhhhhhk_kkkk_kkkhk_)kkhkhk_khkhkrikhkhkhkkkkikk

identify 1.3.6.1.4.1.2011.2.23 | Configures an LED to turn on or off.
511.1.11.0 The mode can be one of the following:
e 0-Off

e 1-Temporary On

e 2 - Force Identify On

set format: <mode>, [ontime]

get format; <mode>

[ontime] is optional and its value ranges
from 1 to 255.

When the value of <mode>is 0 or 2,
[ontime] is unavailable.

The default value of [ontime] is 15
seconds.

Displa
yString

read-write

systemPowerStat | 1.3.6.1.4.1.2011.2.23 | When you perform the get operation for
e 5.1.1.1.12.0 this node, the options are as follows:

e 1 - Power Off
e 2 -Power On

When you perform the set operation for
this node, the options are as follows:

¢ 1 - Normal Power Off

e 2-PowerOn

e 3 - Forced System Reset
e 4 - Forced Power Cycle
e 5 - Forced Power Off

The setting will take effect in a while.
When the system is powered off, the reset,
and power off then on commands are not
supported.

Integer

read-write

presentSystemPo | 1.3.6.1.4.1.2011.2.23 | Present power in the system.
wer 5.1.1.1.13.0

Integer

read-only

deviceOwnerlID 1.3.6.1.4.1.2011.2.23 | Device owner ID.

5.1.1.1.14.0 The value can contain a maximum of 64

characters.

Octet
String

read-only

deviceSlotID 1.3.6.1.4.1.2011.2.23 | Device slot ID.

5111150 If the device slot ID of a server exists, the
value ranges from 1 to 80. Otherwise, the
value is 0.

Octet
String

read-only

Issue 2.00 (2016-12-16) Huawei Proprietary and Confidential
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Node Name Node OID Description Type | Access
Instance
remoteOEMInfo | 1.3.6.1.4.1.2011.2.23 | Remote OEM information. Octet read-write
511.1.16.0 The value can contain a maximum of 255 | String
characters.
DeviceLocationl | 1.3.6.1.4.1.2011.2.23 | Device location. Octet read-write
nfo 51.1.117.0 The value can contain a maximum of 64 String
characters.
deviceRemoteMa | 1.3.6.1.4.1.2011.2.23 | Device remote management ID. Octet read-write
nagelD 5111180 The value can contain a maximum of 64 String
characters.
bmcReboot 1.3.6.1.4.1.2011.2.23 | Reboots BMC. Integer | write-only
5111190 If you set this parameter, the value must be
1.
powerOnPermit | 1.3.6.1.4.1.2011.2.23 | Power on permission. Integer | write-only
e 2 -permit
autoDiscoveryEn | 1.3.6.1.4.1.2011.2.23 | Auto discovery enable. Integer | read-write
able 5.1.1.1.21.0 e 1 -disable
e 2-enable
productUniquelD | 1.3.6.1.4.1.2011.2.23 | The productUniquelD is hex string Displa | read-only
5.1.1.1.22.0 yString
systemCpuUsage | 1.3.6.1.4.1.2011.2.23 | Percent of CPU usage. Integer | read-only
51.1.1.23.0
systemBootOnce | 1.3.6.1.4.1.2011.2.23 | The boot device effect once or permanent. | Integer | read-write
51.1.1.24.0

The systemHealthEventDescriptionEntry node describes the leaf nodes under the
systemHealthEventDescriptionTable table node.

The OID of the systemHealthEventDescriptionEntry node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).system(1).systemHealthEventDescriptionTable(50).systemHealt
hEventDescriptionEntry(1)

The following table describes the leaf nodes under the systemHealthEventDescriptionTable

table node.
Node Name | Node OID Description Type Access
Instance
eventindex 1.3.6.1.4.1.2011.2.2 | Event ID. Integer | not-accessi
35.1.1.1.50.1.1.x ble
Issue 2.00 (2016-12-16) Huawei Proprietary and Confidential 11
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Node Name | Node OID Description Type Access
Instance

eventSensor | 1.3.6.1.4.1.2011.2.2 | The value contains 1 to Octet read-only
Name 35.1.1.1.50.1.2.x 16 characters. String
eventAlertTi | 1.3.6.1.4.1.2011.2.2 | The value is in the format | Octet read-only
me 35.1.1.1.50.1.3.x of yyyy-mm-dd hh:mm:ss, | String

based on UTC
eventAlertSe | 1.3.6.1.4.1.2011.2.2 | Event severity. Integer | read-only
verity 35.1.1.1.50.1.4.x Options:

e 1:0k(1)

e 2:minor(2)

e 3. major(3)

e 4: critical(4)
eventDescrip | 1.3.6.1.4.1.2011.2.2 | The value contains 1 to Octet read-only
tion 35.1.1.1.50.1.5.x 255 characters. String

5.1.2 Constraints on the Create Operation

The create operation is not supported.

5.1.3 Constraints on the Modify Operation

The modify operation is not supported.

5.1.4 Constraints on the Delete Operation

The delete operation is not supported.

5.1.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.1.6 Constraints on the Set Operation

The set operation is supported.

When performing the set operation, pay attention to the following nodes:

systemBootsequence: The value is an integer ranging from 1 to 5,or 7.

systemTimeZone: The value ranges from —720 to 780 (same as the value range of cli or

web).

safepowerofftime: The value range varies according to the product policy.
powerOnPolicy: The value can be 1, 2, or 3.
hostName: The value contains 1 to 64 characters.

Identify: The value is in the format of [mod],[ontime]. The value of mod is an integer
ranging from 0 to 2, and the value of ontime ranges from 1 to 255.

Issue 2.00 (2016-12-16)
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5.2 domainNameSystem Specifications

5.2.1 Function Description

domainNameSystem is a table node. Its subnodes domainName, preferredDNSServer,
alternateDNSServer, dnsSource, and bindIPProtocol are leaf nodes.

The OID of the domainNameSystem table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).domainNameSystem(2)

The following table describes the leaf nodes under the domainNameSystem table node.

Copyright © Huawei Technologies Co., Ltd.

Node Name | Node OID Description Type Access
Instance
domainName 1.3.6.1.4.1.2011 | The value contains O to 67 Display | read-write
.2.235.1.1.2.1.0 | characters. String
The value cannot contain
spaces and the following
characters: " =#'&
preferredDNS | 1.3.6.1.4.1.2011 | Preferred DNS server IPv4 Display | read-write
Server .2.235.1.1.2.2.0 | or IPv6 address. String
The value is a correct IP
address or empty.
The default value is empty.
alternateDNSS | 1.3.6.1.4.1.2011 | Alternate DNS server IPv4 Display | read-write
erver .2.235.1.1.2.3.0 | or IPv6 address. String
The value is a correct IP
address or empty.
The default value is empty.
dnsSource 1.3.6.1.4.1.2011 | DNS source. Integer | read-write
2.235.1.1.240 | options:
* manual(1)
e auto(2)
bindNetPort 1.3.6.1.4.1.2011 | STATUS: obsolete Integer | read-write
2.2351.1.25.0 | Thjs node is unavailable. The
setting of this node has no
adverse impact on the system
and is not logged.
bindIPProtocol | 1.3.6.1.4.1.2011 | DNS bind IP protocol. Integer | read-write
.2.235.1.1.2.6.0 Options:
e IPv4(1)
e IPV6(2)
Issue 2.00 (2016-12-16) Huawei Proprietary and Confidential 13
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5.2.2 Constraints on the Create Operation

The create operation is not supported.

5.2.3 Constraints on the Modify Operation

The modify operation is not supported.

5.2.4 Constraints on the Delete Operation

The delete operation is not supported.

5.2.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.2.6 Constraints on the Set Operation

The set operation is supported.
When performing the set operation, pay attention to the following nodes:

domainName: The value contains 0 to 67 characters.
preferredDNSServer: The value is an IPv4 or IPv6 address or empty.
alternateDNSServer: The value is an IPv4 or IPv6 address or empty.
dnsSource: The value can be 1 (manually) or 2 (automatically).

bindNetPort: This node is unavailable. The setting of this node has no adverse impact
on the system and is not logged.

e hindIPProtocol: The value can be 1 (IPv4) or 2 (IPv6)

5.3 ldap Specifications

5.3.1 Function Description

The Idap module provides Idap enablement status, domain controller address, user domain,
user group name, group domain, and group privilege information. The module consists of
three table nodes and ten simple leaf nodes. The table nodes are
IdapGrouplInfoDescriptionTable, IdapGrouplnfoDescriptionTable2, and
IdapGrouplinfoDescriptionTable3 The ten simple leaf nodes are LdapEnable,
IdapDomainServer, IdapUserDomain, IdapPort, IdapDomainServer2, IdapUserDomain2,
IdapPort2, IdapDomainServer3, IdapUserDomain3, and IdapPort3.

The OIDs of the simple leaf nodes are as follows:

LdapEnable:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).ldap(3).IdapEnable(1)

IdapDomainServer:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).ldap(3).IdapDomainServer(2)

Issue 2.00 (2016-12-16) Huawei Proprietary and Confidential 14
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IdapUserDomain:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).Idap(3).ldapUserDomain(3)

IdapPort:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).Idap(3).1dapPort(4)

IdapDomainServer2:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).ldap(3).ldapDomainServer2(5)

IdapUserDomain2:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).Idap(3).1dapUserDomain2(6)

IdapPort2:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).Idap(3).1dapPort2(7)

IdapDomainServera3:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).ldap(3).ldapDomainServer3(8)

IdapUserDomain3:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).ldap(3).ldapUserDomain3(9)

IdapPort3:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).Idap(3).1dapPort3(10)

The following table describes the simple leaf nodes.

Copyright © Huawei Technologies Co., Ltd.

Node Name | Node OID Description Type Access
Instance
LdapEnable 1.3.6.1.4.1.2011. | The state of LDAP. INTEGER read-write
2.235.1.1.3.1.0 Default value is
disable(1)
IdapDomainS | 1.3.6.1.4.1.2011. | LDAP domain server DisplayString | read-write
erver 2.235.1.1.3.2.0 between 1 to 255
characters. Default
value is 0.0.0.0. Max
length is 255
characters.
IdapUserDom | 1.3.6.1.4.1.2011. | LDAP user domain DisplayString | read-write
ain 2.235.1.1.3.3.0 between 1 to 255
characters. E.g.
CN=Users,DC=Idap,D
C=ibmc,DC=com.
IdapPort 1.3.6.1.4.1.2011. | Specifies the port INTEGER read-write
2.235.1.1.3.4.0 number for the LDAP
service. Value: an
Issue 2.00 (2016-12-16) Huawei Proprietary and Confidential 15
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Node Name

Node OID
Instance

Description

Type

Access

integer ranging from 1
to 65535.The default
value is 636.

IdapDomainS
erver2

2.235.1.1.3.5.0

1.3.6.1.4.1.2011.

LDAP domain server
between 1 to 255
characters. Default
value is 0.0.0.0. Max
length is 255
characters.

DisplayString

read-write

IdapUserDom
ain2

2.235.1.1.3.6.0

1.3.6.1.4.1.2011.

LDAP user domain
between 1 to 255
characters. E.g.
CN=Users,DC=ldap,D
C=ibmc,DC=com.

DisplayString

read-write

IdapPort2

2.235.1.1.3.7.0

1.3.6.1.4.1.2011.

Specifies the port
number for the LDAP
service. Value: an
integer ranging from 1
to 65535.The default
value is 636.

INTEGER

read-write

IdapDomainS
erver3

2.235.1.1.3.8.0

1.3.6.1.4.1.2011.

LDAP domain server
between 1 to 255
characters. Default
value is 0.0.0.0. Max
length is 255
characters.

DisplayString

read-write

IdapUserDom
ain3

2.235.1.1.3.9.0

1.3.6.1.4.1.2011.

LDAP user domain
between 1 to 255
characters. E.g.
CN=Users,DC=Idap,D
C=ibmc,DC=com.

DisplayString

read-write

IdapPort3

2.235.1.1.3.10.0

1.3.6.1.4.1.2011.

Specifies the port
number for the LDAP
service. Value: an
integer ranging from 1
to 65535.The default
value is 636.

INTEGER

read-write

The OID of the IdapGrouplnfoDescriptionTable table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).ldap(3).I1dapGroupinfoDescriptionTable(50)

The IdapGroupInfoDescriptionEntry node describes the leaf nodes under the

IdapGrouplinfoDescriptionTable table node.

The OID of the IdapGrouplnfoDescriptionEntry node is as follows:
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iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).1dap(3).l1dapGrouplinfoDescriptionTable(50).l1dapGrouplnfoDes

235.1.1.3.50.1.5.x

login interfaces.

bit0 - Web: 0O disabled; 1
enabled
bit3 - SSH: 0 disabled; 1
enabled

hit7 - Redfish: O disabled; 1
enabled

criptionEntry(1)
The following table describes the leaf nodes under the IdapGrouplInfoDescriptionTable
table node.
Node Name | Node OID Description Type Access
Instance
grouplndex 1.3.6.1.4.1.2011.2. | LDAP group index. INTEGER not-accessible
2351135011X Va|Uemap(“l”,”Z”,”3”,”4”,”5”)
groupName 1.3.6.1.4.1.2011.2. | LDAP group name between 0 to | DisplayString read-write
235.1.1.3.50.1.2.x | 32 characters.
groupDomain 1.3.6.1.4.1.2011.2. | LDAP group domain between O | DisplayString read-write
235.1.1.3.50.1.3.x | to 255 characters. Example:
Group0
CN=group0,DC=Idap,DC=ibmc,
DC=com
groupPrivilege | 1.3.6.1.4.1.2011.2. | 1 - common user INTEGER read-write
235.1.1.350.14X | 5 _ operator
3 - administrator
4 - customRolel
5 - customRole2
6 - customRole3
7 - customRole4
Default value is
commonUser(1).
grouplinterfaces | 1.3.6.1.4.1.2011.2. | Information about LDAP group | INTEGER read-write

The OID of the IdapGrouplinfoDescriptionTable2 table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(

235).hwBMC(1).hwiBMC(1).Idap(3).1dapGroupinfoDescriptionTable(51)

The IdapGrouplInfoDescriptionEntry2 node describes the leaf nodes under the
IdapGrouplnfoDescriptionTable2 table node.

The OID of the IdapGrouplnfoDescriptionEntry2 node is as follows:
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iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).1dap(3).l1dapGrouplinfoDescriptionTable(51).1dapGroupInfoDes

criptionEntry(1)
The following table describes the leaf nodes under the IdapGrouplInfoDescriptionTable2
table node.
Node Name Node OID Description Type Access
Instance
grouplndex?2 1.3.6.1.4.1.201 | LDAP group index. INTEGER not-accessible
1.2.235.1.1.3.5 Valuemap(“1”,,)2,),”3,3,’74’7’,35,3)
1.1.1.x
groupName2 1.3.6.1.4.1.201 | LDAP group name between 0 to DisplayString read-write
1.2.235.1.1.3.5 | 32 characters.
1.1.2.x
groupPrivilege2 1.3.6.1.4.1.201 | 1 - common user INTEGER read-write
1.2.2351.1.35 | 2 _ gperator
1.1.3.x -
3 - administrator
4 - customRolel
5 - customRole2
6 - customRole3
7 - customRole4
Default value is commonUser(1).
grouplinterfaces2 1.3.6.1.4.1.201 | Information about LDAP group INTEGER read-write
1.2.235.1.1.3.5 | login interfaces.
1.1.4x bit0 - Web: 0 disabled; 1
enabled
bit3 - SSH: 0 disabled; 1
enabled
bit7 - Redfish: 0 disabled; 1
enabled
groupDomain2 1.3.6.1.4.1.201 | LDAP group domain between 0 to | DisplayString read-write
1.2.235.1.1.3.5 | 255 characters. Example:
1.1.5.x GrOUpO
CN=group0,DC=ldap,DC=ibmc,
DC=com

The OID of the IdapGrouplnfoDescriptionTable3 table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).ldap(3).I1dapGroupinfoDescriptionTable(52)

The IdapGroupInfoDescriptionEntry3 node describes the leaf nodes under the
IdapGrouplinfoDescriptionTable3 table node.

The OID of the IdapGrouplinfoDescriptionEntry3 node is as follows:
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iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).1dap(3).l1dapGrouplnfoDescriptionTable(52).1dapGroupInfoDes

235.1.1.3.52.1.1.x

ValUemap(“1”,”2”,”3”,”4”,”5”)

criptionEntry(1)
The following table describes the leaf nodes under the IdapGrouplInfoDescriptionTable3
table node.

Node Name | Node OID Description Type Access
Instance

grouplndex3 1.3.6.1.4.1.2011.2. | LDAP group index. INTEGER not-accessible

groupName3

1.3.6.1.4.1.2011.2.

235.1.1.3.52.1.2.x

LDAP group name between 0 to
32 characters.

DisplayString

read-write

groupPrivilege
3

1.3.6.1.4.1.2011.2.

235.1.1.3.52.1.3.x

1 - common user
2 - operator

3 - administrator
4 - customRolel
5 - customRole2
6 - customRole3
7 - customRole4

Default value is
commonUser(1).

INTEGER

read-write

grouplnterfaces
3

1.3.6.1.4.1.2011.2.

235.1.1.3.52.1.4.x

Information about LDAP group
login interfaces.

bit0 - Web: 0 disabled; 1
enabled
bit3 - SSH:
enabled

bit7 - Redfish: 0 disabled; 1
enabled

0 disabled; 1

INTEGER

read-write

groupDomain3

1.3.6.1.4.1.2011.2.

235.1.1.3.51.1.5.x

LDAP group domain between 0
to 255 characters. Example:

Group0
CN=group0,DC=ldap,DC=ibmc,
DC=com

DisplayString

read-write

5.3.2 Constraints on the Create Operation

The create operation is not supported.

5.3.3 Constraints on the Modify Operation

The modify operation is not supported.
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5.3.4 Constraints on the Delete Operation

The delete operation is not supported.

5.3.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.3.6 Constraints on the Set Operation

The set operation is supported.
When performing the set operation, pay attention to the following nodes:

IdapEnable: The value is 1 (disable) or 2 (enable).

IdapDomainServer: The value is an IPv4 address or domain name. The value contains 1
to 255 characters.

IdapUserDomain: The value contains 1 to 255 characters.
groupName: The value contains 0 to 32 characters.
groupDomain: The value contains 1 to 255 characters.

groupPrivilege: The value can be 1 (common user), 2 (operator), 3
(administrator),4(customRolel),5(customRole2),6(customRole3),7(customRole4)

grouplnterfaces: The value is consist of bits: bitO(Web),bit3(SSH)

5.4 trap Specifications

5.4.1 Function Description

The simple nodes of the trap module allow you to view and set the trap function status
(enabled or disabled), trap community name, level of traps to be sent, trap mode, trap version,
trap identifier, detailed level of traps to be sent, and trap v3 user name. The table node of the
trap module describes trap information, and the leaf nodes allow you to view and set the trap
receiving status (enabled or disabled), address and port number for receiving traps, and trap

type.
The OID of the traplnfoDescriptionTable table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).trap(4)

The following table describes the leaf nodes in the trap scalar table.

Node Name | Node OID Description Type Access
Instance

trapEnable 1.3.6.1.4.1.2011.2.2 | Whether to enable the trap | Integer | read-write
35.1.1.4.1.0 function.

Options:
e 1:disable(1)
e 2:enable(2)
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Node Name | Node OID Description Type Access
Instance
trapCommuni | 1.3.6.1.4.1.2011.2.2 | SNMP trap community. Display | write-only
ty 35.1.1.4.2.0 The value contains 1 to 18 | String
characters.
The value cannot contain
spaces.
trapLevel 1.3.6.1.4.1.2011.2.2 | Level of traps to be sent. Integer | read-write
35.1.1.4.3.0 Options:
o 1:0k(1)
e 2:minor(2)
e 3:major(3)
e 4: critical(4)
The default value is
minor(2).
trapMode 1.3.6.1.4.1.2011.2.2 | Trap mode Integer | read-write
35.1.1.4.4.0 e eventCodeMode(1)
e trapOidMode(2)
trapVersion 1.3.6.1.4.1.2011.2.2 | Trap version: Integer | read-write
35.1.1.4.5.0 e 1:vi(1)
o 2:v2¢(2)
e 3:v3(3)
trapRearm 1.3.6.1.4.1.2011.2.2 | Send rearm command. INTEG | write-only
35.1.1.4.6.0 Value list: ER
1: rearm(1)
trapServerlde | 1.3.6.1.4.1.2011.2.2 | Server identity used for Integer | read-write
ntity 35.1.1.4.7.0 sending traps.
® boardSN(1)
® productAssetTag(2)
* hostName(3)
trapSecurityU | 1.3.6.1.4.1.2011.2.2 | Security user name for Display | read-write
serName 35.1.1.4.8.0 SNMP trap V3. String
The user must be a BMC
local user.
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You can set or get any
combination of the four
alarm levels (critical,
major, minor, normal),

Node Name | Node OID Description Type Access
Instance

trapLevelDet | 1.3.6.1.4.1.2011.2.2 | Level of traps to be sent. Display | read-write

ail 35.1.1.4.9.0 String

which are separated by
commas (,).

None/all is also supported,
but never use it with the
four levels together.

The traplnfoDescriptionEntry node describes the leaf nodes under the
trapInfoDescriptionTable table node. The OID of the trapInfoDescriptionEntry node is as

follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).trap(4).trapInfoDescriptionTable(50).trapInfoDescriptionEntry(

1)

The following table describes the leaf nodes under the trapInfoDescriptionTable table node.

Node Name | Node OID Instance | Description Type Access
trapReceiverl | 1.3.6.1.4.1.2011.2.235. | Trap receiver index. | Integer | not-accessib
ndex 1.1.450.1.1.x le
trapReceiverE | 1.3.6.1.4.1.2011.2.235. | Options: Integer | read-write
nable 1.1.4.50.1.2.x e 1: disable(l)

e 2:enable(2)
trapReceiverA | 1.3.6.1.4.1.2011.2.235. | Trap Receiver IPv4 Display | read-write
ddress 1.1.4.50.1.3.x or IPv6 address. String

The default value is

empty.
trapReceiverP | 1.3.6.1.4.1.2011.2.235. | Trap receiver port. Integer | read-write
ort 1.1.4.50.1.4.x
trapSendType | 1.3.6.1.4.1.2011.2.235. | 1: snmpTrap(1) Integer | read-write

11.4.50.1.5x This node is reserved

and has a fixed value

of 1. The setting of

this node has no

adverse impact on

the system and is not

logged.
trapTest 1.3.6.1.4.1.2011.2.235. | Test whether SNMP | Integer | write-only

1.1.4.50.1.6.x traps or syslog
information can be
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Node Name | Node OID Instance | Description Type Access

received.

When you perform
the set operation, the
value can only be 1.

5.4.2 Constraints on the Create Operation

The create operation is not supported.

5.4.3 Constraints on the Modify Operation

The modify operation is not supported.

5.4.4 Constraints on the Delete Operation

The delete operation is not supported.

5.4.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.4.6 Constraints on the Set Operation

The set operation is supported.

When performing the set operation, pay attention to the following nodes:

trapEnable: The value is 1 (disabled) or 2 (enabled).
trapCommunity: The value contains 1 to 18 characters.

trapLevel: The value can be 1 (all events, including normal events), 2 (minor or more
severe events), 3 (major or more severe events), or 4 (critical events).

trapVersion: The value can be 1-v1 or 2-v2c.
trapMode: The value can be 1 (eventCodeMode) or 2 (trapOidMode).

trapServerldentity: The value can be 1 (boardSN), 2 (productAssetTag), or 3
(hostName).

trapLevelDetail: The value can be any combination of the four alarm severities (critical,
major, minor, ok which are separated by commas (,). The value can also be set to
none/all.

trapReceiverEnable: The value is 1 (disabled) or 2 (enabled).
trapReceiverAddress: The value is an IPv4 or IPv6 address or empty.
trapReceiverPort: The value is an SNMP trap port number, and the default value is 162.

trapSendType: This node is reserved and has a fixed value of 1. The setting of this node
has no adverse impact on the system and is not logged.

trapTest: The value has a fixed value of 1.
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5.5 smtp Specifications

5.5.1 Function Description

The smtp module allows you to view or configure information about the Simple Mail
Transfer Protocol (SMTP) server and target SMTP recipients.

The OID of the smtp table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).smtp(5)

The following table describes the leaf nodes in the smtp scalar table.

Node Name Node OID Description Type Access
Instance
smtpEnable 1.3.6.1.4.1.2011.2.2 | Whether to enable Integer | read-write
35.1.15.1.0 SMTP.
Options:

e 1:disable(1)
e 2:enable(2)
The default value is

disable(1).
smtpSendSeveri | 1.3.6.1.4.1.2011.2.2 | Severity of alarms to be Integer | read-write
ty 35.1.1.5.2.0 sent by an SMTP server.

Options:

e 1:0k(1)

e 2:minor(2)

e 3: major(3)

e 4:critical(4)
The default value is

ok(1).
smtpServerlP 1.3.6.1.4.1.2011.2.2 | SMTP server IP address. | Display | read-write
35.1.1.5.3.0 String
smtpLoginType | 1.3.6.1.4.1.2011.2.2 | SMTP login type. Integer | read-write
35.1.1.5.4.0 Options:

e 1:anonymous(l)
e 2:account(2)

smtpLoginAcco | 1.3.6.1.4.1.2011.2.2 | The value contains 1 to Display | read-write
unt 35.1.1.5.5.0 64 characters. String

The value cannot contain
spaces and the following
characters: "=#"'&

smtpLoginPass | 1.3.6.1.4.1.2011.2.2 | Set user login SMTP Display | write-only
word 35.1.1.5.6.0 password. String

The value contains 1 to
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Node Name

Node OID
Instance

Description

Type

Access

50 characters.

smtpSendFrom

35.1.1.5.7.0

1.3.6.1.4.1.2011.2.2

The value contains 0 to
255 characters.

The value cannot contain
spaces and the following
characters: "=#'&

The value must be in the
format of XX@xxX.xX

Display
String

read-write

smtpTLSEnable

35.1.1.5.8.0

1.3.6.1.4.1.2011.2.2

The TLS state for SMTP.

Default value is enable
(2) [ 1: disable(1), 2:
enable(2)]

INTEG
ER

read-write

smtpSendSeveri
tyDetail

35.1.1.5.9.0

1.3.6.1.4.1.2011.2.2

Severity of SMTP traps
to be sent.

The value can be any
combination of the four
alarm severities (critical,
major, minor, and info),
which are separated by
commas (,).

None/all is also
supported, but never use
it with the four alarm
severities together.

Display
String

read-write

The smtpReceiverDescriptionEntry node describes the leaf nodes under the
smtpReceiverDescriptionTable table node. The OID of the smtpReceiverDescriptionEntry
node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).smtp(5).smtpReceiverDescriptionTable(50).smtpReceiverDescr

iptionEntry(1)
The following table describes the leaf nodes under the smtpReceiverDescriptionTable table
node.
Node Name | Node OID Instance | Description Type Access
smtpReceiver | 1.3.6.1.4.1.2011.2.235 | Receiver index. Integer | not-access
Index 1.1.5.50.1.1.x ible
smtpReceiver | 1.3.6.1.4.1.2011.2.235 | SMTP receiver status. Integer | read-write
State .1.1.5.50.1.2.x Options:
e Disable 1
e Enable 2
smtpReceiver | 1.3.6.1.4.1.2011.2.235 | The value contains 0to | Display | read-write
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Node Name | Node OID Instance | Description Type Access
Address .1.1.5.50.1.3.x 255 characters. String

The value cannot

contain spaces and the

following characters: "

=H#H'&
smtpReceiver | 1.3.6.1.4.1.2011.2.235 | The value contains 0 to | Display | read-write
Description .1.1.5.50.1.4.x 255 characters. String
smtpReceiver | 1.3.6.1.4.1.2011.2.235 | Whether to send a test Integer | write-only
Test .1.1.5.50.1.5.x email to the specified

email address.

When you perform the

set operation, the value

can only be 1.

5.5.2 Constraints on the Create Operation

The create operation is not supported.

5.5.3 Constraints on the Modify Operation

The modify operation is not supported.

5.5.4 Constraints on the Delete Operation

The delete operation is not supported.

5.5.5 Constraints on the Query Operation

The get, get next, walk, and get bulk operations are supported.

5.5.6 Constraints on the Set Operation

The set operation is supported.

When performing the set operation, pay attention to the following nodes:

smtpEnable: The value is 1 (disabled) or 2 (enabled).
smtpSendSeverity: The value can be 1 (all events, including OK events), 2 (minor or

more severe events), 3 (major or more severe events), or 4 (critical events).
smtpServerlP: The value is an IPv4 or IPv6 address or empty.
smtpLoginType: The value is 1 (anonymous) or 2 (account).
smtpLoginAccount: The value contains 1 to 64 characters.
smtpLoginPassword: The value contains 1 to 50 characters.
smtpSendFrom: The value contains 0 to 255 characters, and the default value is

default@test.com.
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smtpSendSeverityDetail: The value can be any combination of the four alarm severities
(critical, major, minor, and info), which are separated by commas (,). The value can
also be set to nonef/all.

smtpReceiverState: The value can be 1 (disabled) or 2 (enabled), and the default value
is 2.

smtpReceiverAddress: The value contains 0 to 255 characters, and the default value is
empty.

smtpReceiverDescription: The value contains 0 to 255 characters.

smtpReceiverTest: indicates the test email recipient. The value can only be 1, which
indicates that the specified address for receiving emails is set.

5.6 powerSupplylInfo Specifications

5.6.1 Function Description

The powerSupplylnfo table node allows you to:

View the overall health status of PSUs

View and set the working mode

Perform an active/standby switchover

Obtain the following information about each PSU:

Manufacturer, power input mode, model, version, rated power, input power, installation
status, silkscreen, and working mode.

The OID of the powerSupplylInfo table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(

235).

hwBMC(1).hwiBMC(1).powerSupplyInfo(6)

The following table describes the leaf nodes under the powerSupplylnfo table node.

Node Name Node OID Description Type Access
Instance

powerSupplyEntireStat | 1.3.6.1.4.1.2011.2. | All power supply health status. | Integer read-only
us 235.1.1.6.1.0 Options:

e 0k(1)

¢ minor(2)

* major(3)

e critical(4)

e absence(5)

¢ unknown(6)
settedPowerSupplyEntir | 1.3.6.1.4.1.2011.2. | Setted power supply entire Integer read-write
eMode 235.1.1.6.2.0 mode.

Power supply entire mode get:

e 1l:loadBalance(l)

e 2:activeBackup(2)
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Node Name Node OID Description Type Access
Instance
e 3:unsupport(3)
Power supply entire mode set:
e 1:loadBalance(1)
e 2:activeBackup(2)
actualPowerSupplyEnti | 1.3.6.1.4.1.2011.2. | Actual power supply entire Integer read-only
reMode 235.1.1.6.3.0 mode.
e 1:loadBalance(1)
e 2:activeBackup(2)
e 3:unknown(3)
settedActivePowerSupp | 1.3.6.1.4.1.2011.2. | Setted active power supply. per | Integer read-write
ly 235.1.1.6.4.0 bit represents a PS, bit0 is PS1,
and so on, the bit value of 1
indicates the PS is active.can
not set all PS are active or
backup. The result OX7FFFFFFF
is unsupport.
The powerSupplyDescriptionEntry node describes the leaf nodes under the
powersupplydescriptiontable table node. The OID of the powerSupplyDescriptionEntry
node is as follows:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).powerSupplyInfo(6).powerSupplyDescriptionTable(50).powerS
upplyDescriptionEntry(1)
The following table describes the leaf nodes under the powersupplydescriptiontable table
node.
Node Name Node OID Instance Description Type Access
powerSupplylnd | 1.3.6.1.4.1.2011.2.235.1.1.6. | PSU index. Integer not-accessib
ex 50.1.1.x le
powerSupplyman | 1.3.6.1.4.1.2011.2.235.1.1.6. | PSU manufacturer. DisplayStr | read-only
ufacture 50.1.2.x ing
powerSupplylnp | 1.3.6.1.4.1.2011.2.235.1.1.6. | Power input mode. Integer read-only
utMode 50.1.3.x Options:
¢ aclnput(l)
e dclnput(2)
e aclnputDclnput(3)
powerSupplyMo | 1.3.6.1.4.1.2011.2.235.1.1.6. | PSU model. DisplayStr | read-only
del 50.1.4.x ing
powerSupplyVer | 1.3.6.1.4.1.2011.2.235.1.1.6. | PSU version. DisplayStr | read-only
sion 50.1.5.x ing
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Options:

e 1:active(l)

e 2:backup(2)

¢ 3:unknown(3)

Node Name Node OID Instance Description Type Access
powerSupplyPo | 1.3.6.1.4.1.2011.2.235.1.1.6. | Power rating, in watts. Integer read-only
werRating 50.1.6.x
powerSupplyStat | 1.3.6.1.4.1.2011.2.235.1.1.6. | PSU status. Integer read-only
us 50.1.7.x Options:

* 0k(1)

e minor(2)

* major(3)

e critical(4)

e absence(5)

¢ unknown(6)
powerSupplylnp | 1.3.6.1.4.1.2011.2.235.1.1.6. | Input power, in watts. Integer read-only
utPower 50.1.8.x
powerSupplyPres | 1.3.6.1.4.1.2011.2.235.1.1.6. | PSU installation status. Integer read-only
ence 50.1.9.x Options:

e absence(l)

* presence(2)

* unknown(3)
powerSupplyProt | 1.3.6.1.4.1.2011.2.235.1.1.6. | Power protocol. Integer read-only
ocol 50.1.10.x Options:

* psmi(l)

* pmbus(2)
powerSupplyLoc | 1.3.6.1.4.1.2011.2.235.1.1.6. | PSU physical location. DisplayStr | read-only
ation 50.1.11.x ing
powerSupplyFun | 1.3.6.1.4.1.2011.2.235.1.1.6. | PSU logic function. DisplayStr | read-only
ction 50.1.12.x ing
powerSupplyDev | 1.3.6.1.4.1.2011.2.235.1.1.6. | PSU device name. DisplayStr | read-only
icename 50.1.13.x ing
powerSupplyWo | 1.3.6.1.4.1.2011.2.235.1.1.6. | Actual working mode of each | Integer read-only
rkMode 50.1.14.x PSU.

5.6.2 Constraints on the Create Operation

The create operation is not supported.
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5.6.3 Constraints on the Modify Operation

The modify operation is not supported.

5.6.4 Constraints on the Delete Operation

The delete operation is not supported.

5.6.5 Constraints on the Query Operation

The get, get next, walk, and get bulk operations are supported.

5.6.6 Constraints on the Set Operation

The set operation is not supported.

5.7 fruPowerProperty Specifications

5.7.1 Function Description

The fruPowerProperty table allows you to view and set FRU power status. You can power
on, power off, restart, or gracefully restart an FRU.

The OID of the fruPowerDescriptionTable table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).fruPowerProperty(7).fruPowerDescriptionTable(50)

The fruPowerDescriptionEntry node describes the leaf nodes under the
fruPowerDescriptionTable table node. The OID of the fruPowerDescriptionEntry node is
as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).fruPowerProperty(7).fruPowerDescriptionTable(50).fruPowerD
escriptionEntry(1)

The following table describes the leaf nodes under the fruPowerDescriptionTable table

node.
Node Name Node OID Instance Description Type Access
fruNum 1.3.6.1.4.1.2011.2.235.1.1.7. | Index of the FRU power. Integer | not-accessible
50.1.1.1
fruPowerControl 1.3.6.1.4.1.2011.2.235.1.1.7. | FRU power control. Integer read-write
50121 ¢ normalPowerOff (1)
e powerOn(2)
¢ forcedSystemReset (3)
e forcedPowerCycle (4)
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5.7.2 Constraints on the Create Operation

The create operation is not supported.

5.7.3 Constraints on the Modify Operation

The modify operation is not supported.

5.7.4 Constraints on the Delete Operation

The delete operation is not supported.

5.7.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.7.6 Constraints on the Set Operation

The fruPowerControl node supports the set operation. The value can be 1 (normal power off),
2 (power on), 3 (forced system reset), or 4 (forced power cycle).

5.8 fanProperty Specifications

5.8.1 Function Description

The fanProperty table node allows you to view or configure fan information, including:

e  Control mode, rotational speed percentage, and overall health status of fans
®  Rotational speed (RPM), installation status, and silkscreen of each fan

The fanProperty table node is unavailable for blade servers.
The OID of the fanProperty table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).fanProperty(8)

The following table describes the leaf nodes under the fanProperty table node.
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Node Name

Node OID
Instance

Description

Type

Access

fanMode

1.3.6.1.4.1.2011
.2.235.1.1.8.1.0

Fan control mode.
fan mode:

e 0-auto

e 1-manual

from 0 to 300, in seconds.

seconds.

is unavailable.

set format: <mode>, [timeout]
get format: <mode>, [timeout]
[timeout] is optional and its value ranges

The default value of [timeout] is 30

When the value of <mode> is 0, [timeout]

DisplaySt
ring

read-write

fanLevel

1.3.6.1.4.1.2011
.2.235.1.1.8.2.0

Percentage of fan speed.

to 100.

system.

This value ranges from MIN_FANLEVEL

MIN_FANLEVEL is the minimum fan
level, which varies according to the

When you perform the get operation, 255
indicates that the fan mode is auto.

Integer

read-write

fanEntireStatus

1.3.6.14.1.2011
.2.235.1.1.8.3.0

All fan health status.
Options:

e 0k(1)

e minor(2)

* major(3)

e critical(4)

e absence(5)

¢ unknown(6)

Integer

read-only

The fanDescriptionEntry node describes the leaf nodes under the fanDescriptionTable table

node. The OID of the fanDescriptionEntry node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).fanProperty(8).fanDescriptionTable(50).fanDescriptionEntry(1)

The following table describes the leaf nodes under the fanDescriptionTable table node.

Node Name | Node OID Instance Description Type Access
fanindex 1.3.6.1.4.1.2011.2.235.1.1.8 | Fan index. Integer | not-accessi
50.1.1.x ble
fanSpeed 1.3.6.1.4.1.2011.2.235.1.1.8 | Fan speed, in Integer | read-only
50.1.2.x RPM.
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Node Name | Node OID Instance Description Type Access
fanPresence 1.3.6.1.4.1.2011.2.235.1.1.8 | Fan installation Integer | read-only
50.1.3.x status.
Options:
e absence(l)
e presence(2)
e unknown(3)
fanStatus 1.3.6.1.4.1.2011.2.235.1.1.8 | Fan health status. | Integer | read-only
50.1.4.x Options:
e 0k(1)
* minor(2)
* major(3)
e critical(4)
e absence(5)
* unknown(6)
fanLocation 1.3.6.1.4.1.2011.2.235.1.1.8 | Fan physical Display | read-only
.50.1.5.x location. String
fanFunction 1.3.6.1.4.1.2011.2.235.1.1.8 | Fan logic Display | read-only
.50.1.6.x function. String
fanDevicena | 1.3.6.1.4.1.2011.2.235.1.1.8 | Fan device name. | Display | read-only
me .50.1.7.x String
5.8.2 Constraints on the Create Operation
The create operation is not supported.
5.8.3 Constraints on the Modify Operation
The modify operation is not supported.
5.8.4 Constraints on the Delete Operation
The delete operation is not supported.
5.8.5 Constraints on the Query Operation
The get, walk, get next, and get bulk operations are supported.
5.8.6 Constraints on the Set Operation
The set operation is not supported.
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5.9 fruLedProperty Specifications

5.9.1 Function Description

The fruLedProperty table node allows you to view LED properties, including:

LED name, supported colors, default local control color, default override color, color, status,
action, duration when an LED is on, and duration when an LED is off

The OID of the fruLedProperty table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).fruLedProperty(9)

The fruLedDescriptionEntry node describes the leaf nodes under the
fruLedDescriptionTable table node. The OID of the fruLedDescriptionEntry node is as
follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).fruLedProperty(9).fruLedDescriptionTable(50).fruLedDescripti
onEntry(1)

The following table describes the leaf nodes under the fruLedDescriptionTable table node.

Node Name | Node OID Instance Description Type Access
frulD 1.3.6.1.4.1.2011.2.235.1.1.9. | FRU index. Integer | not-access
50.1.1.0.6.85.73.68.76.101.1 ible
00 :UIDLed
1.3.6.1.4.1.2011.2.235.1.1.9.
50.1.1.0.10.83.121.115.72.10
1.97.108.76.101.100:SysHea
ILed
ledName 1.3.6.1.4.1.2011.2.235.1.1.9. | FRU LED index. | Display | read-only
50.1.2.0.6.85.73.68.76.101.1 String
00 :UIDLed
1.3.6.1.4.1.2011.2.235.1.1.9.
50.1.2.0.10.83.121.115.72.10
1.97.108.76.101.100:SysHea
ILed
ledColorCapb | 1.3.6.1.4.1.2011.2.235.1.1.9. | LED capability: Display | read-only
ilities 50.1.3.0.6.85.73.68.76.101.1 | BLUE, RED, String
00 :UIDLed GREEN,
1.3.6.1.4.1.2011.2.235.1.1.9. | AMBER,
50.1.3.0.10.83.121.115.72.10 | ORANGE,
1.97.108.76.101.100:SysHea | WHITE.
ILed The return value
is separated by
commas (,).
ledColorinLo | 1.3.6.1.4.1.2011.2.235.1.1.9. | LED control state: | Display | read-only
calControlSta | 50.1.4.0.6.85.73.68.76.101.1 | BLUE, RED, String
te 00 :UIDLed GREEN,
1.3.6.1.4.1.2011.2.235.1.1.9. | AMBER,
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Node Name | Node OID Instance Description Type Access
50.1.4.0.10.83.121.115.72.10 | ORANGE,
1.97.108.76.101.100:SysHea | WHITE.

ILed

ledColorinOv | 1.3.6.1.4.1.2011.2.235.1.1.9. | LED override: Display | read-only

errideState 50.1.5.0.6.85.73.68.76.101.1 | BLUE, RED, String
00 :UIDLed GREEN,
1.3.6.1.4.1.2011.2.235.1.1.9. | AMBER,
50.1.5.0.10.83.121.115.72.10 | ORANGE,
1.97.108.76.101.100:SysHea | WHITE.

ILed

ledColor 1.3.6.1.4.1.2011.2.235.1.1.9. | LED color. Display | read-only
50.1.6.0.6.85.73.68.76.101.1 Options: String
00 :UIDLed . BLUE
1.3.6.1.4.1.2011.2.235.1.1.9.
50.1.6.0.10.83.121.115.72.10 | * RED
1.97.108.76.101.100:SysHea | * GREEN
ILed e AMBER

e ORANGE
e WHITE

ledMode 1.3.6.1.4.1.2011.2.235.1.1.9. | LED mode. Integer | read-only
50.1.7.0.6.85.73.68.76.101.1 Options:
00:UIDLed ¢ |ocalControl(1
1.3.6.1.4.1.2011.2.235.1.1.9. )
50.1.7.0.10.83.121.115.72.10 .
1.97.108.76.101.100:SysHea | ® Override(2)

ILed * test(3)

ledStatus 1.3.6.1.4.1.2011.2.235.1.1.9. | LED status. Integer | read-only

50.1.8.0.6.85.73.68.76.101.1 Options:
00 :UIDLed

e off(1)
1.3.6.1.4.1.2011.2.235.1.1.9.
50.1.8.0.10.83.121.115.72.10 | * ©°N(2)
1.97.108.76.101.100:SysHea | ® blinking(3)
ILed

ledLitOnLast | 1.3.6.1.4.1.2011.2.235.1.1.9. | Unit: 10 ms Integer | read-only

Time 50.1.9.0.6.85.73.68.76.101.1 | (blinking), 100 ms
00 :UIDLed (test)
1.3.6.1.4.1.2011.2.235.1.1.9. | Range: (1-250) x
50.1.9.0.10.83.121.115.72.10 | 10 ms (blinking)

ILed (test)

ledLitOffLast | 1.3.6.1.4.1.2011.2.235.1.1.9. | Unit:10 ms Integer | read-only

Time 50.1.10.0.6.85.73.68.76.101. | (blinking)

100 :UIDLed Range: (1-250) x
1.3.6.1.4.1.2011.2.235.1.1.9. | 10 ms (blinking)
50.1.10.0.10.83.121.115.72.1
01.97.108.76.101.100:SysHe
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Node Name | Node OID Instance Description Type Access

alLed

5.9.2 Constraints on the Create Operation

The create operation is not supported.

5.9.3 Constraints on the Modify Operation

The modify operation is not supported.

5.9.4 Constraints on the Delete Operation

The delete operation is not supported.

5.9.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.9.6 Constraints on the Set Operation

The set operation is not supported.

5.10 componentProperty Specifications

5.10.1 Function Description

The componentProperty table node allows you to view component information.

The componentDescriptionEntry node describes the leaf nodes under the
componentDescriptionTable table node. The OID of the componentDescriptionEntry node
is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).componentProperty(10).componentDescriptionTable(50).comp
onentDescriptionEntry(1)

The following table describes the leaf nodes under the componentDescriptionTable table

node.
Node Name Node OID Description Type Access
Instance
componentName | 1.3.6.1.4.1.2011.2.2 | Component name. Display | read-only
35.1.1.10.50.1.1.0 String
componentType | 1.3.6.1.4.1.2011.2.2 | Component type. Integer | read-only
35.1.1.10.50.1.2.0 e baseBoard(1)
e mezzCard(2)
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Node Name Node OID Description Type Access
Instance
e amcController (3)
e mmcController (4)
¢ hddBackPlane(5)
¢ raidCard(6)
componentPCB | 1.3.6.1.4.1.2011.2.2 | PCB version. Display | read-only
Version 35.1.1.10.50.1.3.0 String
componentBoard | 1.3.6.1.4.1.2011.2.2 | Board ID. Display | read-only
ID 35.1.1.10.50.1.4.0 String
componentStatus | 1.3.6.1.4.1.2011.2.2 | Board health status. Integer | read-only
35.1.1.10.50.1.5.0 Options:
e 0k(1)
* minor(2)
* major(3)
e critical(4)
e absence(5)
* unknown(6)
5.10.2 Constraints on the Create Operation
The create operation is not supported.
5.10.3 Constraints on the Modify Operation
The modify operation is not supported.
5.10.4 Constraints on the Delete Operation
The delete operation is not supported.
5.10.5 Constraints on the Query Operation
The get, walk, get next, and get bulk operations are supported.
5.10.6 Constraints on the Set Operation
The set operation is not supported.
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5.11 firmwareProperty Specifications

5.11.1 Function Description

The firmwareProperty table node allows you to view firmware information, including the
firmware name, type, release date, version, and location.

The OID of the firmwareProperty table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).firmwareProperty(11)

The firmwareDescriptionEntry node describes the leaf nodes under the
firmwareDescriptionTable table node. The OID of the firmwareDescriptionEntry node is
as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).firmwareProperty(11).firmwareDescriptionTable(50).firmware
DescriptionEntry(1)

The following table describes the leaf nodes under the firmwareDescriptionTable table

node.
Node Name Node OID Description Type Access
Instance
firmwareName 1.3.6.1.4.1.2011.2.23 | Firmware name. Display | read-only
5.1.1.11.50.1.1.x The value contains 0 String
to 50 characters.
firmwareType 1.3.6.1.4.1.2011.2.23 | Firmware type. Integer | read-only
5.1.1.11.50.1.2.x Options:
e iBMC(1)
* fpga(2)
e cpld(3)
* hios(4)
¢ uboot(5)
* |cd(6)
firmwareRelease | 1.3.6.1.4.1.2011.2.23 | Firmware release date. | Display | read-only
Date 5.1.1.11.50.1.3.x The value is in the String
format of yyyy-mm-dd
hh:mm:ss.
firmwareVersion | 1.3.6.1.4.1.2011.2.23 | Firmware version. Display | read-only
5.1.1.11.50.1.4.x The value contains 0 | String
to 50 characters.
firmwareLocation | 1.3.6.1.4.1.2011.2.23 | Firmware location. Display | read-only
5.1.1.11.50.1.5.x The value contains 0 String
to 20 characters.
fruNumber 1.3.6.1.4.1.2011.2.23 | Information about INTEG | read-only
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Instance
5.1.1.11.50.1.6.x FRU id. ER
firmwareBoard 1.3.6.1.4.1.2011.2.23 | Information about Display | read-only
5.1.1.11.50.1.7.x firmware board, value | String
between 0 to 50
characters.

5.11.2 Constraints on the Create Operation

The create operation is not supported.

5.11.3 Constraints on the Modify Operation

The modify operation is not supported.

5.11.4 Constraints on the Delete Operation

The delete operation is not supported.

5.11.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.11.6 Constraints on the Set Operation

The set operation is not supported.

5.12 networkProperty Specifications

5.12.1 Function Description

networkProperty is a table node. Its subnodes ethNum, ethIPAddress, ethNetmask,
ethDefaultGateway, ethIPSource, ethMACAddress, ethType, ethHostPort, ethEnable
(abandoned), ethMode, vlanID, ethinfo and ethlPv4Enable are leaf nodes. The
networkProperty table node allows you to view and set network information for
management and sideband network ports.

The OID of the networkProperty table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).networkProperty(12)

The networkDescriptionEntry node describes the leaf nodes under the
networkDescriptionTable table node. The OID of the networkDescriptionEntry node is as
follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).networkProperty(12).networkDescriptionTable(50).networkDes
criptionEntry(1)
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The following table describes the leaf nodes under the networkDescriptionTable table node.

Node Name | Node OID Instance Description Type Access
ethNum 1.3.6.1.4.1.2011.2.235.1. | Ethernet number. Integer | not-access
1.12.50.1.1.1 ible
ethIPAddress | 1.3.6.1.4.1.2011.2.235.1. | Ethernet IPv4 IpAddre | read-write
1.12.50.1.2.1 address. SS
ethNetmask 1.3.6.1.4.1.2011.2.235.1. | Netmask. IpAddre | read-write
1.12.50.1.3.1 ss
ethDefaultGat | 1.3.6.1.4.1.2011.2.235.1. | Default gateway. IpAddre | read-write
eway 1.12.50.1.4.1 ss
ethIPSource 1.3.6.1.4.1.2011.2.235.1. | IP source. Integer | read-write
1.12.50.1.5.1 Options:
e static(l)
e dhcp(2)
ethMACAddr | 1.3.6.1.4.1.2011.2.235.1. | MAC address. Display | read-only
ess 1.12.50.1.6.1 String
ethType 1.3.6.1.4.1.2011.2.235.1. | Ethernet port type. Integer | read-only
1.12.50.1.7.1 Options:
e mgmt(1)
e share(2)
ethHostPort 1.3.6.1.4.1.2011.2.235.1. | Share Ethernet Integer | read-write
1.12.50.1.8.1 bound host port.
Options:
* none(l)
* portl(2)
e port2(3)
* port3(4)
* port4(5)
ethEnable 1.3.6.1.4.1.2011.2.235.1. | STATUS: obsolete Integer | read-write
1.12.50.1.9.1 This node is
unavailable. The
setting of this node
has no adverse
impact on the system
and is not logged.
ethMode 1.3.6.1.4.1.2011.2.235.1. | Network mode. Integer | read-write
1.12.50.1.10.1
vlanID 1.3.6.1.4.1.2011.2.235.1. | Whether to disable Display | read-write
1.12.50.1.11.1 or enable a VLAN String
and set an ID.
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ethinfo 1.3.6.1.4.1.2011.2.235.1. | Sets the IP address, Display | read-write

1.12.50.1.12.1 subnet mask, and String
gateway address.
For example,
192.168.2.100,
255.255.255.0,
192.168.2.1.
ethlPv4Enable | 1.3.6.1.4.1.2011.2.235.1. | Information about INTEG | read-write
1.12.50.1.13.1 eth IPv4 enabled. ER
disable(1),enable(2)

5.12.2 Constraints on the Create Operation

The create operation is not supported.

5.12.3 Constraints on the Modify Operation

The modify operation is not supported.

5.12.4 Constraints on the Delete Operation

The delete operation is not supported.

5.12.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.12.6 Constraints on the Set Operation

The set operation is supported.

ethEnable: This node is unavailable. The setting of this node has no adverse impact on the
system and is not logged.

5.13 sensorProperty Specifications

5.13.1 Function Description

The sensorProperty module allows you to view sensor information.

The userDescriptionEntry node describes the leaf nodes under the userDescriptionTable
table node. The OID of the userDescriptionEntry node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).sensorProperty(13).sensorDescriptionTable(50).sensorDescripti
onEntry(1)

The following table describes the leaf nodes under the sensorProperty table node.
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Node Name Node OID Instance Description Type Access
sensorName 1.3.6.1.4.1.2011.2.235.1 | Sensor name. DisplayString read-only
.1.13.50.1.1.x
sensorReading 1.3.6.1.4.1.2011.2.235.1 | Sensor reading. DisplayString read-only
.1.13.50.1.2.x
sensorUpperNonRec | 1.3.6.1.4.1.2011.2.235.1 | Sensor upper DisplayString read-only
overable .1.13.50.1.3.x non-recoverable threshold.
sensorUpperCritical | 1.3.6.1.4.1.2011.2.235.1 | Sensor upper critical DisplayString read-only
.1.13.50.1.4.x threshold.
sensorUpperMinor 1.3.6.1.4.1.2011.2.235.1 | Sensor upper minor DisplayString read-only
.1.13.50.1.5.x threshold.
sensorLowerNonRe | 1.3.6.1.4.1.2011.2.235.1 | Sensor lower DisplayString read-only
coverable .1.13.50.1.6.x non-recoverable threshold.
sensorLowerCritical | 1.3.6.1.4.1.2011.2.235.1 | Sensor lower critical DisplayString read-only
.1.13.50.1.7.x threshold.
sensorLowerMinor | 1.3.6.1.4.1.2011.2.235.1 | Sensor lower minor DisplayString read-only
.1.13.50.1.8.x threshold.
sensorStatus 1.3.6.1.4.1.2011.2.235.1 | Sensor status. DisplayString read-only
.1.13.50.1.9.x
sensorType 1.3.6.1.4.1.2011.2.235.1 | Sensor type. Integer read-only
.1.13.50.1.10.x
sensorPositiveHyste | 1.3.6.1.4.1.2011.2.235.1 | Positive-going threshold Integer read-only
resis 1.13.50.1.11.x hysteresis value. Set it to
00h if a sensor does not
support positive-going
threshold hysteresis. This
value is subtracted from
positive going thresholds to
determine the point where
the asserted status for that
threshold will clear. See
section 35.13.2 "Hysteresis
and Event Status" and
section 35.13.3 "High-going
versus Low-going
Threshold Events."
sensorNegativeHyst | 1.3.6.1.4.1.2011.2.235.1 | Negative-going threshold Integer read-only
eresis .1.13.50.1.12.x hysteresis value. This value
is added to negative going
thresholds to determine the
point where the asserted
status for that threshold will
clear. Set it to 00h if the
sensor does not support the
negative-going threshold
hysteresis.
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Node Name

Node OID Instance

Description

Type

Access

sensorPositiveHyste
resisString

1.3.6.1.4.1.2011.2.235.1
.1.13.50.1.13.x

Positive-going threshold
hysteresis value. Set it to na
if sensor does not support
positive-going threshold
hysteresis. This value is
subtracted from positive
going thresholds to
determine the point where
the asserted status for that
threshold will clear. See
section 35.13.2 "Hysteresis
and Event Status" and
section 35.13.3 "High-going
versus Low-going
Threshold Events."

DisplayString

read-only

sensorNegativeHyst
eresisString

1.3.6.1.4.1.2011.2.235.1
.1.13.50.1.14.x

Negative-going threshold
hysteresis value. This value
is added to negative going
thresholds to determine the
point where the asserted
status for that threshold will
clear. Set it to 'na’ if sensor
does not support
negative-going threshold
hysteresis.

DisplayString

read-only

sensorUnit

1.3.6.1.4.1.2011.2.235.1
.1.13.50.1.15.x

Information about sensor
unit.

unspecified(0)
degrees-c(1)
degrees-f(2)
degrees-k(3)
volts(4)
amps(5)
watts(6)
rpm(18)

INTEGER

read-only

sensorEventReading
Type

1.3.6.1.4.1.2011.2.235.1
.1.13.50.1.16.x

Information about event
reading type.

INTEGER

read-only

5.13.2 Constraints on the Create Operation

The create operation is not supported.

5.13.3 Constraints on the Modify Operation

The modify operation is not supported.
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5.13.4 Constraints on the Delete Operation

The delete operation is not supported.

5.13.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.13.6 Constraints on the Set Operation

The set operation is not supported.

5.14 userProperty Specifications

5.14.1 Function Description

The userProperty module allows you to view or configure local user information, including
the user name, status (enabled or disabled), ID, password, and group. This module also allows
you to delete user information.

The OID of the userDescriptionTable table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).userProperty(14).userDescriptionTable(50)

The userDescriptionEntry node describes the leaf nodes under the userDescriptionTable
table node. The OID of the userDescriptionEntry node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).userProperty(14).userDescriptionTable(50).userDescriptionEntr

y(1)
The following table describes the leaf nodes under the userDescriptionTable table node.
Node Name | Node OID Description Type Access
Instance
userlD 1.3.6.1.4.1.2011.2 | User ID. Integer | not-access
235.1.1.1450.1.1 | The value ranges from 2 to ible
X 17.
userEnable 1.3.6.1.4.1.2011.2 | Whether a user is enabled. Integer | read-write
.235.1.1.14.50.1.2 Options:
X
e 1:disable
e 2:enable
userName 1.3.6.1.4.1.2011.2 | User name length is 1 to 16 | Display | read-write
.235.1.1.14.50.1.3 | characters. String
X The value can contain
letters, digits, and special
characters. The value cannot
contain spaces, double
quotation and the following
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Node Name

Node OID
Instance

Description

Type

Access

special characters: ,\: <> &
'/ %, and cannot start with a
number sign (#).

userPassword

1.3.6.1.4.1.2011.2
.235.1.1.14.50.1.4
X

User password.

The value contains 1 to 20
characters.

Display
String

read-write

userGroupID

1.3.6.1.4.1.2011.2
.235.1.1.14.50.1.5
X

User group ID.

When set, this vaule will be
one of the following:(1, 2, 3,
5,6,7,8).

Options:

e 1-common user
e 2 - operator

e 3 -administrator

® 4 -no access (available
only for the get
operation).

e 5-custom rolel
® 6 - custom role2
e 7 -customrole3
e 8- custom role4.

Integer

read-write

userDelete

1.3.6.14.1.2011.2
.235.1.1.14.50.1.6
X

Deletes user information.

Integer

read-write

userInterfaces

1.3.6.1.4.1.2011.2
.235.1.1.14.50.1.7
X

Information about user login
interfaces.
bit0 - Web:
1 enabled

bitl - SNMP:
1 enabled

bit2 - IPMI:
enabled
bit3 - SSH;:
enabled

bhit4 - SFTP:
enabled

bit6 - Local:
enabled

bit7 - Redfish:
1 enabled

0 disabled;

0 disabled;

0 disabled; 1

0 disabled; 1

0 disabled; 1

0 disabled; 1

0 disabled;

Integer

read-write

userPublickey
Add

1.3.6.1.4.1.2011.2
.235.1.1.14.50.1.8

Add PublicKey,
The set format is:

Display
String

read-write
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Node Name | Node OID Description Type Access

Instance

X <publickey file>], with max

length 256.

userPublickey | 1.3.6.1.4.1.2011.2 | Delete PublicKey Display | read-write
Delete .235.1.1.14.50.1.9 String

X
userPublickey | 1.3.6.1.4.1.2011.2 | PublicKey Hash, Display | read-only
Hash .235.1.1.14.50.1.1 String

0.x

5.14.2 Constraints on the Create Operation

The create operation is not supported.

5.14.3 Constraints on the Modify Operation

The modify operation is not supported.

5.14.4 Constraints on the Delete Operation

The delete operation is not supported.

5.14.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.14.6 Constraints on the Set Operation

The set operation is supported.

e userEnable: The value is 1 (disabled) or 2 (enabled).

® userName: The value contains 1 to 16 characters. The value can contain letters, digits,
and special characters. The value cannot contain spaces, double quotation and the
following special characters: ,\: <> &'/ %, and cannot start with a number sign (#).

® userPassword: The value contains 1 to 20 characters.

® userGrouplD: identifies a user group. This vaule will be one of the following:(1, 2, 3, 5,
6,7,8).

® userDelete: deletes a user. The value can only be 1.
userlInterfaces: The value is consist of bits:

bitO(Web),bitL(SNMP),bit2(IPMI),bit3(SSH),bit4(SFTP), bit6(Local) ,bit7(Redfish)
5.15 cpuProperty Specifications

5.15.1 Function Description

The cpuProperty module allows you to view CPU information of the service system.
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cpuDescriptionTable is a table node, and its subnodes cpuManufacturer, cpuFamily,
cpuType, cpuClockRate, cpuStatus, cpuAvailability, and silkscreen are leaf nodes.

The OID of the cpuDescriptionTable table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).cpuProperty(15).cpuDescriptionTable(50)

The following table describes the leaf node under the cpuProperty module.

Node Name Node OID Description Type Access
Instance

CpuEntireStatus | 1.3.6.1.4.1.2011. | All CPU health status. | Integer read-only
2.235.1.1.15.1.0 Options:

e 0k(1)

* minor(2)

* major(3)

e critical(4)

* absence(5)
e unknown(6)

The cpuDescriptionEntry node describes the leaf nodes under the cpuDescriptionTable
table node. The OID of the cpuDescriptionEntry node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).cpuProperty(15).cpuDescriptionTable(50).cpuDescriptionEntry(

1)
The following table describes the leaf nodes under the cpuDescriptionTable table node.
Node Name Node OID Instance Description Type Access
cpulndex 1.3.6.1.4.1.2011.2.235.1.1. | CPU index. Integer | not-acces
15.50.1.1.x sible

cpuManufactur | 1.3.6.1.4.1.2011.2.235.1.1. | CPU Display | read-only

er 15.50.1.2.x manufacturer. String

cpuFamily 1.3.6.1.4.1.2011.2.235.1.1. | CPU family. Display | read-only
15.50.1.3.x String

cpuType 1.3.6.1.4.1.2011.2.235.1.1. | CPU type. Display | read-only
15.50.1.4.x String

cpuClockRate 1.3.6.1.4.1.2011.2.235.1.1. | CPU clock rate. Display | read-only
15.50.1.5.x String
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Node Name Node OID Instance Description Type Access
cpuStatus 1.3.6.1.4.1.2011.2.235.1.1. | CPU health status. | Integer | read-only
15.50.1.6.x Options:
e ok(1)
e minor(2)
e major(3)
e critical(4)
e absence(5)
¢ unknown(6)
cpuAvailability | 1.3.6.1.4.1.2011.2.235.1.1. | Information about | Integer | read-only
15.50.1.7.x CPU availability.
unknown(1)
disabled(2)
backup(3)
active(4)
cpuLocation 1.3.6.1.4.1.2011.2.235.1.1. | CPU physical Display | read-only
15.50.1.8.x location. String
cpuFunction 1.3.6.1.4.1.2011.2.235.1.1. | CPU logic Display | read-only
15.50.1.9.x function. String
cpuDevicename | 1.3.6.1.4.1.2011.2.235.1.1. | CPU devicename. | Display | read-only
15.50.1.10.x String
cpuProcessoriD | 1.3.6.1.4.1.2011.2.235.1.1. | CPU processor ID | Display | read-only
15.50.1.11.x String
cpuCoreCount | 1.3.6.1.4.1.2011.2.235.1.1. | CPU core count INTEG | read-only
15.50.1.12.x ER
cpuThreadCoun | 1.3.6.1.4.1.2011.2.235.1.1. | CPU thread count | INTEG | read-only
t 15.50.1.13.x ER
cpuMemoryTec | 1.3.6.1.4.1.2011.2.235.1.1. | CPU memory Display | read-only
hnology 15.50.1.14.x technology String
cpuLlCache K | 1.3.6.1.4.1.2011.2.235.1.1. | CPU L1 cache INTEG | read-only
15.50.1.15.x ER
cpuL2Cache_K | 1.3.6.1.4.1.2011.2.235.1.1. | CPU L2 cache INTEG | read-only
15.50.1.16.x ER
cpuL3Cache_K | 1.3.6.1.4.1.2011.2.235.1.1. | CPU L3 cache INTEG | read-only
15.50.1.17.x ER
5.15.2 Constraints on the Create Operation
The create operation is not supported.
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5.15.3 Constraints on the Modify Operation

The modify operation is not supported.

5.15.4 Constraints on the Delete Operation

The delete operation is not supported.

5.15.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.15.6 Constraints on the Set Operation

The set operation is not supported.

5.16 memoryProperty Specifications

5.16.1 Function Description

The memoryProperty module allows you to view the slot number, logical channel,
manufacturer, capacity, frequency, and silkscreen of each dual in-line memory module

(DIMM).

The OID of the memoryProperty table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).memoryProperty(16)

The following table describes the leaf node under the memoryProperty table node.

tatus

2.235.1.1.16.1.0

status.

Options:

e 0k(1)

* minor(2)

* major(3)

e critical(4)

e absence(5)
¢ unknown(6)

Node Name Node OID Description Type Access
Instance
memoryEntireS | 1.3.6.1.4.1.2011. | All memory health Integer read-only

The memoryDescriptionEntry node describes the leaf nodes under the
memoryDescriptionTable table node. The OID of the memoryDescriptionEntry node is as

follows:
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iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).memoryProperty(16).memoryDescriptionTable(50).memoryDes

criptionEntry(1)

The following table describes the leaf nodes under the memoryDescriptionTable table node.

Node Name | Node OID Instance Description Type Access
memoryDimm | 1.3.6.1.4.1.2011.2.235.1.1.16 | DIMM index. Integer | not-access
Index .50.1.1.x ible
memoryLogic | 1.3.6.1.4.1.2011.2.235.1.1.16 | Memory logical | Display | read-only
.50.1.2.x channel. String
memoryManuf | 1.3.6.1.4.1.2011.2.235.1.1.16 | Memory Display | read-only
acturer .50.1.3.x manufacturer. String
memorySize 1.3.6.1.4.1.2011.2.235.1.1.16 | Memory Display | read-only
.50.1.4.x capacity, in MB. | String
memoryClock | 1.3.6.1.4.1.2011.2.235.1.1.16 | Memory clock Integer | read-only
Rate .50.1.5.x rate, in MHz.
memoryStatus | 1.3.6.1.4.1.2011.2.235.1.1.16 | Memory health | Integer | read-only
.50.1.6.x status.
Options:
e ok(1)
® minor(2)
* major(3)
e critical(4)
e absence(5)
¢ unknown(6)
memoryAvaila | 1.3.6.1.4.1.2011.2.235.1.1.16 | Information Integer | read-only
bility .50.1.7.x about memory
availability
unknown(1)
disabled(2)
backup(3)
active(4)
memoryLocati | 1.3.6.1.4.1.2011.2.235.1.1.16 | Memory Display | read-only
on .50.1.8.x physical String
location.
memoryFuncti | 1.3.6.1.4.1.2011.2.235.1.1.16 | Memory logic Display | read-only
on .50.1.9.x function. String
memoryDevic | 1.3.6.1.4.1.2011.2.235.1.1.16 | Memory device | Display | read-only
ename .50.1.10.x name. String
memoryType | 1.3.6.1.4.1.2011.2.235.1.1.16 | Memory type Display | read-only
50.1.11.x String
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Node Name | Node OID Instance Description Type Access
memorySN 1.3.6.1.4.1.2011.2.235.1.1.16 | Memory SN Display | read-only
.50.1.12.x String
memoryMinim | 1.3.6.1.4.1.2011.2.235.1.1.16 | Memory INTEG | read-only

umVoltage .50.1.13.x minimum ER
voltage

memoryRank | 1.3.6.1.4.1.2011.2.235.1.1.16 | Memory rank INTEG | read-only

.50.1.14.x ER
memoryBitWi | 1.3.6.1.4.1.2011.2.235.1.1.16 | Memory bit INTEG | read-only
dth .50.1.15.x width ER
memoryTechn | 1.3.6.1.4.1.2011.2.235.1.1.16 | Memory Display | read-only
ology .50.1.16.x technology String

5.16.2 Constraints on the Create Operation

The create operation is not supported.

5.16.3 Constraints on the Modify Operation

The modify operation is not supported.

5.16.4 Constraints on the Delete Operation

The delete operation is not supported.

5.16.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.16.6 Constraints on the Set Operation

The set operation is not supported.

5.17 lomProperty Specifications

5.17.1 Function Description

The lomProperty module allows you to view the MAC addresses of LANs on motherboard

(LOMs).
The OID of the lomProperty table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(

235).hwBMC(1).hwiBMC(1).lomProperty(17)

The lomDescriptionEntry node describes the leaf nodes under the lomDescriptionTable
table node. The OID of the lomDescriptionEntry node is as follows:

Issue 2.00 (2016-12-16) Huawei Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.

51




iBMC
SNMP API Description 5 MIB Table Specifications

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).lomProperty(17).lomDescriptionTable(50).lomDescriptionEntry

M)

The following table describes the leaf nodes under the lomDescriptionTable table node.

Node Name Node OID Description | Type Access
Instance
lomIndex 1.3.6.1.4.1.2011.2. | LOM index. | Integer not-accessible

235.1.1.17.50.1.1.x

lomMACAddress 1.3.6.1.4.1.2011.2. | LOM MAC | DisplayString | read-only
235.1.1.17.50.1.2.x | address.

5.17.2 Constraints on the Create Operation

The create operation is not supported.

5.17.3 Constraints on the Modify Operation

The modify operation is not supported.

5.17.4 Constraints on the Delete Operation

The delete operation is not supported.

5.17.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.17.6 Constraints on the Set Operation

The set operation is not supported.

5.18 hardDiskProperty Specifications

5.18.1 Function Description

The hardDiskProperty module allows you to view hard disk information, including the
installation status and silkscreen of each hard disk.

The OID of the hardDiskProperty table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hardDiskProperty(18)

The following table describes the leaf node under the hardDiskProperty table node.
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Node Name | Node OID Description Type Access
Instance

hardDiskEntire | 1.3.6.1.4.1.2011.2. | All hard disk health status. | Integer | read-only
Status 235.1.1.18.1.0 Options:

e 0k(1)

* minor(2)

* major(3)

e critical(4)

* absence(5)
* unknown(6)

The hardDiskDescriptionEntry node describes the leaf nodes under the
hardDiskDescriptionTable table node. The OID of the hardDiskDescriptionEntry node is
as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).hardDiskProperty(18).hardDiskDescriptionTable(50).hardDisk

DescriptionEntry(1)
The following table describes the leaf nodes under the hardDiskDescriptionTable table
node.
Node Name Node OID Description Type Access
Instance
hardDiskIndex 1.3.6.1.4.1.2011.2.2 | Hard disk index. Integer | not-access
35.1.1.18.50.1.1.x ible
hardDiskPresenc | 1.3.6.1.4.1.2011.2.2 | Hard disk installation Integer | read-only
e 35.1.1.18.50.1.2.x status.
Options:

e absence(l)
e presence(2)
e unknown(3)

hardDiskStatus 1.3.6.1.4.1.2011.2.2 | Hard disk health Integer | read-only
35.1.1.18.50.1.3.x status.

Options:

e ok(1)

* minor(2)

e major(3)

e critical(4)

e absence(5)
¢ unknown(6)

hardDiskLocatio | 1.3.6.1.4.1.2011.2.2 | Hard disk physical Display | read-only
n 35.1.1.18.50.1.4.x location. String
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Node Name Node OID Description Type Access
Instance
hardDiskFunctio | 1.3.6.1.4.1.2011.2.2 | Hard disk logic Display | read-only
n 35.1.1.18.50.1.5.x function. String
hardDiskDevicen | 1.3.6.1.4.1.2011.2.2 | Hard disk device Display | read-only
ame 35.1.1.18.50.1.6.x name. String
hardDiskSerialN | 1.3.6.1.4.1.2011.2.2 | Hard disk serial Display | read-only
umber 35.1.1.18.50.1.7.x number. String
hardDiskModelIN | 1.3.6.1.4.1.2011.2.2 | Hard disk model Display | read-only
umber 35.1.1.18.50.1.8.x number. String
hardDiskManufa | 1.3.6.1.4.1.2011.2.2 | Hard disk Display | read-only
cturer 35.1.1.18.50.1.9.x manufacturer. String
hardDiskFwState | 1.3.6.1.4.1.2011.2.2 | Hard disk firmware INTEG | read-write
35.1.1.18.50.1.10.x | status ER

unconfigured-good(1)

unconfigured-bad(2)

hot-spare(3)

offline(4)

failed(5)

rebuild(6)

online(7)

copyback(8)

jbod(9)

unconfigured-shielded

(10)

hot-spare-shielded(11)

configured-shielded(1

2)

foreign(13)

unknown(255)
hardDiskFwVers | 1.3.6.1.4.1.2011.2.2 | Hard disk firmware Display | read-only
ion 35.1.1.18.50.1.11.x | version String
hardDiskCapacit | 1.3.6.1.4.1.2011.2.2 | Hard disk capacity INTEG | read-only
yInGB 35.1.1.18.50.1.12.x | (GB) ER
hardDiskMediaT | 1.3.6.1.4.1.2011.2.2 | Hard disk mediatype | INTEG | read-only
ype 35.1.1.18.50.1.13.x ER
hardDisklInterfac | 1.3.6.1.4.1.2011.2.2 | Hard disk interface INTEG | read-only
eType 35.1.1.18.50.1.14.x | type. SAS, SATA...etc | ER
hardDiskPowerS | 1.3.6.1.4.1.2011.2.2 | Hard disk power state | INTEG | read-only
tate 35.1.1.18.50.1.15.x ER
hardDiskRebuild | 1.3.6.1.4.1.2011.2.2 | Hard disk rebuild INTEG | read-only
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Node Name Node OID Description Type Access
Instance

Progress 35.1.1.18.50.1.16.x | progress (0 - 100%) ER
hardDiskPatrolR | 1.3.6.1.4.1.2011.2.2 | Hard disk patrol read INTEG | read-only
eadStatus 35.1.1.18.50.1.17.x | status ER
hardDiskCapable | 1.3.6.1.4.1.2011.2.2 | Hard disk maximum INTEG | read-only
SpeedInMbps 35.1.1.18.50.1.18.x | supported speed ER
hardDiskNegotia | 1.3.6.1.4.1.2011.2.2 | Hard disk negotiated INTEG | read-only
tedSpeedInMbps | 35.1.1.18.50.1.19.x | speed ER
hardDiskTemper | 1.3.6.1.4.1.2011.2.2 | Hard disk temperature | INTEG | read-only
ature 35.1.1.18.50.1.20.x | (in Celsius) ER
hardDiskSASAd | 1.3.6.1.4.1.2011.2.2 | Hard disk SAS address | Display | read-only
drl 35.1.1.1850.1.21.x |1 String
hardDiskSASAd | 1.3.6.1.4.1.2011.2.2 | Hard disk SAS address | Display | read-only
dr2 35.1.1.18.50.1.22.x |2 String
hardDiskPrefailS | 1.3.6.1.4.1.2011.2.2 | Hard disk prefail state | INTEG | read-only
tate 35.1.1.18.50.1.23.x ER
hardDiskHotSpar | 1.3.6.1.4.1.2011.2.2 | Hard disk hot spare INTEG | read-write
eState 35.1.1.18.50.1.24.x | state ER

none(1)

global(2)

dedicated(3)

commissioned(4)

emergency(5)

unknown(255)
hardDiskRemnan | 1.3.6.1.4.1.2011.2.2 | Hard disk remnant INTEG | read-only
tWearout 35.1.1.18.50.1.25.x | wearout (100% - 0). ER

Only valid for SSD
hardDiskMediaE | 1.3.6.1.4.1.2011.2.2 | Hard disk media error | INTEG | read-only
rrCount 35.1.1.18.50.1.26.x | count ER
hardDiskPrefailE | 1.3.6.1.4.1.2011.2.2 | Hard disk prefail error | INTEG | read-only
rrCount 35.1.1.18.50.1.27.x | count ER
hardDiskOtherEr | 1.3.6.1.4.1.2011.2.2 | Hard disk other error INTEG | read-only
rCount 35.1.1.18.50.1.28.x | count ER
hardDiskLocatio | 1.3.6.1.4.1.2011.2.2 | Hard disk location INTEG | read-write
nState 35.1.1.18.50.1.29.x | state. ER

unknown(1)

off(2)

on(3)
hardDiskCapacit | 1.3.6.1.4.1.2011.2.2 | Hard disk capacity INTEG | read-only
yInMB 35.1.1.18.50.1.30.x | (MB) ER
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5.18.2 Constraints on the Create Operation

The create operation is not supported.

5.18.3 Constraints on the Modify Operation

The modify operation is not supported.

5.18.4 Constraints on the Delete Operation

The delete operation is not supported.

5.18.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.18.6 Constraints on the Set Operation

The set operation is supported.

hardDiskFwState: The values which can be set are online(7), offline(4), unconfigured-good(1),
jbod(9).

1. If current value is online(7), it can be set to offline(4).

2. If current value is offline(4), it can be set to online(7).

3. If current value is unconfigured-good(1), it can be set to jbod(9). The JBOD of RAID
controller must be enabled first.

4. If current value is jbod(9), it can be set to unconfigured-good(1), The JBOD of RAID
controller must be enabled first.
hardDiskHotSpareState: The values which can be set are none(1),global(2),dedicated(3).

1. none(l): Cancel hot spare, can be set when hardDiskHotSpareState is Global/Dedicated.

2. global(2): Global hot spare, can be set only when hardDiskFwState = Unconfigured
Good.

3. dedicated(3):Dedicated hot spare, can be set only when hardDiskFwState =
Unconfigured Good and logical drive ID of which is spare should be specified.

The argument format is,

Bit 31-24 Bit 23-16 Bit 15-8 Bit 7-0

0 0 0 1: none

0 0 0 2: global

0 0 logical drive ID 3: dedicated
For example:

Set this hard disk as dedicated hot spare for logical drive 2, the setting value should be
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0x0203 =2 * 256 + 3 =515
hardDiskLocationState: The values which can be set are off(2), on(3).

1. off(2): Start locating.
2. on(3): Stop locating.

5.19 frulnfo Specifications

5.19.1 Function Description

The frulnfo module allows you to view FRU asset information.

The frulnfo module consists of two tables: fruDescriptionTable and
fruExtendedELabelDescriptionTable.

The OID of the fruDescriptionTable table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).frulnfo(19).fruDescriptionTable(50)

The fruDescriptionEntry node describes the leaf nodes under the fruDescriptionTable table
node. The OID of the fruDescriptionEntry node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(

235).hwBMC(1).hwiBMC(1).frulnfo(19).fruDescriptionTable(50).fruDescriptionEntry(1)

The following table describes the leaf nodes under the fruDescriptionTable table node.

Node Name Node OID Instance | Description | Type Access
fruld 1.3.6.1.4.1.2011.2.235 | FRU ID. Integer | not-accessible
1.1.19.50.1.1.x
fruBoardManufactu | 1.3.6.1.4.1.2011.2.235 | FRU board Display | read-only
rer 1.1.19.50.1.2.x manufacturer. | String
fruBoardProductNa | 1.3.6.1.4.1.2011.2.235 | FRU board Display | read-only
me .1.1.19.50.1.3.x product name. | String
fruBoardSerialNum | 1.3.6.1.4.1.2011.2.235 | FRU board Display | read-only
ber 1.1.19.50.1.4.x serial number. | String
fruBoardPartNumbe | 1.3.6.1.4.1.2011.2.235 | FRU board Display | read-only
r .1.1.19.50.1.5.x part number. | String
fruBoardMfgDate 1.3.6.1.4.1.2011.2.235 | FRU board Display | read-only
.1.1.19.50.1.6.x manufacturin | String
g date.
fruBoardFilelD 1.3.6.1.4.1.2011.2.235 | FRU board Display | read-only
.1.1.19.50.1.7.x file ID. String
fruProductManufact | 1.3.6.1.4.1.2011.2.235 | FRU product | Display | read-only
urer .1.1.19.50.1.8.x manufacturer. | String
fruProductName 1.3.6.1.4.1.2011.2.235 | FRU product | Display | read-only
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Node Name Node OID Instance | Description | Type Access
.1.1.19.50.1.9.x name. String
fruProductSerialNu | 1.3.6.1.4.1.2011.2.235 | FRU product | Display | read-only
mber .1.1.19.50.1.10.x serial number. | String
fruProductPartNum | 1.3.6.1.4.1.2011.2.235 | FRU product | Display | read-only
ber 1.1.19.50.1.11.x part number. | String
fruProductVersion 1.3.6.1.4.1.2011.2.235 | FRU product | Display | read-only
1.1.19.50.1.12.x version. String
fruProductAssetTag | 1.3.6.1.4.1.2011.2.235 | FRU product | Display | read-only
.1.1.19.50.1.13.x asset tag. String
fruProductFilelD 1.3.6.1.4.1.2011.2.235 | FRU product | Display | read-only
1.1.19.50.1.14.x file ID. String

The OID of the fruExtendedELabelDescriptionTable table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).frulnfo(19).fruExtendedELabelDescriptionTable(60)

The fruExtendedELabelDescriptionEntry node describes the leaf nodes under the
fruExtendedELabelDescriptionTable table node. The OID of the
fruExtendedEL abelDescriptionEntry node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).frulnfo(19).fruExtendedELabelDescriptionTable(60).fruExtend
edELabelDescriptionEntry(1)

The following table describes the leaf nodes under the fruExtendedEL abelDescriptionTable

table node.x: 1-6

Node Name Node OID Instance | Description | Type Access

fruid 1.3.6.1.4.1.2011.2.235 | FRU ID. Integer not-accessible
1.1.19.60.1.1.x

fruExtendedEL | 1.3.6.1.4.1.2011.2.235 | FRU extended | Integer read-only

abellndex .1.1.19.60.1.2.x E-label index.

fruExtendedEL | 1.3.6.1.4.1.2011.2.235 | Format: DisplayString | read-only

abellnfo .1.1.19.60.1.3.x key=value

The create operation is not supported.

The modify operation is not supported.

5.19.2 Constraints on the Create Operation

5.19.3 Constraints on the Modify Operation
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5.19.4 Constraints on the Delete Operation

The delete operation is not supported.

5.19.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

The default timeout period for the snmptable command is 1 second. When using the
snmptable command to obtain these table nodes, you need to set the -t parameter to 3
seconds or longer to avoid timeout. When performing the walk operation, you need also to set
the timeout period to 3 seconds or longer by using the MIB browser.

5.19.6 Constraints on the Set Operation

Neither the fruDescriptionTable node nor the fruExtendedELabelDescriptionTable node
supports the set operation.

5.20 powerStatistic Specifications

5.20.1 Function Description

The powerStatistic module allows you to view the peak system power, time when the system
power reaches the peak, average historical power, accumulated power consumption, and
power statistics start time. This module also allows you to delete all power statistics.

The OID of the powerStatistic table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).powerStatistic(20)

The following table describes the leaf nodes under the powerStatistic table node.

Node Name Node OID Description Type Access
Instance
peakPower 1.3.6.1.4.1.2011.2.23 | Peak system Display | read-only
5.1.1.20.1.0 power. String
peakPowerOccurTi | 1.3.6.1.4.1.2011.2.23 | Time when the Display | read-only
me 5.1.1.20.2.0 system power String
reaches the peak,
based on UTC.
averagePower 1.3.6.1.4.1.2011.2.23 | Average system Display | read-only
5.1.1.20.3.0 power. String
powerConsumption | 1.3.6.1.4.1.2011.2.23 | Power Display | read-only
5.1.1.20.4.0 consumption from | String
the power
statistical start
time.
powerStatisticStartT | 1.3.6.1.4.1.2011.2.23 | Start time of Display | read-only
ime 5.1.1.20.5.0 power statistics, String
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Node Name Node OID Description Type
Instance

Access

based on UTC.

The value is in the
format of
yyyy-mm-dd
hh:mm:ss.

clearPowerStatistic | 1.3.6.1.4.1.2011.2.23 | Deletes all power | Integer
5.1.1.20.6.0 statistics.

write-only

5.20.2 Constraints on the Create Operation

The create operation is not supported.

5.20.3 Constraints on the Modify Operation

The modify operation is not supported.

5.20.4 Constraints on the Delete Operation

The delete operation is not supported.

5.20.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.20.6 Constraints on the Set Operation

The set operation is supported.

clearPowerStatistic: deletes all power statistics(1)

5.21 powerManagement Specifications

5.21.1 Function Description

The powerManagement module allows you to view or configure the power capping status

(enabled or disabled), power cap, and action taken when power capping fails.

The OID of the powerManagement table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(

235).hwBMC(1).hwiBMC(1).powerManagement(23)

The following table describes the leaf nodes under the powerManagement table node.
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Node Name | Node OID Instance | Description Type Access
powerCapping | 1.3.6.1.4.1.2011.2.235. | Power capping Integer read-write
Enable 1.1.23.1.0 status.

Options:

e Disable(1)

e Enable(2)
powerCapping | 1.3.6.1.4.1.2011.2.235. | Power cap. Integer read-write
Value 1.1.23.2.0 The value ranges

from 1 to 9999.
powerCapping | 1.3.6.1.4.1.2011.2.235. | System action taken | Integer read-write

FailureAction

1.1.23.3.0

when power capping
fails.

Options:
e eventlog(1)

e eventlogAndPow
erOff (2)

The default value is
eventlog(l).

5.21.2 Constraints on the Create Operation

The create operation is not supported.

5.21.3 Constraints on the Modify Operation

The modify operation is not supported.

5.21.4 Constraints on the Delete Operation

The delete operation is not supported.

5.21.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.21.6 Constraints on the Set Operation

The set operation is supported.

When performing the set operation, pay attention to the following nodes:

powerCappingEnable: indicates the power capping status. The value can be 1 (disabled)
or 2 (enabled).

powerCappingValue: indicates the power cap. The value ranges from 1 to 9999.

powerCappingFailureAction: The value can be 1 (eventlog) or 2
(eventlogAndPowerOff).
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5.22 pCleDeviceProperty Specifications

5.22.1 Function Description

The pCleDeviceProperty module allows you to view Peripheral Component Interconnect
Express (PCle) device information of a server.

pCleDeviceDescriptionTable is a table node, and its subnodes pCleDevicelndex,
pCleDevicePresence, pCleDeviceStatus, pCleAvailability, pCleDeviceLocation,
pCleDeviceFunction, pCleDeviceDevicename, pCleDeviceVID , pCleDeviceDID ,
pCleDeviceManufacturer and pCleDeviceDescription are leaf nodes.

The OID of the pCleDeviceDescriptionTable table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiMana(1).pCleDeviceProperty(24).pCleDeviceDescriptionTable(50)

The following table describes the leaf node under the pCleDeviceProperty module.

Node Name Node OID Description Type Access
Instance
pCleDeviceEntireStatus | 1.3.6.1.4.1.2011. | Health status of all PCle devices. Integer read-only
2.235.1.1.24.1.0 Options:
e 0k(1)
e minor(2)
* major(3)
e critical(4)

e absence(5)
¢ unknown(6)

The pCleDeviceDescriptionEntry node describes the leaf nodes under the
pCleDeviceDescriptionTable table node. The OID of the pCleDeviceDescriptionEntry
node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).pCleDeviceProperty(24).pCleDeviceDescriptionTable(50).pCle
DeviceDescriptionEntry(1)

The following table describes the leaf nodes under the pCleDeviceDescriptionTable table
node.

Node Name Node OID Description Type Access
Instance
pCleDevicelndex 1.3.6.1.4.1.2011.2.2 | PCle device Integer not-accessible
35.1.1.24.50.1.1.x index.
pCleDevicePresence | 1.3.6.1.4.1.2011.2.2 | PCle device Integer read-only
35.1.1.24.50.1.2.x installation
status.
e absence(l)
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Node Name Node OID Description Type Access
Instance
e presence(2)
e unknown(3)
pCleDeviceStatus 1.3.6.1.4.1.2011.2.2 | Information Integer read-only
35.1.1.24.50.1.3.x about PCle
health status.
e ok(1)
* minor(2)
* major(3)
e critical(4)
e absence(5)
e unknown(6)
pCleAvailability 1.3.6.1.4.1.2011.2.2 | Information Integer | read-only
35.1.1.24.50.1.4.x about PCle
availability.
¢ unknown(1)
e disabled(2)
* backup(3)
e active(4)
pCleDevicelLocation | 1.3.6.1.4.1.2011.2.2 | PCle physical Display | read-only
35.1.1.24.50.1.5.x location. String
pCleDeviceFunction | 1.3.6.1.4.1.2011.2.2 | PCle logic Display | read-only
35.1.1.24.50.1.6.x function. String
pCleDeviceDevicen | 1.3.6.1.4.1.2011.2.2 | PCle device Display | read-only
ame 35.1.1.24.50.1.7.x name. String
pCleDeviceVID 1.3.6.1.4.1.2011.2.2 | PCle device Integer read-only
35.1.1.24.50.1.8.x VID.
pCleDeviceDID 1.3.6.1.4.1.2011.2.2 | PCle device Integer read-only
35.1.1.24.50.1.9.x DID.
pCleDeviceManufac | 1.3.6.1.4.1.2011.2.2 | PCle device Display | read-only
turer 35.1.1.24.50.1.10.x | manufacturer. String
pCleDeviceDescript | 1.3.6.1.4.1.2011.2.2 | PCle device Display | read-only
ion 35.1.1.24.50.1.11.x | description. String

5.22.2 Constraints on the Create Operation

The create operation is not supported.

5.22.3 Constraints on the Modify Operation

The modify operation is not supported.
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5.22.4 Constraints on the Delete Operation

The delete operation is not supported.

5.22.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.22.6 Constraints on the Set Operation

The set operation is not supported.

5.23 mezzProperty Specifications

5.23.1 Function Description

The mezzProperty module allows you to view mezz card information of a server.
mezzDescriptionTable is a table node, and its subnode mezzCardMark is a leaf node.

The OID of the mezzDeviceDescriptionTable table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(

235).hwBMC(1).hwiBMC(1).mezzProperty(25).mezzDescriptionTable(50)

The following table describes the leaf nodes under the mezzDeviceDescriptionTable table

node.

Node Name Node OID Description | Type Access
Instance

mezzCardIndex 1.3.6.1.4.1.2011.2.23 | Mezz card Integer | not-accessible
5.1.1.25.50.1.1.x index.

mezzCardLocation | 1.3.6.1.4.1.2011.2.23 | Mezz card Display | read-only
5.1.1.25.50.1.2.x physical String

location.

mezzCardFunction | 1.3.6.1.4.1.2011.2.23 | Mezz card Display | read-only
5.1.1.25.50.1.3.x logic function. | String

mezzCardDevicen | 1.3.6.1.4.1.2011.2.23 | Mezz card Display | read-only

ame 5.1.1.25.50.1.4.x device name. | String

5.23.2 Constraints on the Create Operation

The create operation is not supported.

5.23.3 Constraints on the Modify Operation

The modify operation is not supported.
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5.23.4 Constraints on the Delete Operation

The delete operation is not supported.

5.23.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.23.6 Constraints on the Set Operation

The set operation is not supported.

5.24 temperatureProperty Specifications

5.24.1 Function Description

The temperatureProperty module allows you to view temperature information of some
components on a server. The components include the air intake vent, CPUs.
temperatureDescriptionTable is a table node, and its subnodes temperaturelndex,
temperatureObject, temperatureReading, temperatureUpperNonRecoverable,
temperatureUpperCritical, temperatureUpperMinor,
temperatureLowerNonRecoverable, temperatureL.owerCritical, and
temperatureLowerMinor are leaf nodes.

The following table describes the mapping between indexes and temperature monitoring

points.
Index Temperature Monitoring Point
1 Air intake vent
2 CPU1
3 CPU 2
4 CPU3
5 CPU 4

The OID of the temperatureDescriptionTable table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(

235).hwBMC(1).hwiMana(1).temperatureProperty(26).temperatureDescriptionTable(50)

The following table describes the leaf nodes under the temperatureDescriptionTable table

node.
Node Name Node OID Description Type Access
Instance
temperaturelndex 1.3.6.1.4.1.2011.2.23 | Temperature Integer not-accessible
5.1.1.26.50.1.1.x index.
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Node Name

Node OID
Instance

Description

Type

Access

temperatureObject

1.3.6.1.4.1.2011.2.23
5.1.1.26.50.1.2.x

Temperature
object.

DisplayString

read-only

temperatureReading

1.3.6.1.4.1.2011.2.23
5.1.1.26.50.1.3.x

Temperature
reading. The unit is
1/10 Celsius
degree. If a server
is powered off, the
CPU temperature
is not readable and
the value is 0.

Integer

read-only

temperatureUpperNonRecover
able

1.3.6.1.4.1.2011.2.23
5.1.1.26.50.1.4.x

Upper threshold
for nonrecoverable
temperature
alarms.

The unit is 1/10
Celsius degree.
The value 65535
indicates N/A.

Integer

read-only

temperatureUpperCritical

1.3.6.1.4.1.2011.2.23
5.1.1.26.50.1.5.x

Upper threshold
for critical
temperature
alarms.

The unit is 1/10
Celsius degree.
The value 65535
indicates N/A.

Integer

read-only

temperatureUpperMinor

1.3.6.1.4.1.2011.2.23
5.1.1.26.50.1.6.x

Upper threshold
for minor
temperature
alarms.

The unit is 1/10
Celsius degree.
The value 65535
indicates N/A.

Integer

read-only

temperatureLowerNonRecover
able

1.3.6.1.4.1.2011.2.23
5.1.1.26.50.1.7.x

Lower threshold
for nonrecoverable
temperature
alarms.

The unit is 1/10
Celsius degree.
The value 65535
indicates N/A.

Integer

read-only

temperatureLowerCritical

1.3.6.1.4.1.2011.2.23
5.1.1.26.50.1.8.x

Lower threshold
for critical
temperature
alarms.

Integer

read-only
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Node Name Node OID Description Type Access
Instance

The unit is 1/10
Celsius degree.
The value 65535
indicates N/A.

temperatureLowerMinor 1.3.6.1.4.1.2011.2.23 | Lower threshold Integer read-only
5.1.1.26.50.1.9.x for minor
temperature
alarms.

The unit is 1/10
Celsius degree.
The value 65535
indicates N/A.

5.24.2 Constraints on the Create Operation

The create operation is not supported.

5.24.3 Constraints on the Modify Operation

The modify operation is not supported.

5.24.4 Constraints on the Delete Operation

The delete operation is not supported.

5.24.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.24.6 Constraints on the Set Operation

The set operation is not supported.

5.25 networkTimeProtocol Specifications

5.25.1 Function Description

The Network Time Protocol (NTP) information includes the following:

Whether the board supports NTP time synchronization
NTP status (enabled or disabled)

Preferred NTP server IP address

Alternate NTP server IP address

NTP server source (manual or automatic)

Bind IP versions
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®  Server authentication status (enabled or disabled)
®  Group key imported
®  Group key status

The OID of networkTimeProtocol table node is:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(

235).hwBMC(1).hwiBMC(1). networkTimeProtocol (27)

networkTimeProtocol has te following leaf nodes:

Copyright © Huawei Technologies Co., Ltd.

Node Name Node OID Instance | Description Type Access
ntpSupport 1.3.6.1.4.1.2011.2.235. INTEGER | read-on
1.1.27.1.0 ly
ntpEnabled 1.3.6.1.4.1.2011.2.235. | The state of NTP. | INTEGER | read-wr
11.27.2.0 Default value is ite
disable(1)
preferredNTPSer | 1.3.6.1.4.1.2011.2.235. | Preferred NTP DisplayStri | read-wr
ver 1.1.27.3.0 server between 1 ng ite
to 255 characters.
Default value is
null. Max length is
128 characters.
alternateNTPServ | 1.3.6.1.4.1.2011.2.235. | Alternate NTP DisplayStri | read-wr
er 1.1.27.4.0 server between 1 ng ite
to 255 characters.
Default value is
null. Max length is
128 characters.
ntpServersource 1.3.6.1.4.1.2011.2.235. | The source of NTP | INTEGER | read-wr
1.1.275.0 servers.The value ite
is manual(1) or
auto(2).
bindNTPIPProtoc | 1.3.6.1.4.1.2011.2.235. | The IP Protocol INTEGER | read-wr
ol 1.1.27.6.0 version of NTP ite
server address.The
value is ipv4(1) or
ipv6(2).
ntpAuthEnabled 1.3.6.1.4.1.2011.2.235. | The state of INTEGER | read-wr
1.1.27.7.0 authenticating ite
NTP server.The
value is disable(1)
or enable(2).
ntplmportGroupk | 1.3.6.1.4.1.2011.2.235. | The path of group | DisplayStri | read-wr
ey 1.1.27.8.0 key.Importing ng ite
group key from
this path.
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Node Name Node OID Instance | Description Type Access
ntpGroupkeyState | 1.3.6.1.4.1.2011.2.235. | The state of group | INTEGER | read-on
1.1.27.9.0 key.The value is ly
notimported(1) or
imported(2).

5.25.2 Constraints on the Create Operation

The create operation is not supported.

5.25.3 Constraints on the Modify Operation

The modify operation is not supported.

5.25.4 Constraints on the Delete Operation

The delete operation is not supported.

5.25.5 Constraints on the Query Operation

The operations of get, getnext, walk, and getbulk are supported.

5.25.6 Constraints on the Set Operation

The set operation is supported.

When performing the set operation, pay attention to the following:

ntpEnabled: 1-disabled; 2-enabled

preferredNTPServer: IPv4 or IPv6 address or domain name. It is a string of 1 to 128
characters.

alternateNTPServer: IPv4 or IPv6 address or domain name. It is a string of 1 to 128
characters.

ntpServersource: 1-manual; 2-automatic

bindNTPIPProtocol: 1-1Pv4; 2-1Pv6

ntpAuthEnabled: 1-disabled; 2-enabled

ntplmportGroupkey: BMC local path. It is a string of 1 to 128 characters.

5.26 remoteManagement Specifications

5.26.1 Function Description

The remoteManagement table node allows you to view the remote server management
power-on configuration.

The OID of the remoteManagement table node is as follows:
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iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(

235).hwBMC(1).hwiBMC(1). remoteManagement (28)

The following table describes the leaf nodes under the remoteManagement table node.

Node Name Node OID Description
Instance

Type

Access

powerOnControl 1.3.6.1.4.1.2011.2.23 | The
5.1.1.28.1.0 powerOnCont
rol format:
IP,PORT,EN
ABLE(eg
192.168.1.1,6
999,1),
maxlength is
255
characters.

Display
String

read-write

5.26.2 Constraints on the Create Operation

The create operation is not supported.

5.26.3 Constraints on the Modify Operation

The modify operation is not supported.

5.26.4 Constraints on the Delete Operation

The delete operation is not supported.

5.26.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.26.6 Constraints on the Set Operation

The set operation is not supported.

5.27 snmpMIBConfig Specifications
5.27.1 Function Description

The snmpMIBConfig module allows you to view or configure SNMP information. Its
subnode snmpV3Algorithm indicates authentication and encryption algorithms.

The OID of the snmpMIBConfig module is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(

235).hwBMC(1).hwiBMC(1).snmpMIBConfig (29)

The following table describes the leaf nodes under the snmpMIBConfig module.

Issue 2.00 (2016-12-16) Huawei Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.

70




iBMC

SNMP API Description 5 MIB Table Specifications
Node Name Node OID Description Type Access
Instance
snmpV3Algorithm | 1.3.6.1.4.1.2011 | athentication and Integer | read-write
2.2351.1.29.1. encryption algorithms
0 for SNMPV3.
The value is in the
format of

Authentication
algorithm and
Encryption algorithm.

Options:

¢ MD5andDES(1)
e MD5andAES(2)
e SHAlandDES(3)
e SHAlandAES(4)

L noTE
The SNMP server
automatically restarts
after the value is
changed.

5.27.2 Constraints on the Create Operation

The create operation is not supported.

5.27.3 Constraints on the Modify Operation

The modify operation is not supported.

5.27.4 Constraints on the Delete Operation

The delete operation is not supported.

5.27.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.27.6 Constraints on the Set Operation

The set operation is supported.

5.28 firmwareUpgrade Specifications

5.28.1 Function Description

The firmwareUpgrade module provides the firmware upgrade function. Its subnode
firmwareUpgradeStart starts the upgrade, the subnode firmwareUpgradeState queries the
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upgrade status and progress, and the subnode firmwareUpgradeDetailedResults queries the
detailed results of the upgrade.

The OID of the firmwareUpgrade module is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).firmwareUpgrade(30)

The following table describes the leaf nodes under the firmwareUpgrade module.

Node Name

Node OID
Instance

Description

Type

Access

firmwareUpgr
adeStart

1.3.6.1.4.1.201
1.2.235.1.1.30.
1.0

Starts a firmware upgrade.

When you perform the set operation for this
node, the value can contain a maximum of 256
characters, and is in the format of <firmware
URI>,[effect mode].

The <firmware URI> format is: /Path/File.

The [effect mode] is an optional parameter. It
only refers to upgrading iBMC firmware. The
definition is as following and default is 2.

e 1: manually reboot later

e 2:auto reboot after upgrade

In addition, This parameter is ignored in
iBMC which is 2.36 and above.

For example, /tmp/image.hpm,1.

L] noTE

e Do not power off the server or restart iBMC
during the firmware upgrade.

e |f a firmware upgrade fails, check whether the
iBMC memory capacity is sufficient and the
upgrade file is correct.

e During a BIOS upgrade, the system needs to
make preparations for two minutes.
* Do not shut down or restart the OS during
a BIOS upgrade.

DisplayString

read-write

firmwareUpgr
adeState

1.3.6.1.4.1.201
1.2.235.1.1.30.
2.0

Firmware upgrade status and progress.
Options:

e _1:indicates that the upgrade has not
started or has completed.

e _2:indicates that the upgrade file is being
uploaded.

e -3:indicates that the system is performing
a pre-upgrade check.

e _4: indicates that the URI is invalid or the
file does not exist.

e _5:indicates that the upgrade file cannot be
uploaded.

® _6: indicates that the upgrade file is too

Integer

read-write
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Node Name | Node OID Description Type Access
Instance
large or the memory capacity is
insufficient.
e _7:indicates that the upgrade package is
invalid.
e _8: indicates that the firmware in the
current state does not support the upgrade.
e —9:indicates that the upgrade has failed.
e [0,100]: indicates the upgrade progress, in
percentage.
firmwareUpgr | 1.3.6.1.4.1.201 | Detailed results about firmware upgrade. DisplayString | read-only
adeDetailedRe | 1.2.235.1.1.30.
sults 3.0

5.28.2 Constraints on the Create Operation

The create operation is not supported.

5.28.3 Constraints on the Modify Operation

The modify operation is not supported.

5.28.4 Constraints on the Delete Operation

The delete operation is not supported.

5.28.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.28.6 Constraints on the Set Operation

The set operation is supported.

5.29 certificate Specifications

5.29.1 Function Description

The certificate module allows you to manage certificates. This module has four submodules:

The OID of the currentCertinfo module is as follows:

currentCertinfo: provides information about the current certificate.
csrRequestInfo: provides operations related to requesting a certificate.
customCertlnsert: provides operations related to importing a custom certificate.
caCertlnfoTable: provides information about CA certificates in a certificate chain.
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iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(

235).hwBMC(1).hwiBMC(1).certificate (31).currentCertinfo(1)

The following table describes the leaf nodes under the currentCertinfo module.

Node Name Node OID Instance Description Type Access
ownerCountry 1.3.6.1.4.1.2011.2.235.1.1 | owner country of the current | DisplayString | read-only
:31.1.1.0 certificate.
The value contains 2
characters.
ownerState 1.3.6.1.4.1.2011.2.235.1.1 | Owner state of the current DisplayString | read-only
31.1.2.0 certificate.
The value contains 0 to 64
characters.
ownerLocation 1.3.6.1.4.1.2011.2.235.1.1 | Owner location of the current DisplayString | read-only
.31.1.3.0 certificate.
The value contains 0 to 64
characters.
ownerOrganization | 1.3.6.1.4.1.2011.2.235.1.1 | Owner organization of the DisplayString | read-only
31.1.4.0 current certificate.
The value contains 0 to 64
characters.
ownerOrganization | 1.3.6.1.4.1.2011.2.235.1.1 | Owner organization unit of the | DisplayString | read-only
Unit .31.1.5.0 current certificate.
The value contains 0 to 64
characters.
ownerCommonNa | 1.3.6.1.4.1.2011.2.235.1.1 | Owner common name of the DisplayString | read-only
me .31.1.6.0 current certificate.
The value contains 1 to 64
characters.
issuerCountry 1.3.6.1.4.1.2011.2.235.1.1 | Issuer country of the current DisplayString | read-only
31.1.7.0 certificate.
The value can contain a
maximum of two characters.
issuerState 1.3.6.1.4.1.2011.2.235.1.1 | Issuer state of the current DisplayString | read-only
.31.1.8.0 certificate.
The value contains 0 to 64
characters.
issuerLocation 1.3.6.1.4.1.2011.2.235.1.1 | Issuer location of the current DisplayString | read-only
.31.1.9.0 certificate.
The value contains 0 to 64
characters.
issuerOrganization | 1.3.6.1.4.1.2011.2.235.1.1 | Issuer organization of the DisplayString | read-only
.31.1.10.0 current certificate.
The value contains 0 to 64
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Node Name Node OID Instance Description Type Access
characters.
issuerOrganization | 1.3.6.1.4.1.2011.2.235.1.1 | Issuer organization unit of the DisplayString | read-only
Unit 31.1.11.0 current certificate.
The value contains 0 to 64
characters.
issuerCommonNa | 1.3.6.1.4.1.2011.2.235.1.1 | Issuer common name of the DisplayString | read-only
me .31.1.12.0 current certificate.
The value contains 1 to 64
characters.
certStartTime 1.3.6.1.4.1.2011.2.235.1.1 | Start time of the current DisplayString | read-only
.31.1.13.0 certificate.
certExpiration 1.3.6.1.4.1.2011.2.235.1.1 | Time when the current DisplayString | read-only

.31.1.14.0

certificate will expire.

The OID of the csrRequestinfo module is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(

235).hwBMC(1).hwiBMC(1).certificate (31).csrRequestinfo(2)

The following table describes the leaf nodes under the csrRequestinfo module.

Node Name

Node OID Instance

Description

Type

Access

reqCountry

1.3.6.1.4.1.2011.2.235.1.
1.31.2.1.0

Owner country of the requested
certificate.

The value can contain a
maximum of two characters,
which can be any letters. The
value is No Access if you do
not have permission to perform
this operation.

DisplayString

read-write

reqState

1.3.6.1.4.1.2011.2.235.1.
1.31.2.2.0

Owner state of the requested
certificate.

The value length ranges from 0
to 64 characters, including
digits, letters, or symbol spaces.
The value is No Access if you
do not have permission to
perform this operation.

DisplayString

read-write

regLocation

1.3.6.1.4.1.2011.2.235.1.
1.31.2.3.0

Owner location of the requested
certificate.

The value length ranges from 0
to 64 characters, including
digits, letters, or symbol spaces.
The value is No Access if you
do not have permission to

DisplayString

read-write
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Node Name

Node OID Instance

Description

Type

Access

perform this operation.

reqOrganization

1.3.6.1.4.1.2011.2.235.1.

1.31.2.4.0

Owner organization of the
requested certificate.

The value contains 0 to 64
characters, which can be digits,
letters, spaces, and special
characters such as hyphens (-)
and underscores (). The value
is No Access if you do not have
permission to perform this
operation.

DisplayString

read-write

reqOrganizationU
nit

1.3.6.1.4.1.2011.2.235.1.

1.31.2.5.0

Owner organization unit of the
requested certificate.

The value contains 0 to 64
characters, which can be digits,
letters, spaces, and special
characters such as hyphens (-)
and underscores (). The value
is No Access if you do not have
permission to perform this
operation.

DisplayString

read-write

regCommonName

1.3.6.1.4.1.2011.2.235.1.

1.31.2.6.0

Owner common name of the
requested certificate.

The value contains 1 to 64
characters, which can be digits,
letters, spaces, and special
characters such as hyphens (-)
and underscores (). The value
is No Access if you do not have
permission to perform this
operation.

DisplayString

read-write

csrGenerate

1.3.6.1.4.1.2011.2.235.1.

1.31.2.7.0

Starts to generate a CSR file for
a requested certificate.

A CSR file correlates with the
server certificate applied from
the CA organization. Do not
generate a new CSR file before
importing the server certificate.
Otherwise, the original CSR
file is overwritten by the new
CSR file and cannot be
recovered. You have to use the
new CSR file to apply for a
new server certificate from the
CA organization.

Option:
csrGenerate(1)

Integer

write-only
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Node Name Node OID Instance Description Type Access
csrExport 1.3.6.1.4.1.2011.2.235.1. | Acquires the CSR for the DisplayString | read-only

1.31.2.8.0 requested certificate.

The value is empty if the
requested CSR does not exist.
The value is No Access if you
do not have permission to
perform this operation.

certificatelmport 1.3.6.1.4.1.2011.2.235.1. | Imports a server certificate. DisplayString | write-only
1.31.2.9.0
csrStatus 13.?.2.151.01.201..2.235.1.1 CSR file generation status. Integer read-only
it e 1: CSR file generation has
not started or has
successfully completed.
e 2: ACSRfileis being
generated.
® 3: A CSRfile fails to be
generated.
The value is -1 you do not have
permission to perform this
operation.
The OID of the customCertlnsert module is as follows:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).certificate (31).customCertinsert(3)
The following table describes the leaf nodes under the customCertlnsert module.
Node Name Node OID Description Type Access
Instance
customCertificateContent | 1.3.6.1.4.1.2011.2.23 | Sets custom certificate DisplayString | write-only
5.1.1.31.3.1.0 content.
customCertificatePasswd | 1.3.6.1.4.1.2011.2.23 | Sets a password for a DisplayString | write-only
5.1.1.31.3.2.0 custom certificate, with max
len 127.
customCertificatelmport | 1.3.6.1.4.1.2011.2.23 | Imports a custom certificate. | Integer write-only
5.1.1.31.3.3.0 Option:
customCertificatelmport(1)
caCertinfoEntry is a part of caCertInfoTable module. The OID of caCertInfoEntry is as
follows:
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iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(

235).hwBMC(1).hwiBMC(1).certificate(31).caCertInfoTable(4).caCertinfoEntry(1)

Node Name Node OID | Description Type Access
Instance

caCertlndex 1.3.6.1.4.1.2 | Information about INTEGER read-only
011.2.235.1. | certificate index.
1.314.1.1

caCertType 1.3.6.1.4.1.2 | Information about DisplayString read-only
011.2.235.1. | certificate type
1.31.4.1.2

caCertOwnerCountry 1.3.6.1.4.1.2 | Owner country of current | DisplayString read-only
011.2.235.1. | certificate, with length of
1.31.4.1.3 2

caCertOwnerState 1.3.6.1.4.1.2 | Owner state of current DisplayString read-only
011.2.235.1. | certificate, with length of
1.314.1.4 [0,64].

caCertOwnerLocation 1.3.6.1.4.1.2 | Owner location of DisplayString read-only
011.2.235.1. | current certificate, with
1.31.4.15 length of [0,64].

caCertOwnerOrganization 1.3.6.1.4.1.2 | Owner organization of DisplayString read-only
011.2.235.1. | current certificate, with
1.31.4.1.6 length of [0,64].

caCertOwnerOrganizationUnit | 1.3.6.1.4.1.2 | Owner organization unit | DisplayString read-only
011.2.235.1. | of current certificate,
1.31.4.1.7 with length of [0,64].

caCertOwnerCommonName 1.3.6.1.4.1.2 | Owner common name of | DisplayString read-only
011.2.235.1. | current certificate, with
1.31.4.1.8 length of [1,64].

caCertlssuerCountry 1.3.6.1.4.1.2 | Issuer country of current | DisplayString read-only
011.2.235.1. | certificate, with length of
1.31.4.1.9 2.

caCertlssuerState 1.3.6.1.4.1.2 | Issuer state of current DisplayString read-only
011.2.235.1. | certificate, with length of
1.31.4.1.10 | [0,64].

caCertlssuerLocation 1.3.6.1.4.1.2 | Issuer location of current | DisplayString read-only
011.2.235.1. | certificate, with length of
1.31.4.1.11 | [0,64].

caCertlssuerOrganization 1.3.6.1.4.1.2 | Issuer organization of DisplayString read-only
011.2.235.1. | current certificate, with
1.31.4.1.12 | length of [0,64].

caCertlssuerOrganizationUnit | 1.3.6.1.4.1.2 | Issuer organization unit DisplayString read-only
011.2.235.1. | of current certificate,
1.31.4.1.13 | with length of [0,64].
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Node Name Node OID | Description Type Access
Instance
caCertlssuerCommonName 1.3.6.1.4.1.2 | Issuer common name of | DisplayString read-only

011.2.235.1. | current certificate, with
1.31.4.1.14 | length of [1,64].

caCertStartTime 1.3.6.1.4.1.2 | Start time of current DisplayString read-only
011.2.235.1. | certificate.
1.31.4.1.15

caCertExpiration 1.3.6.1.4.1.2 | Expiration of current DisplayString read-only
011.2.235.1. | certificate.
1.31.4.1.16

caCertSN 1.3.6.1.4.1.2 | Serial Number of current | DisplayString read-only
011.2.235.1. | certificate.
1.31.4.1.17

5.29.2 Constraints on the Create Operation

The create operation is not supported.

5.29.3 Constraints on the Modify Operation

The modify operation is not supported.

5.29.4 Constraints on the Delete Operation

The delete operation is not supported.

5.29.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.29.6 Constraints on the Set Operation

The set operation is supported.
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5.30 SDCardProperty Specifications

5.30.1 Function Description

SD card information includes single 1D card presence, health status, properties, manufacturer,
SN, controller manufacturer, and controller version.

The OID of sdCardProperty is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).SDCardProperty(32)

The following table describes the leaf nodes under the sdCardProperty node.

Node Name Node OID | Description Type Access
Instance
sdCardControllerManufacturer | 1.3.6.1.4.1.2 | Information about sdcard | DisplayString read-only
011.2.235.1. | controller manufacturer
1.32.1.0
sdCardControllerVersion 1.3.6.1.4.1.2 | Information about sdcard | DisplayString read-only
011.2.235.1. | controller version
1.32.2.0
sdCardEntireStatus 1.3.6.1.4.1.2 | information about all INTEGER read-only
011.2.235.1. | sdcard health status.
1.32.3.0 ok(1)
minor(2)
major(3)
critical(4)
absence(5)
unknown(6)

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1). SDCardProperty
(32).SDCardDescriptionTable(50).SDCardDescriptionEntry(1)

.1.32.50.1.2.x

card presence.
absence(1),
presence(2)
unknown(3)

Node Name Node OID Instance | Description Type Access

sdCardindex 1.3.6.1.4.1.2011.2.235.1 | Information about sd INTEGER not-accessible
.1.32.50.1.1.x card index

sdCardPresence 1.3.6.1.4.1.2011.2.235.1 | Information about sd INTEGER read-only
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sdCardStatus 1.3.6.1.4.1.2011.2.235.1 | Information about SD INTEGER read-only

.1.32.50.1.3.x card health.
ok(1),
minor(2),
major(3),
critical(4),
absence(5),
unknown(6)
sdCardCapacity 1.3.6.1.4.1.2011.2.235.1 | sd card capacity(MB). INTEGER read-only
.1.32.50.1.4.x
sdCardManufactur | 1.3.6.1.4.1.2011.2.235.1 | Information about SD DisplayString read-only
er .1.32.50.1.5.x card manufacturer
SDCardSN 1.3.6.1.4.1.2011.2.235.1 | Information about SD DisplayString read-only
.1.32.50.1.6.x card SN

5.30.2 Constraints on the Create Operation

The create operation is not supported.

5.30.3 Constraints on the Modify Operation

The modify operation is not supported.

5.30.4 Constraints on the Delete Operation

The delete operation is not supported.

5.30.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.30.6 Constraints on the Set Operation

The set operation is not supported.

5.31 securityModuleProperty Specifications

5.31.1 Function Description

Security module information includes security module presence, specification type,
specification version, manufacturer name, and manufacturer firmware version.

The OID of securityModuleProperty is as follows:
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iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(

235).hwBMC(1).hwiBMC(1).securityModuleProperty(33)

The following table describes the leaf nodes under the securityModuleProperty node.

Node Name Node OID Description Type Access
Instance
presence 1.3.6.1.4.1.2011.2. | Presence of security module INTEGER read-only
235.1.1.33.1.0 absence(1)
presence(2)
unknown(3)
specificationType 1.3.6.1.4.1.2011.2. | Specification type of security DisplayString | read-only
235.1.1.33.2.0 module
specificationVersion | 1.3.6.1.4.1.2011.2. | Specification version of security DisplayString | read-only
235.1.1.33.3.0 module
manufacturerName | 1.3.6.1.4.1.2011.2. | Manufacturer name of security DisplayString | read-only
235.1.1.33.4.0 module
manufacturerVersio | 1.3.6.1.4.1.2011.2. | Manufacturer firmware version of DisplayString | read-only
n 235.1.1.33.5.0 security module

5.31.2 Constraints on the Create Operation

The create operation is not supported.

5.31.3 Constraints on the Modify Operation

The modify operation is not supported.

5.31.4 Constraints on the Delete Operation

The delete operation is not supported.

5.31.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.31.6 Constraints on the Set Operation

The set operation is not supported.

5.32 syslog Specifications

5.32.1 Function Description

The simple nodes of the syslog module allow you to view and set the syslog function status
(enabled or disabled), syslog identifier, severity of syslogs to be sent, protocol type of syslog
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to be sent, type of certificate authentication. The table node of the syslog module describes
syslog information, and the leaf nodes allow you to view and set the syslog receiving status
(enabled or disabled), address and port number for receiving syslogs, syslog source, and
syslog test.

The OID of the syslog node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).syslog(34)

The following table describes the leaf nodes in the syslog scalar table.

Node Name Node OID Description Type Access
Instance
syslogEnable 1.3.6.1.4.1.2011.2 | Whether to enable the Integer | read-write
.235.1.1.34.1.0 syslog function.
Options:

e 1:disable(1)
e 2:enable(2)

syslogldentity 1.3.6.1.4.1.2011.2 | Server identity used for Integer | read-write
.235.1.1.34.2.0 sending syslogs.

® boardSN(1)
® productAssetTag(2)
* hostName(3)

syslogSeverity | 1.3.6.1.4.1.2011.2 | Level of syslogs to be Integer | read-write
.235.1.1.34.3.0 sent.

Options:

e 1:0k(1)

: minor(2)

: major(3)

: critical(4)

: none(5)

The default value is ok(1).

a B W N

syslogProtocol | 1.3.6.1.4.1.2011.2 | The syslog protocol type. INTEG | read-write
Type .235.1.1.34.4.0 Default value is TCP. ER
1: udp(2)
2:tcp(2)
3: tIs(3)

syslogProtocol | 1.3.6.1.4.1.2011.2 | The syslog protocol type. INTEG | read-write
Type .235.1.1.34.4.0 Default value is TCP. ER
1: udp(1)
2:tcp(2)
3: tIs(3)
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Node Name Node OID Description Type Access
Instance

syslogAuthTyp | 1.3.6.1.4.1.2011.2 | The syslog auth type. INTEG | read-write
€ 235.1.1.34.5.0 Default value is one way ER

authentication.

1: one-way(1)

2: mutual(2)
sysloglmportRo | 1.3.6.1.4.1.2011.2 | Import root certificate of Display | read-write
otCertificate .235.1.1.34.6.0 the syslog server,write String

only. eg:/tmp/cacert.pem

The syslogInfoDescriptionEntry node describes the leaf nodes under the
sysloglnfoDescriptionTable table node. The OID of the syslogInfoDescriptionEntry node is
as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).syslog(34).syslogInfoDescriptionTable(50).syslogInfoDescripti

onEntry(1)
The following table describes the leaf nodes under the sysloglinfoDescriptionTable table
node.
Node Name | Node OID Instance | Description Type Access
syslogReceive | 1.3.6.1.4.1.2011.2.235. | Syslog receiver Integer | not-accessib
rindex 1.1.34.50.1.1.x index. le
syslogReceive | 1.3.6.1.4.1.2011.2.235. | Options: Integer | read-write
rEnable 1.1.34.50.1.2.x e 1 dlsable(l)
e 2:enable(2)
syslogReceive | 1.3.6.1.4.1.2011.2.235. | Syslog Receiver Display | read-write
rAddress 1.1.34.50.1.3.x IPv4 or IPv6 address. | String
The default value is
empty.
syslogReceive | 1.3.6.1.4.1.2011.2.235. | Syslog receiver port. | Integer | read-write
rPort 1.1.34.50.1.4.x
syslogSendSo | 1.3.6.1.4.1.2011.2.235. | Source of syslogsto | Display | read-write
urce 1.1.34.50.1.5.x be sent. String
You can set or get
any combination of
the three sources
(OperationLogs,
SecurityLogs,
EventLogs), which
are separated by
commas ().
None/all is also
supported, but never
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Node Name | Node OID Instance | Description

Type

Access

use it with the three

sources together.
syslogReceive | 1.3.6.1.4.1.2011.2.235. | Test whether syslog | Integer | write-only
rTest 1.1.34.50.1.6.x information can be

received.

When you perform
the set operation, th
value can only be 1.

D

5.32.2 Constraints on the Create Operation

The create operation is not supported.

5.32.3 Constraints on the Modify Operation

The modify operation is not supported.

5.32.4 Constraints on the Delete Operation

The delete operation is not supported.

5.32.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.32.6 Constraints on the Set Operation

The set operation is supported.

When performing the set operation, pay attention to the following nodes:

e syslogEnable: The value is 1 (disabled) or 2 (enabled).

e syslogldentity: The value can be 1 (boardSN), 2 (productAssetTag), or 3 (hostName).

e  syslogSeverity: The value can be 1 (all events, including normal events), 2 (minor or
more severe events), 3 (major or more severe events), or 4 (critical events), or 5(none).

e  syslogProtocolType:The value can be 1(udp),2(tcp),3(tls)

® syslogAuthType: The value is 1(one-way) or 2(mutual).

e syslogReceiverEnable: The value is 1 (disabled) or 2 (enabled).

® syslogReceiverAddress: The value is an IPv4 or IPv6 address or empty.

e syslogReceiverPort: The value is an syslog server port number.

e syslogSendSource: The value can be any combination of the three sources
(OperationLogs, SecurityLogs, EventLogs which are separated by commas (,). The
value can also be set to none/all.

e syslogReceiverTest: The value has a fixed value of 1.
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5.33 fileTransfer Specifications

5.33.1 Function Description

The simple nodes of the fileTransfer module allow you to set a url to transfer file to BMC or
transfer file from BMC. The table node of the fileTransfer module describes set url of

transfer file and get transfer file status.

The OID of the fileTransfer node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(

235).hwBMC(1).hwiBMC(1).syslog(35)

The following table describes the leaf nodes in the fileTransfer scalar table.

Node Name

Node OID
Instance

Description

Type

Access

fileTransferUrl

1.3.6.1.4.1.2011.2
.235.1.1.35.1.0

The file transfer URL
format is:
<download/upload><ID><
protocol://[username:pass
word@]IP[:port]/directory
[filename>

The maximum length of
the URL is 1024 bytes.

The parameters in the
URL are described as
follows:

The download means
download file to BMC.

The upload means upload
file to the destination
server

The ID is the file ID,
ranging from 0 to 255.

The supported protocols
include https, sftp, cifs,
scp, and nfs.

The username and
password are those of the
destination server.

The IP can be set to an
IPv4/IPv6 address or a
domain name.

The directory and filename
are those on the
destination server.

Example URLSs are as
follows:

download;0;https://root:tes
11234@192.168.2.13:443/

Display
String

read-write
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Node Name

Node OID
Instance

Description

Type Access

data/display0.ini
upload;1;sftp://root:test12

34@[2001::178]/home/opt

ions0.ini

The URL can contain
only letters, digits, and
special characters. The
directory or file name
cannot contain @.

specificationTy
pe

1.3.6.1.4.1.2011.2
.235.1.1.35.2.0

Information about file
transfer state.

the value defined as:
-1 :unknown error,

-101: download
unavailable,

-102: file name too long,

-103: file length out of
MAXIlength or out of
memery,

-104: set file update flag
error,

-105: libcurl run error,
-106: upload unavailable,

-107: upload file
unavailable,

-108: protocol not
supported,

-109: url format error,

[0,100]:represents transfer

progress in percentage

while file being transfered.

INTEG
ER

read-only

5.33.2 Constraints on the Create Operation

The create operation is not supported.

5.33.3 Constraints on the Modify Operation

The modify operation is not supported.

5.33.4 Constraints on the Delete Operation

The delete operation is not supported.
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5.33.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.33.6 Constraints on the Set Operation

The set operation is supported.

When performing the set operation of fileTransferUrl, pay attention to the url must contains
download/upload,file ID and url of transfer file.The file ID is discrriped as the follow table.

File ID | File Description | Download | Upload | File Name User Privilege
0 BIOS display0.ini | Y Y Download path:/tmp/ KVM
file Upload
file:/data/opt/pme/conf/bios/di
splayO.ini
1 BIOS option0.ini | Y Y Download path:/tmp/ KVM
file Upload
file:/data/opt/pme/conf/bios/op
tions0.ini
2 BIOS changedQ.ini | Y Y Download path:/tmp/ KVM
file Upload
file:/data/opt/pme/conf/bios/ch
anged0.ini
3 BMC debug info N Y Download path:NA Diagnosis
file Upload
file:/tmp/dump_info.tar.gz
4 Firmware file Y N Download path:/tmp/ Basic Settings
updatefirmware.hpm
Upload file:NA
5 BIOS netconfig.ini | Y Y Download path:/tmp/ KVM
file Upload file:
/data/opt/pme/conf/bios/netcon
fig.ini
6 BMC sol data file | N Y Download path:NA Diagnosis
Upload
file:/tmp/systemcom.tar
7 BMC blackbox file | N Y Download path:NA Diagnosis
Upload file:/tmp/blackbox.tar
8 BIOS N Y Download path:NA KVM
ClpConfig.ini file Upload file:
lopt/pme/conf/bios/ClpConfig
0.ini
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configuration file

Upload
file:/dev/shm/config.xml

File ID | File Description | Download | Upload | File Name User Privilege
9 BIOS Y N Download path:/tmp/ Basic Settings
ClpResponse.ini Upload file:NA
file
11 BMC N Y Download path:NA Get Info
powerview.ixt file Upload file:
/opt/pme/pram/powerview.txt
13 BMC ssh public Y N Download path:/tmp/ Get Info
key Upload file:NA
14 Web ssL |y N Download path:/tmp/ Security Settings
certificate Upload file:NA
15 BMC Y Y Download path:/tmp/ User Settings

5.34 raidControllerProperty Specifications

5.34.1 Function Description

The simple nodes of the RAID controller information, wihich inlcude controller name,
controller type, controller health state, controller firmware version, controller interface type,
controller DDR ECC count, BBU type, etc.

The OID of raidControllerProperty table node is:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).raidControllerProperty(36)

raidControllerDescriptionEntry describes the compositions of raidControllerDescriptionTable.
The OID of it is:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).raidControllerProperty(36).raidControllerDescriptionTable(50).
raidControllerDescriptionEntry(1)

Note:x is index of RAID controller

Node Name Node OID Description Type Access
Instance

raidControllerl | 1.3.6.1.4.1.2011.2.2 | Information about RAID controller INTEGER | not-accessible

ndex 35.1.1.36.50.1.1.x index.

raidControllerN | 1.3.6.1.4.1.2011.2.2 | Information about RAID controller DisplayStr | read-only

ame 35.1.1.36.50.1.2.x name. ing
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Node Name Node OID Description Type Access
Instance

raidControllerT | 1.3.6.1.4.1.2011.2.2 | Information about RAID controller DisplayStr | read-only
ype 35.1.1.36.50.1.3.x type. ing
raidControllerC | 1.3.6.1.4.1.2011.2.2 | Information about RAID controller DisplayStr | read-only
omponentName | 35.1.1.36.50.1.4.x component name. ing
raidControllerS | 1.3.6.1.4.1.2011.2.2 | Information about RAID controller if | INTEGER | read-only
upportOOBMa | 35.1.1.36.50.1.5.x support OOB management.
nagement 1: No

2:Yes
raidController | 1.3.6.1.4.1.2011.2.2 | Information about RAID controller INTEGER | read-only
Mode 35.1.1.36.50.1.6.x mode.

1: None-RAID

2: RAID

255: unknown
raidControllerH | 1.3.6.1.4.1.2011.2.2 | Information about RAID controller INTEGER | read-only
ealthStatus 35.1.1.36.50.1.7.x health status.

bit0: 1- memory correctable error

bitl: 1- memory uncorrectable error

bit2: 1- memory ECC error

bit3: 1- NVRAM uncorrectable error

other: reserved
raidControllerF | 1.3.6.1.4.1.2011.2.2 | Information about RAID controller DisplayStr | read-only
wVersion 35.1.1.36.50.1.8.x firmware version. ing
raidControllerN | 1.3.6.1.4.1.2011.2.2 | Information about RAID controller DisplayStr | read-only
VDataVersion | 35.1.1.36.50.1.9.x NVData version. ing
raidController | 1.3.6.1.4.1.2011.2.2 | Information about RAID controller INTEGER | read-only
MemorySizeln | 35.1.1.36.50.1.10.x | memory size (MB).
MB
raidControllerD | 1.3.6.1.4.1.2011.2.2 | Information about RAID controller INTEGER | read-only
evicelnterface | 35.1.1.36.50.1.11.x | device interface type.
raidControllerS | 1.3.6.1.4.1.2011.2.2 | Information about RAID controller DisplayStr | read-only
ASAddress 35.1.1.36.50.1.12.x | SAS address. ing
raidControllerC | 1.3.6.1.4.1.2011.2.2 | Information about RAID controller if | INTEGER | read-only
achePinned 35.1.1.36.50.1.13.x | cache is pinned.

1: No

2:Yes

255: unknown
raidController | 1.3.6.1.4.1.2011.2.2 | Information about RAID controller if | INTEGER | read-only

MaintainPDFai
IHistory

35.1.1.36.50.1.14.x

maintain PD fail history.
1: No
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Node Name Node OID Description Type Access
Instance

2:Yes

255: unknown
raidControllerD | 1.3.6.1.4.1.2011.2.2 | Information about RAID controller INTEGER | read-only
DREccCount 35.1.1.36.50.1.15.x | DDR ECC count.
raidControllerB | 1.3.6.1.4.1.2011.2.2 | Information about RAID controller's | INTEGER | read-only
BUPresence 35.1.1.36.50.1.16.x | BBU presence.

1: Absent

2: Present

255: unknown
raidControllerB | 1.3.6.1.4.1.2011.2.2 | Information about RAID controller' DisplayStr | read-only
BUType 35.1.1.36.50.1.17.x | BBU type. ing
raidControllerB | 1.3.6.1.4.1.2011.2.2 | Information about RAID controller's | INTEGER | read-only
BUHealthStatu | 35.1.1.36.50.1.18.x | BBU health status.
S bit0: 1 - pack is missing

bitl: 1 - voltage is low

bit2: 1 - temperature is high

bit3: 1 - need replace pack

other: reserved
raidController | 1.3.6.1.4.1.2011.2.2 | Information about the minimum strip | INTEGER | read-only
MinStripSuppo | 35.1.1.36.50.1.19.x | size that RAID controller support.
rtinBytes
raidController | 1.3.6.1.4.1.2011.2.2 | Information about the maximum strip | INTEGER | read-only
MaxStripSuppo | 35.1.1.36.50.1.20.x | size that RAID controller support.
rtinBytes
raidControllerC | 1.3.6.1.4.1.2011.2.2 | Information about the copyback state | INTEGER | read-write
opybackEnable | 35.1.1.36.50.1.21.x | of RAID controller.

1: unknown(readonly)

2: disabled

3: enabled
raidControllerS | 1.3.6.1.4.1.2011.2.2 | Information about the copyback state | INTEGER | read-write
MARTerCopyb | 35.1.1.36.50.1.22.x | on SMART error of RAID controller.
ackEnable 1: unknown(readonly)

2: disabled

3: enabled
raidController | 1.3.6.1.4.1.2011.2.2 | Information about the JBOD state of | INTEGER | read-write

BODEnable

35.1.1.36.50.1.23.x

RAID controller.

1: unknown(readonly)
2: disabled

3: enabled
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Node Name Node OID Description Type Access
Instance
raidControllerR | 1.3.6.1.4.1.2011.2.2 | Restore RAID controller INTEGER | read-write

estoreSettings | 35.1.1.36.50.1.24.x | settings(write only).
1:restore settings
others: invalid

raidControllerC | 1.3.6.1.4.1.2011.2.2 | Create new logical drive on this RAID | DisplayStr | read-write
reateLD 35.1.1.36.50.1.25.x | controller. The arguments are ing
seperated by semicolons;

rI=<RAID level> The RAID level of
logical drive. It is mandatory. When
‘cachecade=1"is specified, RAID level
0/1 is valid.

r0: RAIDO
rl: RAID1
r5: RAIDS
r6: RAID6
ri0: RAID10
r50: RAIDS0
r60: RAID60

pd=<PD IDs> The physiacl drives
IDs which participate this logical
drive. It is mandatory.

name=<Logical Drive name> The
name of logcial drive. The maximum
is 15 printable ASCII characters
except ¢;’. It is optional.

size=<Logical Drive size> The size
of logcial drive and unit can be
‘m’(megabytes),’ g’ (gigabytes),

or ’t’(terabytes).

It is optional and not necessary when
‘cachecade=1"is specified.

ss=<Logical Drive strip size> The
strip size of logical drive. The valid
values are 64k,128k,256k,512k,1M.
It is optional and not necessary when
‘cachecade=1"is specified.

sc=<Span count> The span count of
logical drive. The default is 1 when
RAID level is RAID0/1/5/6 and 2
when RAID level is RAID10/50/60.
It is optional and not necessary when
‘cachecade=1"is specified.

rp=<Read Policy> The read policy of
logical drive. It is optional and not
necessary when ‘cachecade=1'is
specified.
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Node Name

Node OID
Instance

Description

Type

Access

ra: Read Ahead

nra: No Read Ahead

wp=<Write Policy> The write policy
of logical drive. It is optional.

wt: Write Through

wbwithbbu: Write Back with BBU
whb: Write Back

iop=<10O Policy> The 10 policy of
logical drive. It is optional and not
necessary when ‘cachecade=1'is
specified.

cio: Cached 10

dio: Direct 10

ap=<Access Policy> The access
policy of logical drive. It is optional
and not necessary when ‘cachecade=1'
is specified.

rw: Read Write

ro: Read only

blocked: Blocked

dcp=<Disk Cache Policy> The disk
cache policy of logical drive. It is
optional and not necessary when
‘cachecade=1"is specified.

enabled: Enable disk cache

disabled: Disable disk cache

default: Unchanged(Disk’s default)
init=<Init Type> The initialization
type of logical drive. It is optional and
not necessary when ‘cachecade=1"is
specified.

none: No init

quick: Quick init

full: Full init

cachecade=1: Logical drive is used
for secondary cache. It is optional. It
must be supported by RAID controller
first.

raidControllerA
ddLD

1.3.6.14.1.2011.2.2
35.1.1.36.50.1.26.x

Add logical drive on array on this
RAID controller. The arguments are
seperated by semicolons;

array=<Array ID> The array on
which the logical drive will be added.
It is mandatory.

DisplaysStr
ing

read-write
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Node Name

Node OID
Instance

Description

Type

Access

name=<Logical Drive name> The
name of logical drive and maximum is
15 printable ASCII characters except
”. Itis optional.

size=<Logical Drive size> The size
of logical drive and unit can be

‘m’(megabytes),’ g’ (gigabytes),
or ’t’(terabytes). It is optional.

ss=<Logical Drive strip size>, The
strip size of logical drive. The valid
values are 64k,128Kk,256k,512k,1M. It
is optional.

rp=<Read Policy> The read policy of
logical drive. It is optional.

ra; Read Ahead
nra: No Read Ahead

wp=<Write Policy> The write policy
of logical drive. It is optional.

wt: Write Through
wbwithbbu: Write Back with BBU
wh: Write Back

iop=<10 Policy> The 10 policy of
logical drive. It is optional.

cio: Cached 10
dio: Direct 10

ap=<Access Policy> The access
policy of logical drive. It is optional.

rw: Read Write
ro: Read only
blocked: Blocked

dcp=<Disk Cache Policy> The disk
cache policy of logical drive. It is
optional.

enabled: Enable disk cache
disabled: Disable disk cache
default: Unchanged(Disk’s default)

init=<Init Type> The initialization
type of logical drive. It is optional.

none: No init
quick: Quick init
full: Full init
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5.34.2 Constraints on the Create Operation

The create operation is not supported.

5.34.3 Constraints on the Modify Operation

The modify operation is not supported.

5.34.4 Constraints on the Delete Operation

The delete operation is not supported.

5.34.5 Constraints on the Query Operation

The operations of get, walk, get next, and get bulk are supported.

5.34.6 Constraints on the Set Operation

The set operation is supported.
raidControllerCopybackEnable: The values that can be set are disabled(2), enabled(3).

raidControllerSMARTerCopybackEnable: The values that can be set are disabled(2),
enabled(3). It can be set only when raidControllerCopybackEnable is enabled.

raidControllerJBODEnNable: The values that can be set are disabled(2), enabled(3).
raidControllerRestoreSettings: The value that can be set is restore(1).

raidControllerCreateLD: Create logical drive on free physical drives. The argument is string
and the format refers to OID description. The example is,

rl=1;pd=1,2;name=example;size=100g;ss=256k;sc=1;rp=ra;wp=wh;iop=cio;ap=rw;dcp=enabl
ed;init=quick;

or

rlI=50;pd=1,2,3,4,5,6,7,8,9;name=example; size=500g;
ss=1M;sc=3;rp=ra;wp=whb;iop=cio;ap=rw;dcp=enabled;init=quick;

or
rl=0;pd=1,2;name=example;wp=whb;cachecade ;

[ NnoTE

Character *;” is not valid for name string because it is used as separator.

raidControllerAddLD: Add logical drive on exist disk array. The argument is string and the
format refers to OID description. The example is,

array=1;name=example;size=100g;ss=512k;rp=ra;wp=whb;iop=cio;ap=rw;dcp=enabled;init=q
uick;

L] noTE

Character “;” is not valid for name string because it is used as separator.
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5.35 logicalDriveProperty Specifications

5.35.1 Function Description

The simple nodes of the RAID controller information, which include RAID level, logical
drive state, read policy, write policy, stripe size, logical drive size, consistency check state,
etc.

The OID of logicalDriveProperty table node is:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).logicalDriveProperty(37)

logicalDriveDescriptionEntry describe the compsitions of logicalDriveDescriptionTable. The
OID of it is:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).logicalDriveProperty(37).logicalDriveDescriptionTable(50).logi
calDriveDescriptionEntry(1)

Note:x is index of logical drive

Copyright © Huawei Technologies Co., Ltd.

Node Node OID Description Type Access
Name Instance
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about INTEGER | not-accessib
RAIDContr | 235.1.1.37.50.1.1. | RAID controller index le
ollerindex X to which this logical
drive belongs.
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about INTEGER not-accessib
Index 235.1.1.37.50.1.2. | logical drive index in le
X current RAID
controller.
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about DisplayStri | read-only
RAIDLevel | 235.1.1.37.50.1.3. | logical drive RAID ng
X level.
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about INTEGER read-only
State 235.1.1.37.50.1.4. | logical drive state.
X 1: Offline
2: Partial degraded
3: Degraded
4: Optimal
255: unknown
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about INTEGER read-write
DefaultRea | 235.1.1.37.50.1.5. | logical drive default
dPolicy X read policy.
1: No read ahead
2: Read ahead
255: unknown
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Node Node OID Description Type Access
Name Instance
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about INTEGER read-write
DefaultWrit | 235.1.1.37.50.1.6. | logical drive default
ePolicy X write policy.

1: Write through

2: Write back

3: Write caching ok if

bad BBU

255: unknown
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about INTEGER | read-write
DefaultlOP | 235.1.1.37.50.1.7. | logical drive default
olicy X cache policy.

1: Cached IO

2: Direct 10

255: unknown
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about INTEGER read-only
CurrentRea | 235.1.1.37.50.1.8. | logical drive current
dPolicy X read policy.

1: No read ahead

2: Read ahead

255: unknown
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about INTEGER read-only
CurrentWrit | 235.1.1.37.50.1.9. | logical drive current
ePolicy X write policy.

1: Write through

2: Write back

3: Write caching ok if

bad BBU

255: unknown
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about INTEGER | read-only
CurrentlOP | 235.1.1.37.50.1.10 | logical drive current
olicy X cache policy.

1: Cached 10

2: Direct 10

255: unknown
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about INTEGER | read-only
SpanDepth | 235.1.1.37.50.1.11 | logical drive span

X depth.

logicalDrive | 1.3.6.1.4.1.2011.2. | Information about INTEGER | read-only
NumDriveP | 235.1.1.37.50.1.12 | logical drive number of
erSpan X drives per span.
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about INTEGER | read-only
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Node Node OID Description Type Access
Name Instance
StripeSizeln | 235.1.1.37.50.1.13 | logical drive stripe size
Bytes X in bytes.
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about INTEGER | read-only
StripeSizeln | 235.1.1.37.50.1.14 | logical drive stripe size
MB X in mega-bytes.
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about INTEGER | read-only
SizeInMB 235.1.1.37.50.1.15 | logical drive size (MB).
X
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about INTEGER read-write
DiskCacheP | 235.1.1.37.50.1.16 | logical drive disk cache
olicy X state.
1: Disk’s default
2: Enabled
3: Disabled
255: unknown
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about INTEGER | read-only
Consistency | 235.1.1.37.50.1.17 | logical drive
CheckStatus | .x consistency check
status.
1: Stopped
2: In-progress
255: unknown
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about INTEGER read-write
Bootable 235.1.1.37.50.1.18 | logical drive if it is
X bootable.
1: No
2:Yes
255: unknown
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about DisplayStri | read-write
Name 235.1.1.37.50.1.19 | logical drive name. ng
X
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about INTEGER | read-write
AccessPolic | 235.1.1.37.50.1.20 | logical drive access
y X policy.
1: Unknown
2: Read Write
3: Read Only
4: Blocked
5: Hidden
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about INTEGER | read-only
InitState 235.1.1.37.50.1.21 | logical drive init state.
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Node Node OID Description Type Access
Name Instance
X 1: Unknown
2: No Init
3: Quick Init
4: Full Init
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about INTEGER read-write
BGIEnable | 235.1.1.37.50.1.22 | logical drive BGI state.
X 1: Unknown
2: Disabled
3: Enabled
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about INTEGER read-only
IsSSCD 235.1.1.37.50.1.23 | logical drive if it is used
X for secondary cache.
1: unknown
2:no
3: yes
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about INTEGER | read-write
SSCDCachi | 235.1.1.37.50.1.24 | logical drive SSCD
ngEnable X caching state if it is not
used for secondary
cache.
1: unknown
2: disabled
3: enabled
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about DisplayStri | read-only
AssociatedL | 235.1.1.37.50.1.25 | logical drive associated | ng
Ds X logical drives IDs
seperated by commas if
it is used for secondary
cache.
logicalDrive | 1.3.6.1.4.1.2011.2. | Information about DisplayStri | read-only
DedicatedS | 235.1.1.37.50.1.26 | logical drive dedicated | ng
parePD X hot spare physical
drives IDs seperated by
commas.
logicalDrive | 1.3.6.1.4.1.2011.2. | Delete logical drive. INTEGER read-write
Delete 235.1.1.37.50.1.27

X

1: delete

5.35.2 Constraints on the Create Operation

The create operation is not supported.
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5.35.3 Constraints on the Modify Operation

The modify operation is not supported.

5.35.4 Constraints on the Delete Operation

The delete operation is not supported.

5.35.5 Constraints on the Query Operation

The operations of get, walk, get next, and get bulk are supported.

5.35.6 Constraints on the Set Operation

The set operation is supported.

logicalDriveDefaultReadPolicy: The values can be set are no-read-ahead(1), read-ahead(2).
Set action is not available when logical drive is used for secondary cache
(logicalDrivelsSSCD = Yes).

logicalDriveDefaultWritePolicy: The values can be set are write-through(1),
write-back-with-bbu(2), write-back(3). The option value write-back(3) is not settable when
logical drive is used for secondary cache(logicalDrivelsSSCD = Yes).

logicalDriveDefaultlOPolicy: The values can be set are cached-10(1), direct-10(2). Set action
is not available when logical drive is used for secondary cache(logicalDrivelsSSCD = Yes).

logicalDriveDiskCachePolicy: The values can be set are disk-default(1), enabled(2),
disabled(3). Set action is not available when logical drive's participated physical drives are
SSD.

logicalDriveBootable: The value can be set is yes(2).
(L] NnoTE

e CacheCade logical drive can't be set as bootable drive.

e Noraml logical drive(not cachecade) during offline state can be set bootable successfully, but
readback value of logicalDriveBootable is still ‘No' unless change the logical drive state to online.

logicalDriveName: The type is string and maximum is 15 ASCII characters(space and visble
characters).

logicalDriveAccessPolicy: The values can be set are read-write(2), read-only(3), blocked(4).
Set action is not available when logical drive is used for secondary cache(logicalDrivelsSSCD
= Yes).

logicalDriveBGIEnable: The values can be set are disabled(2), enabled(3). Set action is not
available when logical drive is used for secondary cache(logicalDrivelsSSCD = Yes).

logicalDriveSSCDCachingEnable: The values can be set are disabled(2), enabled(3). Set
action is not available when logical drive's participated physical drives are SSD.

logicalDriveDelete: The value can be set is delete(1).
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5.36 diskArrayProperty Specifcications

5.36.1 Function Description

The information of disk array includes array 1D, used space, free space, logical drives count,
logical drives ID, physical drives, physical drives ID.

The OID of diskArrayProperty table node is

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).diskArrayProperty(39)

diskArrayDescriptionEntry describes the consist of diskArrayDescriptionTable, the OID is
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1).diskArrayProperty(39).diskArrayDescriptionTable(50).diskArra
yDescriptionEntry(1)

note:x is index of disk array.

Node Name | Node OID Description Type Access
Instance
diskArrayRAI | 1.3.6.1.4.1.20112, | Informationabout | \NTEGER | not-accessib
DControllerin | 235.1.1.39.50.1.1, | RAID controller le
dex X index to which this
disk array belongs.
diskArrayind | 1.3.6.1.4.1.2011.2. | Information about INTEGER not-accessib
ex 235.1.1.39.50.1.2, | disk array index:in le
X current RAID
controller.
diskArrayUse | 1.3.6.1.4.1.2011.2, | Informationabout | |NTEGER | read-only
dSpacelnMB | 235.1.1.39.50.1.3. | the used space in
X MB of disk array.
diskArrayFre | 1.3.6.1.4.1.20112, | Informationabout | \NTEGER | read-only
eSpacelnMB | 235.1.1.39.50.1.4. | the free space in MB
X of disk array.
diskArrayLD | 1.3.6.1.4.1.2011.2, | Informationabout | |NTEGER | read-only
Count 235.1.1.39.50.1.5. | logical drive count
X in the disk array.
diskArrayLDI | 1.3.6.1.4.1.2011.2, | Informationabout | pjgnjayString | read-only
d 235.1.1.39.50.1.6. | logical drive IDs in
X the disk array,
seperated by
commas.
diskArrayPD | 1.3.6.1.4.1.2011.2, | Informationabout | |NTEGER | read-only
Count 235.1.1.39.50.1.7. | Physical drive count
X in the disk array.
diskArrayPDI | 1.3.6.1.4.1.2011.2, | Informationabout | pjgplaystring | read-only
d 235.1.1.39.50.1.8. | Physical drive IDs in
X the disk array,
seperated by
commas.
Issue 2.00 (2016-12-16) Huawei Proprietary and Confidential 101

Copyright © Huawei Technologies Co., Ltd.




iBMC
SNMP API Description 5 MIB Table Specifications

5.36.2 Constraints on the Create Operation

The create operation is not supported.

5.36.3 Constraints on the Modify Operation

The modify operation is not supported.

5.36.4 Constraints on the Delete Operation

The delete operation is not supported.

5.36.5 Constraints on the Query Operation

The operations of get, getnext, walk, and getbulk are supported.

5.36.6 Constraints on the Set Operation

The set operation is not supported.

5.37 remoteControl Specifications

5.37.1 Function Description

The remoteControl table node allows you to view and set server remote control information,
including the local KVM state.

The OID of the remoteControl table node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1). remoteControl (40)

The following table describes the leaf nodes under the remoteControl table node.

Node Name Node OID Description | Type Access
Instance
localK\VVMState 1.3.6.1.4.1.2011.2.23 | Local KVM 1 \NTEG | read-write
5.1.1.40.1.0 display state. | g
disable 1,
enable 2.
Default value
is enable(2)
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5.37.2 Constraints on the Create Operation

The create operation is not supported.

5.37.3 Constraints on the Modify Operation

The modify operation is not supported.

5.37.4 Constraints on the Delete Operation

The delete operation is not supported.

5.37.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.37.6 Constraints on the Set Operation

The set operation is supported.

5.38 twoFactorAuthentication Specifications

5.38.1 Function Description

The twoFactorAuthentication module allows you to view or configure two-factor
authentication information, including root certificate management and client certificate
management.

The OID of the twoFactorAuthentication node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1). twoFactorAuthentication(41)

Node Name Node OID Instance Description Type Access
twoFactorAuthentic | 1.3.6.1.4.1.2011.2.235.1.1.41, | The enablestate | \NTEGER read-write
ationEnable 1 of two-factor

authentication.
disable 1, enable
2.Default value is

disable(1)
twoFactorAuthentic | 1.3.6.1.4.1.2011.2.235.1.1.41. | Theenablestate | |NTEGER read-write
ationRevocationChe | 2 of certificate
ck revocation check.
disable 1, enable
2.Default value is
disable(1).
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The rootCertificateDescriptionEntry node describes the leaf nodes under the
rootCertificateDescriptionTable table node. The OID of the
rootCertificateDescriptionEntry node is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1). twoFactorAuthentication(41).
rootCertificateDescriptionTable(50). rootCertificateDescriptionEntry(1)

The following table describes the leaf nodes under the rootCertificateDescriptionTable table

node.
Node Name Node OID Instance Description Type Access
rootCertificatelndex | 1.3.6.1.4.1.2011.2.235.1.1.41. INTEGER not-accessible
50.1.1

rootCertificatelssued | 1.3.6.1.4.1.2011.2.235.1.1.41, | root certificate DisplayString | read-only
To 50.1.2 subject.
rootCertificatelssued | 1.3.6.1.4.1.2011.2.235.1.1.41, | footcertificate | pispjavsiring | read-only
By 50.1.3 ISSUEr.
rootCertificateValid | 1.3.6.1.4.1.2011.2.235.1.1.41, | footcertificate | pjishjavsiring | read-only
From 50.1.4 valid start data.
rootCertificateValid | 1.3.6.1.4.1.2011.2.235.1.1.41, | footcertificate | pjishjavsiring | read-only
To 50.1.5 valid end date.
rootCertificateSerial | 1.3.6.1.4.1.2011.2.235.1.1.41, | rootcertificate | pjishjavsiring | read-only
Number 50.1.6 serial number.
rootCertificatelmpor | 1.3.6.1.4.1.2011.2.235.1.1.41, | Importroot DisplayString | read-write
t 50.1.7 certificate,write

only.

eg:/tmp/cacert.pe

m
rootCertificateDelet | 1.3.6.1.4.1.2011.2.235.1.1.41, | Information about | \NTEGER read-write
e 50.1.8 delete root

certificate.

The clientCertificateDescriptionEntrynode describes the leaf nodes under the
clientCertificateDescriptionTabletable node. The OID of the
clientCertificateDescriptionEntrynode is as follows:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(
235).hwBMC(1).hwiBMC(1). twoFactorAuthentication(41).
rootCertificateDescriptionTable(51). rootCertificateDescriptionEntry(1)

The following table describes the leaf nodes under the
clientCertificateDescriptionTabletable table node.

Node Name

Node OID Instance

Description

Type

Access

clientCertificateInde
X

1.3.6.1.4.1.2011.2.235.1.1.41.
51.1.1

INTEGER

not-accessible
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te

51.1.4

certificate.one of
the
following:(delete(

1)).

Node Name Node OID Instance Description Type Access
clientCertificateFing | 1.3.6.1.4.1.2011.2.235.1.1.41. | Theclient DisplayString | read-only
erPrint 51.1.2 certificate finger
print.
clientCertificatelmp | 1.3.6.1.4.1.2011.2.235.1.1.41. | Importclient DisplayString | read-write
ort 51.1.3 certificate,write
only.
eg:/tmp/clientcert.
pem
clientCertificateDele | 1.3.6.1.4.1.2011.2.235.1.1.41, | Information about | \NTEGER | read-write
delete client

5.38.2 Constraints on the Create Operation

The create operation is not supported.

5.38.3 Constraints on the Modify Operation

The modify operation is not supported.

5.38.4 Constraints on the Delete Operation

The delete operation is not supported.

5.38.5 Constraints on the Query Operation

The get, walk, get next, and get bulk operations are supported.

5.38.6 Constraints on the Set Operation

When performing the set operation, pay attention to the following nodes:

twoFactorAuthenticationEnable: The value is 1 (disabled) or 2 (enabled).

twoFactorAuthenticationRevocationCheck: The value is 1 (disabled) or 2 (enabled)

5.39 configuration Specifications

5.39.1 Function Description

The configuration table node allows you to import and export BMC and BIOS configuration
and query import and export status (import and export progress and error information).

The OID of the configuration table node is as follows:
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iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).huawei(2011).products(2).hwServer(

235).hwBMC(1).hwiBMC(1). configuration (42)

The following table describes the leaf nodes in the configuration scalar table.

Node Name Node OID Instance Description Type Access
exportconfig 1.3.6.1.4.1.2011.2.235.1 | Start to export BMC and | DisplayString read-write
1.42.1.0 BIOS configuration.The
input value is file path or
URL.
importconfig 1.3.6.1.4.1.2011.2.235.1 | Start to import BMC and | DisplayString read-write
1.42.2.0 BIOS configuration.The
input value is file path or
URL.
configprogress 1.3.6.1.4.1.2011.2.235.1 | Query import/export DisplayString | read-only
1.42.3.0 configuration state.The
return value is
percentage of
importing/exporting
configuration.
configerrorinfo 1.3.6.1.4.1.2011.2.235.1 | Query error information | pjshjaystring | read-only
1.42.4.0 of importing/exporting
configuration.

5.39.2 Constraints on the Create Operation

The create operation is not supported.

5.39.3 Constraints on the Modify Operation

The modify operation is not supported.

5.39.4 Constraints on the Delete Operation

The delete operation is not supported.

5.39.5 Constraints on the Query Operation

The get, getnext, walk, and getbulk operations are supported.

5.39.6 Constraints on the Set Operation

The set operation is supported.

When performing the set operation, pay attention to the following nodes:

importconfigstart: local BMC path or remote server URL

exportconfigstart: local BMC path or remote server URL
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Trap Specifications

This chapter describes OID specifications for SNMP trap alarms.

Each OID corresponds to a type of alarm. You can select to-be-bound variables for each alarm
from the following ones, depending on the alarm type:
hwTrapSeq

hwTrapSensorName

hwTrapEvent

hwTrapSeverity

hwTrapEventCode

hwTrapEventDate2

hwTrapEventDate3

hwTrapSeverldentity

hwTrapLocation

hwTrapTime

The value of hwTrapSeverity can be ok(1), minor(2), major(3), or critical(4).

The following sections list the values of hwTrapSeverity and hwTrapEventCode of each
alarm for your reference.

Deassert alarms in the following sections are clear alarms. For system events that do not have
clear alarms, configure the alarms to be cleared during board power-off. The ID of an asset
event reported during board power-off is 1.3.6.1.4.1.2011.2.235.1.1.500.10.240.17. For details,
see section 0"

hwFirmwareChange."

6.1 hwOEM

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.1.1.

Issue 2.00 (2016-12-16) Huawei Proprietary and Confidential 107
Copyright © Huawei Technologies Co., Ltd.



iBMC
SNMP API Description 6 Trap Specifications

Object Bound Variables Description Status Severity Event
Code

hwOEMEvent - hwTrapSeq Huawei OEM event | Current | OK FFFFFFFF
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventData2

: hwTrapEventData3

: hwTrapSeverldentity
: hwTrapLocation

- hwTrapTime

0 N o oA W N P

6.2 hwPhysicalSecurity

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.5.1.

Object Bound Variables Description Status | Severity | Event
Code
hwChassisIntrusion | 1: hwTrapSeq General Chassis Current | OK 0500FFFF

2: hwTrapSensorName Intrusion

3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode

6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation

10: hwTrapTime

6.3 hwCPU
6.3.1 hwCPUCATError

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.7.1.
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Object

Bound Variables

Description

Status

Severity

Event Code

hwCPUCATError

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode

6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation

10: hwTrapTime

CPU CAT error

Current

Critical

0700FFFF

6.3.2 hwCPUCATErrorDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.7.2.

Object

Bound Variables

Description

Status

Severity

Event
Code

hwCPUCATError
Deassert

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode

6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation

10: hwTrapTime

deassert

CPU CAT error Current

Critical

0780FFFF

6.3.3 hwCPUThermalTrip

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.7.17.
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Object Bound Variables Description Status Severity Event
Code
hwCPUTher | 1: hwTrapSeq CPU thermal trip Current Critical 0701FFFF
malTrip 2: hwTrapSensorName
3: hwTrapEvent
4: hwTrapSeverity
5:hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation
10: hwTrapTime
6.3.4 hwCPUThermalTripDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.7.18
Object Bound Variables Description Status Severity | Event
Code
hwCPUThermalTrip | 1: hwTrapSeq CPU thermal Current Critical 0781FFFF

Deassert

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode

6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation

10: hwTrapTime

trip deassert

6.3.5 hwCPUSelfTestFail

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.7.33
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Object Bound Variables Description Status Severity | Event
Code
hwCPUSelfTestFail | 1: hwTrapSeq CPU FRB1/BIST | Current Critical 0702FFFF
failure

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode

6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation

10: hwTrapTime

6.3.6 hwCPUSelfTestFailDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.7.34.

Object Bound Variables Description | Status | Severity | Event
Code
hwCPUSelfTestFailDeassert | 1: hwTrapSeq CPU Current | Critical 0782FFFF
2: hwTrapSensorName FRBU BIST
failure
3: hwTrapEvent deassert

4: hwTrapSeverity
5:hwTrapEventCode

6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation

10: hwTrapTime

6.3.7 hwCPUCfgError

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.7.81

Issue 2.00 (2016-12-16) Huawei Proprietary and Confidential 111
Copyright © Huawei Technologies Co., Ltd.



iBMC

SNMP API Description

6 Trap Specifications

Object

Bound Variables

Description

Status

Severity

Event Code

hwCPUCfg
Error

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode

6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation

10: hwTrapTime

CPU configure error

Current

Critical

0705FFFF

6.3.8 hwCPUCfgErrorDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.7.82

Object

Bound Variables

Description

Status

Severity

Event Code

hwCPUCTgErr
orDeassert

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode

6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation

10: hwTrapTime

CPU configure
error deassert

Current

Critical

0785FFFF

6.3.9 hwCPUPresence

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.7.113
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Object

Bound Variables

Description

Status

Severity

Event Code

hwCPUPTr
esence

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode

6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation

10: hwTrapTime

CPU Presence

Current

OK

0707FFFF

6.3.10 hwCPUPresenceDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.7.114

Object

Bound Variables

Description

Status

Severity

Event Code

eassert

hwCPUPresenceD

1: hwTrapSeq

3: hwTrapEvent
4: hwTrapSeverity
5:hwTrapEventCode

2: hwTrapSensorName

CPU Presence
deassert

6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation

10: hwTrapTime

Current

OK

0787FFFF

6.3.11 hwCPUOffline

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.7.129
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Object Bound Variables Description | Status Severity Event Code
hwCPUOfflin | 1: hwTrapSeq CPU offline Current OK 0708FFFF
e

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode

6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation

10: hwTrapTime

6.3.12 hwCPUOfflineDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.7.130

Object Bound Variables Description Status Severity

Event Code

hwCPUOffline | 1: hwTrapSeq CPU offline Current OK
Deassert 2: hwTrapSensorName deassert
3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode

6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation

10: hwTrapTime

0788FFFF

6.3.13 hwCPUMCE

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.7.177
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Object

Bound Variables

Description

Status

Severity

Event Code

hwCPUMCE

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode

6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation

10: hwTrapTime

CPU MCE
occured

Current

Critical

070BFFFF

6.3.14 hwCPUMCEDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.7.178

Object

Bound Variables

Description

Status

Severity

Event
Code

hwCPUMCED
eassert

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode

6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation

10: hwTrapTime

CPU MCE deassert

Current

Critical

078BFFFF

6.3.15 hwVMSELinkFail
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.7.193
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Object Bound Variables Description Status Severity Event Code
hwVMSELinkFai | 1: hwTrapSeq CPU VMSE Current OK 070CFFFF
| 2: hwTrapSensorName | link failure in

mirror mode

3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode

6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation

10: hwTrapTime

6.3.16 hwVMSELinkFailDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.7.194

Object Bound Variables Description Status Severity | Event Code
hwVMSELinkFa | 1: hwTrapSeq CPU VMSE link | Current OK 078CFFFF
ilDeassert failure in mirror

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode

6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity

mode deassert

9: hwTrapLocation
10: hwTrapTime

6.4 hwPowerSupply

6.4.1 hwPowerSupplyFault
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.8.17
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Object Bound Variables Description Status Severity Event
Code
hwPowerSuppl | 1: hwTrapSeq Power Supply Current Major 0801FFFF
yFault Fault

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode

6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation

10: hwTrapTime

6.4.2 hwPowerSupplyFaultDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.8.18

Object Bound Variables Description Status Severity | Event

Code
hwPowerSupplyFault | 1: hwTrapSeq Power Supply Current Major 0881FFFF
Deassert Fault Deassert

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode

6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation

10: hwTrapTime

6.4.3 hwPowerSupplyPredictiveFailure
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.8.33
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Object

Bound Variables

Description

Status

Severity

Event
Code

hwPowerSupplyPre
dictiveFailure

1: hwTrapSeq

3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3

9: hwTrapLocation
10: hwTrapTime

2: hwTrapSensorName

8:hwTrapSeverldentity

Power Supply
Predictive
Failure

Current

Critical

0802FFFF

6.4.4 hwPowerSupplyPredictiveFailureDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.8.34

Object

Bound Variables

Description

Status

Severity

Event Code

hwPowerSuppl
yPredictiveFail
ureDeassert

1
2
3
4
5:
6
7
8
9
h

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

hwTrapEventCode

: hwTrapEventData2
: hwTrapEventData3
: hwTrapSeverldentity

: hwTrapLocation 10:
wTrapTime

Power Supply
Predictive Failure
Deassert

Current

Critical

0882FFFF

6.4.5 hwPowerSupplyInputLost

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.8.49
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Object

Bound Variables

Description

Status

Severity

Event
Code

hwPowerSupplyl
nputLost

SO 00 N O 0o B W N P

- hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2

: hwTrapEventData3

: hwTrapSeverldentity

: hwTrapLocation 10:
wTrapTime

Power Supply
input lost

Current

Critical

0803FFFF

6.4.6 hwPowerSupplylnputLostDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.8.50

Object

Bound Variables

Description

Status

Severity

Event Code

hwPowerSupplylInput
LostDeassert

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o OB WDN

Power Supply
input lost
Deassert

Current

Critical

0883FFFF

6.4.7 hwPowerSupply ACLost

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.8.65
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Object

Bound Variables

Description

Status

Severity

Event Code

hwPowerSupply
ACLost

o 01 A W DN B

7

9:

- hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2

hwTrapEventData3

8:hwTrapSeverldentity

hwTrapLocation 10:

hwTrapTime

AC lost or
out-of-range

Current

Critical

0B04FFFF

6.4.8 hwPowerSupply ACLostDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.8.66

Object

Bound Variables

Description

Status

Severity

Event Code

hwPowerSupplyAC
LostDeassert

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o 01 A W DN B

AC lost or
out-of-range
Deassert

Current

Critical

08B4FFFF

6.5 hwMemory
6.5.1 hwCorrectableECC

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.12.1
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Object Bound Variables Description Status Severity | Event Code
hwCorrectableE | 1: hwTrapSeq memory Current OK OCOOFFFF
cC 2: hwTrapSensorName correctable ECC
error occurred
3: hwTrapEvent
4: hwTrapSeverity
5:hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation
10: hwTrapTime
6.5.2 hwCorrectableECCDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.12.2
Object Bound Variables Description Status Severity | Event
Code
hwCorrectableEC | 1: hwTrapSeq memory Current OK 0C80FFFF
CDeassert 2: hwTrapSensorName correctable ECC
error deassert
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.5.3 hwUncorrectableECC
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.12.17
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Object Bound Variables Description Status Severity | Event
Code
hwUncorrectable | 1: hwTrapSeq memory Current Critical 0CO1FFFF
ECC 2: hwTrapSensorName uncorrectable
ECC error
3: hwTrapEvent occurred
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.5.4 hwUncorrectableECCDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.12.18
Object Bound Variables Description Status | Severity | Event
Code
hwUncorrectableEC | 1: hwTrapSeq memory Current | Critical 0C81FFFF
CDeassert 2: hwTrapSensorName uncorrectable
ECC error
3: hwTrapEvent deassert
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.5.5 hwMemoryECCLimitation
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.12.81
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Object Bound Variables Description Status Severity | Event
Code
hwMemoryECC | 1: hwTrapSeq memory Current Critical 0CO5FFFF
Limitation 2: hwTrapSensorName correctable ECC
_ logging limit
3: hwTrapEvent reached detected
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.5.6 hwMemoryECCLimitationDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.12.82
Object Bound Variables Description Status | Severity | Event
Code
hwMemoryECCLimitat | 1: hwTrapSeq memory Current | Critical 0C85FFF
ionDeassert 2: hwTrapSensorName correctable F
ECC logging
3: hwTrapEvent limit reached
4: hwTrapSeverity deassert
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime

6.5.7 hwMemoryPresence

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.12.97
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Object Bound Variables Description Status Severity | Event
Code
hwMemoryPrese | 1: hwTrapSeq memory presence | Current OK 0CO6FFF
nce 2: hwTrapSensorName detected F

3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.5.8 hwMemoryPresenceDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.12.98

Object Bound Variables Description Status Severity | Event
Code

hwMemoryPresenceDe
assert

1: hwTrapSeq memory presence | Current OK 0C86FFF
2: hwTrapSensorName deassert F

3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.5.9 hwMemoryCfgError

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.12.113

Issue 2.00 (2016-12-16) Huawei Proprietary and Confidential 124
Copyright © Huawei Technologies Co., Ltd.



iBMC

SNMP API Description

6 Trap Specifications

Object

Bound Variables

Description

Status

Severity

Event
Code

hwMemoryCfgErr
or

o OB WN

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7
8:hwTrapSeverldentity

9:
hwTrapTime

hwTrapEventData3

hwTrapLocation 10:

memory config
error detected

Current

Critical

0CO7FFFF

6.5.10 hwMemoryCfgErrorDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.12.114

Object

Bound Variables

Description

Status

Severity

Event
Code

hwMemoryCfg
ErrorDeassert

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

o Ol A W DN P

: hwTrapEventCode
: hwTrapEventData2
7

hwTrapEventData3

8:hwTrapSeverldentity

9: hwTrapLocation 10: hwTrapTime

memory config
error deassert

Current

Critical

0C87FFF
F

6.5.11 hwMemorySpare

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.12.129
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Object

Bound Variables

Description

Status

Severity

Event
Code

hwMemorySpare

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

memory spare
detected

Current

OK

0CO8FFF
F

6.5.12 hwMemorySpareDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.12.130

Object

Bound Variables

Description

Status

Severity

Event
Code

hwMemorySpareD
eassert

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

memory spare
deassert

Current

OK

0C88FFF
F

6.5.13 hwMemoryOvertemp
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.12.161
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Object

Bound Variables

Description

Status

Event
Code

Severity

hwMemoryOverte
mp

o OB WN

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7
8:hwTrapSeverldentity

9:
hwTrapTime

hwTrapEventData3

hwTrapLocation 10:

memory
overtemperature
detected

Current

0COAFFF
F

Major

6.5.14 hwMemoryOvertempDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.12.162

Object

Bound Variables

Description

Status

Event
Code

Severity

hwMemoryOvertemp
Deassert

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

o Ol A W DN P

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

memory
overtemperature
deassert

Current

OCBAFF
FF

Major

6.6 hwStorageDevice

6.6.1 hwStorageDevicePresence
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.13.1
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Object

Bound Variables

Description

Status

Event
Code

Severity

hwStorageDevic
ePresence

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode

6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapServerldentity
9: hwTrapLocation

10: hwTrapTime

Storage device
presence detected

Current

OK ODOOFFF
F

6.6.2 hwStorageDevicePresenceDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.13.2

Object

Bound Variables

Description

Status

Event
Code

Severity

hwStorageDevicePr
esenceDeassert

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode

6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

Storage device
presence deassert

Current

OK 0D8OFF
FF

6.6.3 hwStorageDeviceFault

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.13.17
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Object

Bound Variables

Description

Status

Severity

Event
Code

hwStorageDevi
ceFault

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

Storage device
fault detected

Current

Major

ODO1FFF
F

6.6.4 hwStorageDeviceFaultDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.13.18

Object

Bound Variables

Description

Status

Severity

Event
Code

hwStorageDeviceFa

ultDeassert

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode

6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

Storage device
fault deassert

Current

Major

OD81FFF
F

6.6.5 hwStorageDevicePredictiveFailure

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.13.33
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Object

Bound Variables

Description

Status

Severity

Event
Code

hwStorageDevicePred
ictiveFailure

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode

6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

Storage device
predictive failure

Current

Minor

O0DO2FFF
F

6.6.6 hwStorageDevicePredictiveFailureDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.13.34

Object

Bound Variables

Description

Status

Severity

Event
Code

hwsStorageDevicePredicti

veFailureDeassert

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

Storage device
predictive
failure deassert

Current

Minor

O0D82FFF
F

6.6.7 hwRAIDArrayFail

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.13.97
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Object

Bound Variables

Description

Status

Severity

Event
Code

hwRAIDATrrayFail

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode

6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

RAID array fail
detected

Current

Major

ODO6FFF
F

6.6.8 hwRAIDATrrayFailDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.13.98

Object

Bound Variables

Description

Status

Severity

Event
Code

hwRAIDATrrayFail
Deassert

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity
5:hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

RAID array fail
deassert

Current

Major

OD86FFF
F

6.6.9 hwRAIDRebuild

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.13.113
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Object Bound Variables Description Status Severity

Event Code

hwRAIDRebuild 1: hwTrapSeq RAID rebuild Current OK
2: hwTrapSensorName | detected
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

ODO7FFFF

6.6.10 hwRAIDRebuildDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.13.114

Object Bound Variables Description Status Severity

Event
Code

hwRAIDRebuild
Deassert

1: hwTrapSeq RAID rebuild Current OK
2: hwTrapSensorName deassert
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2

: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

~

OD87FFFF

6.6.11 hwRAIDRebuildAborted

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.13.129
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Object Bound Variables Description Status | Severity Event Code
hwRAIDRebuil | 1: hwTrapSeq RAID rebuild Current | Major ODO8FFFF
dAborted 2: hwTrapSensorName aborted detected

3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.6.12 hwRAIDRebuildAbortedDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.13.130

Object Bound Variables Description | Status Severity | Event
Code

hwRAIDRebuildAborte
dDeassert

1: hwTrapSeq RAID rebuild | Current | Major OD88FFFF

2: hwTrapSensorName aborted
deassert

3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode

6: hwTrapEventData2

: hwTrapEventData3

8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

~

6.7 hwSysFwProgress

6.7.1 hwSystemFirmwareHang
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.15.17
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Object Bound Variables Description Status Severity Event Code
hwSystemFirm | 1: hwTrapSeq System Current Critical OF01FFFF
wareHang 2: hwTrapSensorName firmware hang

3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2

7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.7.2 hwSystemFirmwareHangDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.15.18

Object Bound Variables Description Status | Severity | Event
Code
hwSystemFirmwareHangD | 1: hwTrapSeq System Current | Critical OF81FFFF
eassert 2: hwTrapSensorName firmware hang
deassert

3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode

6: hwTrapEventData2

7: hwTrapEventData3

8:hwTrapSeverldentity

9: hwTrapLocation 10:

hwTrapTime

6.7.3 hwPS2USBFault
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.15.1793
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Object

Bound Variables

Description

Status

Severity

Event
Code

hwPS2USBFault

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

~

Unrecoverable
PS/2 or USB
keyboard failure

Current

Critical

OF0007FF

6.7.4 hwPS2USBFaultDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.15.1794

Object

Bound Variables

Description

Status

Severity

Event
Code

hwPS2USBFault
Deassert

1
2
3
4
5
6
7
8
9

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
: hwTrapEventData3
:hwTrapSeverldentity
: hwTrapLocation 10:

hwTrapTime

Unrecoverable PS/2 or
USB keyboard failure
deassert

Current

Critical

OF8007FF

6.7.5 hwVideoControllerFault

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.15.2305
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Object Bound Variables Description Status Severity | Event
Code
hwVideoControll | 1: hwTrapSeq Unrecoverable Current Critical OFO009FF
erFault 2: hwTrapSensorName video controller
failure
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.7.6 hwVideoControllerFaultDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.15.2306
Object Bound Variables Description Status Severity | Event
Code
hwVideoControllerF | 1: hwTrapSeq Unrecoverable video | Current Critical 0F8009
aultDeassert 2: hwTrapSensorName controller failure FF
deassert
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.7.7 hwCPUVoltageMismatch
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.15.3073
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Object

Bound Variables

Description

Status

Severity

Event Code

hwCPUWoltage
Mismatch

- hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o 01 A W DN B

CPU voltage
mismatch

Current

Critical

OFO00CFF

6.7.8 hwCPUVoltageMismatchDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.15.3074

Object

Bound Variables

Description

Status

Severity

Event
Code

hwCPUWoltageMismatc
hDeassert

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o 01 A W DN B

CPU voltage
mismatch
deassert

Current

Critical

0F800C
FF

6.7.9 hwSystemNoMemory

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.15.257
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Object Bound Variables Description Status Severity Event Code

hwSystemNoM
emory

- hwTrapSeq System no Current Critical OF0001FF
: hwTrapSensorName memory detected
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o 01 A W DN B

6.7.10 hwSystemNoMemoryDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.15.258

Object Bound Variables Description Status Severit | Event
y Code

hwSystemNoMemoryD
eassert

: hwTrapSeq System no Current Critical | OF8001FF

- hwTrapSensorName | memory detected
deassert

: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2

7: hwTrapEventData3

8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o 01 A W DN B

6.8 hwSysEvent

6.8.1 hwSystemError
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.18.34
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Object

Bound Variables

Description

Status

Severity

Event
Code

hwSystemError

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

~

System hang up/reset.
For more information,
see the background
log

Current

Critical

1202FFFF

6.8.2 hwSystemErrorDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.18.35

Object

Bound Variables

Description

Status

Severity

Event
Code

hwSystemError
Deassert

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

System hang up/reset
deassert

Current

Critical

1282FFFF

6.8.3 hwSysEventInstance

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.18.65
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Object Bound Variables Description Status Severity | Event
Code

hwSysEventinsta
nce

- hwTrapSeq PEF action Current OK 1204FFFF
: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o O A W DN B

6.9 hwPowerButton

6.9.1 hwPowerButtonPressed
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.20.1

Object Bound Variables Description Status Severity | Event
Code

hwPowerButto
nPressed

: hwTrapSeq Power button Current OK 1400FFFF
: hwTrapSensorName pressed
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o 01 A W DN B

6.10 hwCable
6.10.1 hwCableStatus

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.27.17
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Object Bound Variables Description Status | Severity Event
Code

hwCableStatus 1: hwTrapSeq SAS or Current | Major 1BO1FFFF

2: hwTrapSensorName Harddisk

. backplane cable

3: hwTrapEvent config error

4: hwTrapSeverity

5: hwTrapEventCode

6: hwTrapEventData2

7: hwTrapEventData3

8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.10.2 hwCableStatusDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.27.18

Object Bound Variables Description Status | Severity Event
Code

hwCableStatu
sDeassert

: hwTrapSeq SAS or Harddisk Current | Major 1B81FFFF
backplane cable

: hwTrapSensorName !
config error deassert

1

2

3: hwTrapEvent

4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.11 hwSysRestart

6.11.1 hwSysRestartUnknown
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.29.113
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Object Bound Variables Description Status Severity Event
Code
hwSysRestartUn | 1: hwTrapSeq system restart Current OK 1D0700FF
known 2: hwTrapSensorName cause unknown
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.11.2 hwSysRestartChassisCtrl
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.29.369
Object Bound Variables Description Status | Severity | Event Code
hwSysRestartCh | 1: hwTrapSeq system restart Current | OK 1D070101/1D07
assisCtrl 2: hwTrapSensorName cause chassis 010F/
' control
3: hwTrapEvent 1D070100/1D07
. 010D/
4: hwTrapSeverity
1D070108/1D07
5:hwTrapEventCode 010E

6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.11.3 hwSysRestartPowerButton

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.29.881

Issue 2.00 (2016-12-16)

Huawei Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.

142




iBMC
SNMP API Description 6 Trap Specifications

Object Bound Variables Description Status Severity Event Code

hwSysRestartPo
werButton

- hwTrapSeq system restart Current | OK 1D0703FF

: hwTrapSensorName cause power
button pressed

: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2

7: hwTrapEventData3

8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o 01 A W DN B

6.11.4 hwSysRestartWatchdogCtrl

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.29.1137

Object Bound Variables Description Status Severity | Event
Code

hwSysRestartWatc
hdogCitrl

: hwTrapSeq system restart Current OK 1DO0704F
: hwTrapSensorName cause Watchdog F

: hwTrapEvent control
: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o OB WDN

6.11.5 hwSysRestartAlwaysRestore
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.29.1649
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Object Bound Variables Description Status Severity | Event
Code
hwSysRestartAlwa | 1: hwTrapSeq system restart Current OK 1D0706FF
ysRestore 2: hwTrapSensorName cause always
power up
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.11.6 hwSysRestartRestorePrevState
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.29.1905
Object Bound Variables Description | Status | Severity | Event
Code
hwSysRestartRestore | 1: hwTrapSeq system restart | Current | OK 1D0707FF
PrevState 2: hwTrapSensorName cause always
' restore
3: hwTrapEvent previous
4: hwTrapSeverity state
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.12 hwBootError

6.12.1 hwNoBootableMedia
The OID of this object is1.3.6.1.4.1.2011.2.235.1.1.500.10.30.1
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Object Bound Variables Description Status Severity Event
Code
hwNoBootabl | 1: hwTrapSeq boot error, no Current OK 1EQOFFFF
eMedia 2: hwTrapSensorName bootable media
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.12.2 hwNoBootableMediaDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.30.2
Object Bound Variables Description Status Severity | Event
Code
hwNoBootableMedi : hwTrapSeq boot error, no Current OK 1E8OFFFF

aDeassert

1

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

bootable media
deassert

6.12.3 hwiNoBootableDisk

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.30.17
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Object Bound Variables Description Status Severity Event
Code
hwNoBootableDi | 1: hwTrapSeq boot error, Current OK 1EQ1FFFF
sk 2: hwTrapSensorName Non-bootable
disk in drive
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.12.4 hwNoBootableDiskDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.30.18
Object Bound Variables Description Status Severity Event
Code
hwNoBootableDisk | 1: hwTrapSeq boot error, Current OK 1E81FFFF
Deassert 2: hwTrapSensorName N_on-_boot_able
disk in drive
3: hwTrapEvent deassert
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2

7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.12.5 hwPXENotFound

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.30.33
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Object Bound Variables Description Status Severity Event
Code
hwPXENotFou | 1: hwTrapSeq boot error, PXE | Current OK 1EQ2FFFF
nd 2: hwTrapSensorName | Server not found

3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.12.6 hwPXENotFoundDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.30.34

: hwTrapEvent

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

1
2
3
4: hwTrapSeverity
5
6

Object Bound Variables Description Status Severity Event
Code
hwPXENotFou : hwTrapSeq boot error, PXE | Current OK 1E82FFFF
ndDeassert - hwTrapSensorName server not found
deassert

6.12.7 hwlnvalidBootSector
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.30.49
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Object

Bound Variables

Description

Status

Severity

Event

Code

hwinvalidBootSe Current OK 1EO3FFFF

ctor

boot error, Invalid
boot sector

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o OB WN

6.12.8 hwilnvalidBootSectorDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.30.50

Bound Variables Event

Code

Object Description Status Severity

boot error, Current OK 1E83FFFF
Invalid boot

sector deassert

hwinvalidBootSecto
rDeassert

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.13 hwDeviceFault

6.13.1 hwHardwareAddrFault
The OID of this object is1.3.6.1.4.1.2011.2.235.1.1.500.10.33.1
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Object

Bound Variables

Description

Status

Severity

Event
Code

hwHardwareAdd
rFault

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

Hardware address
in fault status

Current

Major

2100FFFF

6.13.2 hwHardwareAddrFaultDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.33.2

Object

Bound Variables

Description

Status

Severity

Event
Code

hwHardwareAddr
FaultDeassert

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

Hardware
address in fault
status deassert

Current

Major

2180FFFF

6.13.3 hwLossBmaHeartBeat
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.33.17
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Object Bound Variables Description Status Severity | Event
Code
hwLossBmaHear | 1: hwTrapSeq Heartbeat signals | Current Normal 2101FFFF
tBeat 2: hwTrapSensorName between the
iBMC and iBMA
3: hwTrapEvent are lost
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.13.4 hwLossBmaHeartBeatDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.33.18
Object Bound Variables Description Status Severity Event
Code
hwLossBmaHeart | 1: hwTrapSeq Heartbeat signals | Current Normal 2181FFFF
BeatDeassert 2: hwTrapSensorName _between the_z
_ iBMC and iBMA
3: hwTrapEvent are normal
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.13.5 hwDevicelnstall
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.33.33
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Object

Bound Variables

Description

Status

Severity

Event
Code

hwDevicelnstall

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

~

Device installed

Current

OK

2102FFFF

6.13.6 hwDevicelnstallDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.33.34

Object

Bound Variables

Description

Status

Severity

Event
Code

hwDevicelnstall | 1
Deassert 2
3
4
5
6
7
8
9

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
: hwTrapEventData3
:hwTrapSeverldentity
: hwTrapLocation 10:

hwTrapTime

Device installed
deassert

Current

OK

2182FFFF

6.13.7 hwEthLinkDown

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.33.129
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Object

Bound Variables

Description

Status

Event
Code

Severity

hwEthLinkDown

: hwTrapSeq

: hwTrapSensorName

1

2

3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
: hwTrapEventData3

~

8:hwTrapSeverldentity
9: hwTrapLocation 10:

hwTrapTime

System Eth link
down

Current

OK 2108FFFF

6.13.8 hwEthLinkDownDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.33.130

Object

Bound Variables

Description

Status

Event
Code

Severity

hwEthLinkDown | 1
Deassert 2
3
4
5
6
7
8
9

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
: hwTrapEventData3
:hwTrapSeverldentity
: hwTrapLocation 10:

hwTrapTime

System Eth link
down deassert

Current

OK 2188FFFF

6.13.9 hwMemBrdMigrate

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.33.145
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Object

Bound Variables

Description

Status

Severity

Event
Code

hwMemBrdMigr
ate

o O A W DN B

8
9

- hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7

hwTrapEventData3

‘hwTrapSeverldentity
: hwTrapLocation 10:

hwTrapTime

Spare Device

Current

OK

2109FFFF

6.13.10 hwMemBrdMigrateDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.33.146

Object

Bound Variables

Description

Status

Severity

Event Code

hwMemBrdMigrat
eDeassert

: hwTrapSeq

: hwTrapEvent
: hwTrapSeverity
: hwTrapEventCode

: hwTrapSensorName

o OB WDN

: hwTrapEventData2
7
8:hwTrapSeverldentity
9:

hwTrapEventData3

hwTrapLocation 10:

hwTrapTime

Spare Device
deassert

Current

OK

2189FFFF

6.13.11 hwPCIEStatus

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.33.257
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Object

Bound Variables

Description

Status

Severity

Event
Code

hwPCIEStatus

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

PCle Error

Current

Major

2100FFFF

6.13.12 hwPCIEStatusDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.33.258

Object

Bound Variables

Description

Status

Severity

Event
Code

hwPCIEStatusDea
ssert

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

PCle Error
deassert

Current

Major

2180FFFF

6.13.13 hwFanFault

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.33.2049
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6 Trap Specifications

Object

Bound Variables

Description

Status

Severity

Event
Code

hwFanFault

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2

: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

~

fan in fault status

Current

Major

2100FFFF

6.13.14 hwFanFaultDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.33.2050

Object

Bound Variables

Description

Status

Severity

Event
Code

hwFanFaultDeasse
rt

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

fan in fault status
deassert

Current

Major

2180FFFF

6.13.15 hwPCleFault

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.33.2305
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Object Bound Variables Description Status Severity | Event
Code

hwPCleFault - hwTrapSeq PCle in fault Current Major 210009FF
: hwTrapSensorName status
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2

: hwTrapEventData3

: hwTrapSeverldentity

: hwTrapLocation 10:
wTrapTime

SO 00 N O 0o B W N P

6.13.16 hwPCleFaultDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.33.2306

Object Bound Variables Description Status Severity | Event
Code

hwPCleFaultD
eassert

: hwTrapSeq PCle in fault Current Major 218009FF
: hwTrapSensorName status deassert
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2

: hwTrapEventData3

: hwTrapSeverldentity

: hwTrapLocation 10:
wTrapTime

SO 0 N o O b W DN P

6.14 hwACPIStatus
6.14.1 hwACPIStatusS0

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.34.1
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Object Bound Variables Description Status Severity | Event
Code
hwACPIStatusSO | 1: hwTrapSeq ACPI status SO Current OK 2200FFFF
2: hwTrapSensorName
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2

7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.14.2 hwACPIStatusS4S5

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.34.97

Object Bound Variables Description Status Severity | Event
Code
hwACPIStatusS4S | 1: hwTrapSeq ACPI status, Current OK 2206FFFF
5 2: hwTrapSensorName S4/S5 soft-off,
, particular when
3: hwTrapEvent S4/S5 state cannot
4: hwTrapSeverity be determined
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.15 hwWatchDog

6.15.1 hwWatchDogOverflow

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.35.1
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6 Trap Specifications

Object Bound Variables Description Status Severity | Event
Code
hwWatchDogOver | 1: hwTrapSeq watchdog Current OK 2300FFFF
flow 2: hwTrapSensorName overflow, no
action
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.15.2 hwWatchDogOverflowDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.35.2
Object Bound Variables Description Status Severity | Event
Code
hwWatchDogOverfl | 1: hwTrapSeq watchdog Current OK 2380FFFF
owDeassert 2: hwTrapSensorName ove_rflow, no
action deassert
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.15.3 hwWatchDogReset
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.35.17
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Object Bound Variables Description Status Severity | Event
Code
hwWatchDogReset | 1: hwTrapSeq watchdog overflow, | Current Major 2301FFFF
2: hwTrapSensorName hard reset
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.15.4 hwWatchDogResetDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.35.18
Object Bound Variables Description Status Severity | Event Code
hwWatchDogResetD | 1: hwTrapSeq watchdog Current Major 2381FFFF
eassert 2: hwTrapSensorName overflow, hard
reset deassert
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.15.5 hwWatchDogPowerDown
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.35.33
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Object Bound Variables Description Status Severity | Event
Code
hwWatchDogPower | 1: hwTrapSeq watchdog Current Major 2302FFFF
Down 2: hwTrapSensorName overflow, power
down
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.15.6 hwWatchDogPowerDownDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.35.34
Object Bound Variables Description Status | Severity | Event
Code
hwWatchDogPowerDow | 1: hwTrapSeq watchdog Current | Major 2382FFF
nDeassert 2: hwTrapSensorName overflow, F
power down
3: hwTrapEvent deassert
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.15.7 hwWatchDogPowerCycle
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.35.49
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Object

Bound Variables

Description

Status

Severity

Event
Code

hwWatchDogPo

- hwTrapSeq

watchdog overflow,

Current

Major

2303FFFF

werCycle power cycle

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o O A W DN B

6.15.8 hwWatchDogPowerCycleDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.35.50

Bound Variables Event

Code

Object Description Status Severity

hwWatchDogPower Current 2383FFFF

CycleDeassert

: hwTrapSeq
: hwTrapSensorName

watchdog
overflow,
power cycle
deassert

Major
: hwTrapEvent

1

2

3

4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.16 hwLANHeartBeat

6.16.1 hwLANHeartLost
The OID of this object is1.3.6.1.4.1.2011.2.235.1.1.500.10.39.1
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Object Bound Variables Description Status Severity

Event
Code

hwLANHeartLost | 1: hwTrapSeq LAN heart beat Current Major
2: hwTrapSensorName lost
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

2700FFFF

6.16.2 hwLANHeartLostDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.39.2

Object Bound Variables Description Status Severity

Event
Code

hwLANHeartLos
tDeassert

1: hwTrapSeq LAN heart beat Current Major
2: hwTrapSensorName lost deassert
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

2780FFFF

6.17 hwMngmntHealth

6.17.1 hwSensorAccessibleFail
The OID of this object is1.3.6.1.4.1.2011.2.235.1.1.500.10.40.1
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Object Bound Variables Description Status Severity | Event Code
hwSensorAcc | 1: hwTrapSeq Sensor access Current Minor 2800FFFF
essibleFail 2: hwTrapSensorName degraded or
unavailable
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.17.2 hwSensorAccessibleFailDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.40.2
Object Bound Variables Description Status Severity | Event
Code
hwSensorAccessibleF | 1: hwTrapSeq Sensor access Current | Minor 2880FFFF
ailDeassert 2: hwTrapSensorName degraded or
unavailable
3: hwTrapEvent deassert
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.17.3 hwControllerAccessibleFail
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.40.17
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Object Bound Variables Description Status | Severity Event Code
hwControllerAcc | 1: hwTrapSeq Controller access Current | Major 2801FFFF
essibleFail 2: hwTrapSensorName degraded or

unavailable
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2

7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.17.4 hwControllerAccessibleFailDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.40.18

Object Bound Variables Description Status | Severity | Event
Code
hwControllerAccessi | 1: hwTrapSeq Controller access | Current | Major 2881FFFF
bleFailDeassert 2: hwTrapSensorName degraded or
unavailable
3: hwTrapEvent deassert
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2

7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.17.5 hwFruFail
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.40.81
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Object Bound Variables Description Status Severity | Event
Code

hwFruFail 1: hwTrapSeq FRU failure Current OK 2805FFFF

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.17.6 hwFruFailDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.40.82

Object Bound Variables Description Status Severity | Event
Code

hwFruFailDeassert | 1: hwTrapSeq FRU failure Current OK 2885FFFF

1

2: hwTrapSensorName deassert
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.18 hwBattery

6.18.1 hwRTCBatterylow
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.41.1
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Object Bound Variables Description Status Severity | Event
Code
hwRTCBatterylow | 1: hwTrapSeq RTC battery or Current Major 2900FFFF
2: hwTrapSensorName RAID Card BBU
voltage low
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.18.2 hwRTCBatterylowDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.41.2
Object Bound Variables Description Status | Severity | Event Code
hwRTCBatterylo | 1: hwTrapSeq RTC battery or Current | Major 2980FFFF
wDeassert 2: hwTrapSensorName RAID Card BBU
voltage low
3: hwTrapEvent deassert
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.18.3 hwRAIDCardBBUFailed
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.41.17
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Object

Bound Variables

Description

Status

Severity

Event Code

hwRAIDCardB
BUFailed

o O WODN B

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7

hwTrapEventData3

8:hwTrapSeverldentity
9:hwTrapLocation
10:hwTrapTime

RAID card
BBU failed

Current

Major

2901FFFF

6.18.4 hwRAIDCardBBUFailedDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.41.18

Object

Bound Variables

Description

Status

Sev

Event
Code

erity

hwRAIDCardB
BUFailed

o Ol A W DN PP

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
T

hwTrapEventData3

8:hwTrapSeverldentity

9:hwTrapLocation

10:hwTrapTime

RAID card BBU
failure deassert

Current

Major

2981FFFF

6.18.5 hwRAIDCardBBUPresence
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.41.33
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Object

Bound Variables

Description

Status

Severity

Event Code

hwRAIDCardBBU
Presence

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9:hwTrapLocation
10:hwTrapTime

o O WODN B

RAID card BBU
is present

Current

OK

2902FFFF

6.18.6 hwRAIDCardBBUPresenceDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.41.34

Object

Bound Variables

Description

Status

Severity

Event Code

hwRAIDCardBBUP
resence

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

o OB WDN P

9:hwTrapLocation
10:hwTrapTime

RAID card
BBU is absent

Current

OK

2982FFFF

6.19 hwVerChange
6.19.1 hwHardwareChange

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.43.1
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Object

Bound Variables

Description

Status

Severity

Event Code

hwHardwareCh
ange

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

o O WODN B

9: hwTrapLocation 10:
hwTrapTime

Hardware change
detected with
associated Entity

Current

OK

2B00FFFF

6.19.2 hwFirmwareChange

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.43.17

Object

Bound Variables

Description

Status

Severity

Event Code

hwFirmwareCh
ange

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

o OB WDN

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

Firmware or
software change
detected with
associated Entity

Current

OK

2BO1FFFF

6.20 hwLCD
6.20.1 hwLCDFault

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.1052.17
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Object

Bound Variables

Description

Status

Severity

Event Code

hwLCDFault

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o O WODN B

LCD fault

Current

Minor

0441FFFF

6.20.2 hwLCDFaultDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.1052.18

Object

Bound Variables

Description

Status

Severity

Event Code

hwLCDFaultDea
ssert

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

LCD fault deassert | Current

Minor

04C1FFFF

6.21 hwHotSwap
6.21.1 hwHotSwaptoM0

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.240.1
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Object

Bound Variables

Description

Status

Severity

Event
Code

hwHotSwaptoMO

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2

: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

~

fru hot swap to
MO status

Current

OK

FOOOFFFF

6.21.2 hwHotSwaptoM1

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.240.17

Object

Bound Variables

Description

Status

Severity

Event
Code

hwHotSwaptoM1

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

fru hot swap to M1
status

Current

OK

FOO1FFFF

6.21.3 hwHotSwaptoM2

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.240.33
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Object

Bound Variables

Description

Status

Severity

Event
Code

hwHotSwaptoM2

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

fru hot swap to M2
status

Current

OK

FOO2FFFF

6.21.4 hwHotSwaptoM3

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.240.49

Object

Bound Variables

Description

Status

Severity

Event
Code

hwHotSwaptoM3

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

fru hot swap to M3
status

Current

OK

FOO3FFFF

6.21.5 hwHotSwaptoM4

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.240.65
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6 Trap Specifications

Object

Bound Variables

Description

Status

Severity

Event
Code

hwHotSwaptoM
4

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

fru hot swap to
M4 status

Current

OK

FOO4FFFF

6.21.6 hwHotSwaptoM5

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.240.81

Object

Bound Variables

Description

Status

Severity

Event
Code

hwHotSwaptoM5

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

fru hot swap to
M5 status

Current

OK

FOOSFFFF

6.21.7 hwHotSwaptoM6

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.240.97
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Object Bound Variables Description Status Severity | Event
Code
hwHotSwaptoM6 | 1: hwTrapSeq fru hot swap to Current OK FOO6FFFF
2: hwTrapSensorName M6 status
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.21.8 hwHotSwaptoM?7
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.240.113
Object Bound Variables Description Status Severity | Event
Code
hwHotSwaptoM7 : hwTrapSeq fru hot swap to Current Major FOO7FFFF

- hwTrapSensorName M7 status

1

2

3: hwTrapEvent

4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.22 hwlIPMBLink

6.22.1 hwIPMBLinkStateAll
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.241.1
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6 Trap Specifications

Object

Bound Variables

Description

Status

Event
Code

Severity

hwIPMBLinkSta
teAll

o O A W DN B

7

9:

- hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2

hwTrapEventData3

8:hwTrapSeverldentity

hwTrapLocation 10:

hwTrapTime

IPMB-A disabled.
IPMB-B disabled

Current

Major F100FFFF

6.22.2 hwIPMBLinkStateAllDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.241.2

Object

Bound Variables

Description

Status

Event
Code

Severity

hwlPMBLinkStateAll
Deassert

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

o OB W N

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

IPMB-A disabled.

IPMB-B disabled
deassert

Current

F180FFF
F

Major

6.22.3 hwIPMBLinkStateB

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.241.17
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6 Trap Specifications

Object

Bound Variables

Description

Status

Severity

Event
Code

hwlPMBLIinkSt | 1: hwTrapSeq

ateB 2

: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

IPMB-A enabled.
IPMB-B disabled

Current

Major

F101FFFF

6.22.4 hwIPMBLinkStateBDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.241.18

Object

Bound Variables

Description

Status

Severity

Event
Code

hwIPMBLinkState
BDeassert

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

IPMB-A enabled.
IPMB-B disabled
deassert

Current

Major

F181FFFF

6.22.5 hwIPMBLinkState A

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.241.33
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6 Trap Specifications

Object

Bound Variables

Description

Status

Severity

Event
Code

hwIPMBLinkSt
ateA

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

IPMB-A disabled.
IPMB-B enabled

Current

Major

F102FFFF

6.22.6 hwIPMBLinkState ADeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.241.34

Object

Bound Variables

Description

Status

Severity

Event
Code

hwIPMBLinkSta
teADeassert

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

IPMB-A disabled.
IPMB-B enabled
deassert

Current

Major

F182FFFF

6.22.7 hwIPMBLinkStateNoFault

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.241.49
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Object Bound Variables Description Status Severity Event Code
hwIPMBLinkSta | 1: hwTrapSeq IPMB bus no Current OK F103FFFF
teNoFault 2: hwTrapSensorName fault

3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.23 hwTrapTest

6.23.1 hwTrapTestInstance
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.256.1

Object Bound Variables Description Status Severity | Event
Code

hwTrapTestInstanc
e

1: hwTrapSeq trap test Current OK 00000001
2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2

: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

~

6.24 hwOvertemperature

6.24.1 hwOvertempMinor
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.257.113
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6 Trap Specifications

Object

Bound Variables

Description

Status

Severity

Event
Code

hwOvertempMi | 1: hwTrapSeq

nor 2

: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

minor threshold

temperature above

Current

Minor

0147FFFF

6.24.2 hwOvertempMinorDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.257.114

Object

Bound Variables

Description

Status

Severity

Event Code

hwOvertempMinor
Deassert

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

temperature
above minor
threshold
deassert

Current

Minor

01C7FFFF

6.24.3 hwOvertempMajor
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.257.145
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6 Trap Specifications

Object

Bound Variables

Description

Status

Event
Code

Severity

hwOvertempMaj
or

- hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o O A W DN B

temperature above
major threshold

Current

Major 0149FFFF

6.24.4 hwOvertempMajorDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.257.146

Object

Bound Variables

Description

Status

Severity

Event Code

hwOvertempMaj
orDeassert

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

temperature above
major threshold
deassert

Current

Major

01C9FFFF

6.24.5 hwOvertempCritical
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.257.177
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6 Trap Specifications

Object

Bound Variables

Description

Status

Severity

Event Code

hwOvertempCriti
cal

o 01 A W DN B

8
9

- hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7

hwTrapEventData3

‘hwTrapSeverldentity

: hwTrapLocation 10:
hwTrapTime

temperature above
critical threshold

Current

Critical

014BFFFF

6.24.6 hwOvertempCriticalDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.257.178

Object

Bound Variables

Description

Status

Severity

Event Code

hwOvertempCritic
alDeassert

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o 01 A W DN B

temperature
above critical
threshold
deassert

Current

Critical

01CBFFFF

6.25 hwNoSDCard
6.25.1 hwNoSDCardAssert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.781.17
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6 Trap Specifications

Object

Bound Variables

Description Status

Severity | Event
Code

hwNoSDCardAs
sert

- hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o O A W DN B

No SD Card Assert Current

Major 0341FFFF

6.25.2 hwNoSDCardDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.781.18

Object

Bound Variables

Description Status Severity Event Code

hwNoSDCardD
eassert

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o 01 A W DN B

No SD Card Current Major

Deassert

03C1FFFF

6.26 hwAddInCard
6.26.1 hwPCleError

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.791.17
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6 Trap Specifications

Object

Bound Variables

Description

Status

Severity

Event Code

hwPCleError

- hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o 01 A W DN B

PCle Error

Current

Critical

0341FFFF

6.26.2 hwPCleErrorDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.791.18

Object

Bound Variables

Description

Status

Severity

Event Code

hwPCleErrorDea
ssert

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

PCle Error
Deassert

Current

Critical

03C1FFFF

6.27 hwChipSet

6.27.1 hwPCHError
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.793.17
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6 Trap Specifications

Object

Bound Variables

Description

Status

Severity

Event
Code

hwPCHError

- hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o O A W DN B

Uncorrectable
PCH error

Current

Critical

0341FFFF

6.27.2 hwPCHErrorDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.793.18

Object

Bound Variables

Description

Severity

Event Code

hwPCHErrorD
eassert

o OB WDN

8
9

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7

hwTrapEventData3

:hwTrapSeverldentity
: hwTrapLocation 10:

hwTrapTime

Uncorrectable
PCH error
Deassert

Current

Critical

03C1FFFF

6.28 hwUIDButton

6.28.1 hwUIDButtonPressed

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.788.17
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6 Trap Specifications

Object

Bound Variables

Description

Status

Severity

Event
Code

hwUIDButtonPre
ssed

1: hwTrapSeq

2: hwTrapSensorName

3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3

8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

UID button
pressed

Current

OK

0341FFFF

6.29 hwPowerCapping
6.29.1 hwPowerCapFail

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.1042.17

Object

Bound Variables

Description

Status

Severity

Event
Code

hwPowerCapFail

1: hwTrapSeq

2: hwTrapSensorName

3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3

8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

Power capping
fail assert

Current

Minor

0441FFFF

6.29.2 hwPowerCapFailDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.1042.18
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6 Trap Specifications

Object

Bound Variables

Description

Status | Severity

Event Code

hwPowerCapFailD
eassert

- hwTrapSeq

: hwTrapEvent
: hwTrapSeverity
: hwTrapEventCode

o 01 A W DN B

hwTrapTime

: hwTrapSensorName

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:

Power capping
fail assert

Current Minor

04C1FFFF

6.30 hwCardFault

6.30.1 hwCardStatusFault
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.1047.17

Object

Bound Variables

Description

Status

Severity

Event
Code

hwCardStatusFa
ult

o Ol A W DN P

9

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7
8:hwTrapSeverldentity
: hwTrapLocation 10:

hwTrapEventData3

hwTrapTime

RAID or NIC
card fault

Current

Minor

0441FFFF

6.30.2 hwCardStatusFaultDeassert
The OID of this object is1.3.6.1.4.1.2011.2.235.1.1.500.10.1047.18
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6 Trap Specifications

Object

Bound Variables

Description

Status

Severity

Event Code

hwCardStatusFault
Deassert

- hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o 01 A W DN B

RAID or NIC
card fault
deassert

Current

04C1FFFF

6.31 hwCPUUsage
6.31.1 hwCPUUsageHigh

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.1287.17

Object

Bound Variables

Description

Status

Severity

Event
Code

hwCPUUsageHi
gh

o Ol A W DN P

8
9

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7

hwTrapEventData3

:hwTrapSeverldentity
: hwTrapLocation 10:

hwTrapTime

threshold

CPU usage over

Current

Major

0541FFFF

6.31.2 hwCPUUsageHighDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.1287.18
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6 Trap Specifications

Object

Bound Variables

Description

Status

Severity

Event Code

hwCPUUsageHi
ghDeassert

o 01 A W DN B

- hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7

hwTrapEventData3

8:hwTrapSeverldentity

9:

hwTrapLocation 10:

hwTrapTime

CPU usage over
threshold deassert

Current

Major

05C1FFFF

6.32 hwMemoryUsage

6.32.1 hwMemoryUsageHigh

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.1292.17

Object

Bound Variables

Description

Status

Severity

Event
Code

hwMemoryUsag
eHigh

o Ol A W DN P

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7

hwTrapEventData3

8:hwTrapSeverldentity

9:

hwTrapLocation 10:

hwTrapTime

Memory usage
over threshold

Current

Major

0541FFFF

6.32.2 hwMemoryUsageHighDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.1292.18
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Object

Bound Variables

Description

Status

Severity

Event Code

hwMemoryUsageHi
ghDeassert

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o O WODN B

Memory usage
over threshold
deassert

Current

Major

05C1FFFF

6.33 hwDis

kUsage

6.33.1 hwDiskUsageHigh

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.1293.17

Object

Bound Variables

Description

Status

Severity

Event
Code

hwDiskUsageHi
gh

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

o Ol A W DN P

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

Disk usage over
threshold

Current

Major

0541FFFF

6.33.2 hwDiskUsageHighDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.1293.18
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Object Bound Variables Description Status Severity | Event
Code
hwDiskUsageHi | 1: hwTrapSeq Disk usage over Current Major 05C1FFF
ghDeassert 2: hwTrapSensorName threshold deassert F
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.34 hwSysNotice
6.34.1 hwSystemWarmReset
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.1810.129
Object Bound Variables Description Status Severity | Event
Code
hwSystemWa | 1: hwTrapSeq Uncorrectable system Current OK 0748FFFF
rmReset 2: hwTrapSensorName error. Unable to locate the
. specific failure, please
3: hwTrapEvent warm reset the host to try
4: hwTrapSeverity to solve the problem
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.34.2 hwSystemWarmResetDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.1810.130
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Object Bound Variables Description Status | Severity Event
Code

hwSystemWarmRes
etDeassert

1: hwTrapSeq Uncorrectable Current | OK 07C8FFFF

2: hwTrapSensorName system error
deassert

3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode

6: hwTrapEventData2

: hwTrapEventData3

8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

~

6.35 hwModule
6.35.1 hwModuleCritical

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.1813.33

Object Bound Variables Description Status Severity | Event

Code
hwModuleCriti | 1: hwTrapSeq transition to Critical Current Minor 0742FFFF
cal 2: hwTrapSensorName from less severe

3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.36 hwPSPresenceStatus

6.36.1 hwPSPresence
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.2057.17
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Object

Bound Variables

Description

Status

Sev:

Event
Code

erity

hwPSPresence

- hwTrapSeq

: hwTrapEvent
: hwTrapSeverity
: hwTrapEventCode

o O A W DN B

hwTrapTime

: hwTrapSensorName

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:

power supply
presence

Current

OK

0841FFFF

6.36.2 hwPSPresenceDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.2057.18

Object

Bound Variables

Description

Status

Severity

Event Code

hwPSPresence
Deassert

o OB WDN

9

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7
8:hwTrapSeverldentity
: hwTrapLocation 10:

hwTrapEventData3

hwTrapTime

power supply
presence deassert

Current

OK

08C1FFFF

6.37 hwFanPresenceStatus

6.37.1 hwFanAbsent
The OID of this object is1.3.6.1.4.1.2011.2.235.1.1.500.10.2058.1
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Object Bound Variables Description Status Severity | Event
Code

hwFanAbsent 1: hwTrapSeq fan absent Current Major 0840FFFF

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.37.2 hwFanAbsentDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.2058.2

Object Bound Variables Description Status Severity | Event

Code
hwFanAbsentDe | 1: hwTrapSeq fan absent Current Major 08COFFF
assert 2: hwTrapSensorName deassert F

3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.38 hwCardPresenceStatus

6.38.1 hwCardPresence
The OID of this object is1.3.6.1.4.1.2011.2.235.1.1.500.10.2071.17
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Object

Bound Variables

Description

Status

Severity

Event
Code

hwCardPresence

o O A W DN B

7
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

- hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
hwTrapEventData3

card presence

Current

OK

0841FFFF

6.38.2 hwCardPresenceDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.2071.18

Object

Bound Variables

Description

Status

Severity

Event Code

hwCardPresenc
eDeassert

o 01 A W DN B

7

9:

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2

hwTrapEventData3

8:hwTrapSeverldentity

hwTrapLocation 10:

hwTrapTime

card presence
deassert

Current

OK

08C1FFFF

6.39 hwLCDPresenceStatus
6.39.1 hwLCDADbsent

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.2076.1
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Object Bound Variables Description Status Severity | Event
Code

hwLCDADbsent - hwTrapSeq LCD absent Current OK 0840FFFF
: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o O A W DN B

6.39.2 hwLCDADbsentDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.2076.2

Object Bound Variables Description Status Severity Event Code

hwLCDAbse
ntDeassert

: hwTrapSeq LCD absent deassert | Current OK 08COFFFF
: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o 01 A W DN B

6.40 hwCPUCore

6.40.1 hwCPUCorelsolation
The OID of this object is1.3.6.1.4.1.2011.2.235.1.1.500.10.2311.1
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Object Bound Variables Description Status Severity | Event
Code
hwCPUCorelsola | 1: hwTrapSeq CPU core Current OK 0940FFFF
tion 2: hwTrapSensorName isolation

3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.40.2 hwCPUCorelsolationDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.2311.2

Object Bound Variables Description Status | Severity | Event
Code

hwCPUCorelsolation
Deassert

1: hwTrapSeq CPU core Current | OK 09COFFFF
2: hwTrapSensorName isolation deassert
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

6.41 hwMemoryRiser

6.41.1 hwMemoryRiserOnline
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.2583.49
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Object Bound Variables Description Status Severity Event
Code
hwMemoryRis | 1: hwTrapSeq Memory board Current OK 0A43FFFF
erOnline 2: hwTrapSensorName online
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.41.2 hwMemoryRiserOnlineDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.2583.50
Object Bound Variables Description Status Severity | Event
Code
hwMemoryRiserOnl | 1: hwTrapSeq Memory board | Current OK 0AC3FFFF

ineDeassert

1

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

online deassert

6.41.3 hwMemoryRiserOffline

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.2583.65
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Object

Bound Variables

Description

Status

Severity

Event Code

hwMemoryRi
serOffline

o 01 A W DN B

- hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

Memory board
offline

Current

OK

OA44FFFF

6.41.4 hwMemoryRiserOfflineDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.2583.66

Object

Bound Variables

Description

Status

Severity

Event
Code

hwMemoryRiserOff
lineDeassert

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o OB WDN

Memory board
offline deassert

Current

OK

OACAFFFF

6.41.5 hwMemoryRiserInstallError
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.2583.129
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Object

Bound Variables

Description

Status

Severity

Event Code

hwMemoryRis
erinstallError

o 01 A W DN B

T

9:

- hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2

hwTrapEventData3

8:hwTrapSeverldentity

hwTrapLocation 10:

hwTrapTime

Memory riser
install error

Current

Major

OA48FFFF

6.41.6 hwMemoryRiserInstallErrorDeassert

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.2583.130

Object

Bound Variables

Description

Status Severity

Event
Code

hwMemoryRiserin
stallErrorDeassert

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o 01 A W DN B

Memory riser
install error
deassert

Current | Major

OACBFFFF

6.42 hwVoltage

6.42.1 hwLowerVoltageMajor
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.258.33
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Object Bound Variables Description Status Severity | Event
Code
hwLowerVoltage | 1: hwTrapSeq \oltage below Current Major 0142FFFF
Major 2: hwTrapSensorName lower major
threshold
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.42.2 hwLowerVoltageMajorDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.258.34
Object Bound Variables Description Status Severity | Event
Code
hwLowerVoltageMa | 1: hwTrapSeq \oltage below Current Major 01C2FFF
jorDeassert 2: hwTrapSensorName lower major F
threshold deassert
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.42.3 hwOverVoltageMajor
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.258.145
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Object Bound Variables Description Status Severity | Event
Code
hwOver\Voltage | 1: hwTrapSeq \oltage over Current Major 0149FFFF
Major 2: hwTrapSensorName upper major
threshold
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.42.4 hwOverVoltageMajorDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.258.146
Object Bound Variables Description Status Severity | Event
Code
hwOver\VoltageMa | 1: hwTrapSeq \oltage over Current Major 01C9FFFF
jorDeassert 2: hwTrapSensorName upper major
threshold
3: hwTrapEvent deassert
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity
9: hwTrapLocation 10:
hwTrapTime
6.42.5 hwOverVoltageCritical
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.258.177
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Object

Bound Variables

Description

Status

Severity

Event Code

hwOverVolt
ageCritical

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

\oltage over upper
critical threshold

Current

Critical

014BFFFF

6.42.6 hwOverVoltageCriticalDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.258.178

Object

Bound Variables

Description

Status

Severity

Event
Code

hwOver\VoltageCriti
calDeassert

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

\oltage over
upper critical
threshold
deassert

Current

Critical

01CBFFFF

6.43 hwCPUProchot

6.43.1 hwCPUProchotState
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.775.17
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Object Bound Variables Description Status Severity | Event
Code

hwCPUProchotS
tate

- hwTrapSeq CPU Prochot state | Current Major 0341FFFF
: hwTrapSensorName asserted
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o O A W DN B

6.43.2 hwCPUProchotStateDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.775.18

Object Bound Variables Description Status | Severity | Event Code

hwCPUProchotS
tateDeassert

: hwTrapSeq CPU Prochot Current | Major 03C1FFFF
: hwTrapSensorName state deasserted
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
7: hwTrapEventData3
8:hwTrapSeverldentity

9: hwTrapLocation 10:
hwTrapTime

o 01 A W DN B

6.44 hwSELStatus

6.44.1 hwSELCleared
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.16.33
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Object

Bound Variables

Description

Status

Severity

Event Code

hwSELClearedAssert

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2
: hwTrapEventData3

© 0O N o 0o A W N B

: hwTrapLocation
10: hwTrapTime

: hwTrapSeverldentity

SEL log area is
cleared.

Current

OK

1002FFFF

6.44.2 hwSELAImostFull
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.16.81.

Object

Bound Variables

Description

Status

Severity

Event Code

hwSELAImost
FullAssert

10: hwTrapTime

1: hwTrapSeq

2: hwTrapSensorName
3: hwTrapEvent

4: hwTrapSeverity

5:

6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation

hwTrapEventCode

SEL almost full
assert

Current

OK

1005FFFF

6.44.3 hwSELAlmostFullDeasserted
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.16.82.
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Object Bound Variables Description Status | Severity

Event Code

hwSELAImostFu
lIDeassert

1: hwTrapSeq SEL almost full Current | OK
2: hwTrapSensorName | deassert
3: hwTrapEvent

4: hwTrapSeverity

5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation

10: hwTrapTime

1085FFFF

6.45 hwPSRedundancy
6.45.1 hwPSRedundancyLost

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.2824.17.

Object Bound Variables Description Status Severity

Event Code

hwPSRedund
ancyLost

: hwTrapSeq PS redundancy lost | Current Major
: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapSeverldentity
: hwTrapLocation

: hwTrapTime

o N o O A W DN P

OB41FFFF

6.45.2 hwPSRedundancyLostDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.2824.18.
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Object Bound Variables Description Status Severity | Event Code
hwPSRedundanc | 1: hwTrapSeq PS redundancy | Current | Major OBC1FFFF
yLostDeassert 2: hwTrapSensorName lost deassert

3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapSeverldentity
7: hwTrapLocation
8: hwTrapTime
6.46 hwBMCBootUp
6.46.1 hwBMCBootUp
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.2326.17.
Object Bound Variables Description Status | Severity Event Code
hwBMCBootUpAs | 1: hwTrapSeq BMC boot up Current | OK 0941FFFF
sert 2: hwTrapSensorName
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation
10: hwTrapTime
6.47 hwLog
6.47.1 hwLogFull
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.1808.129.
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Object

Bound Variables

Description

Status

Severity

Event Code

hwLogFull

© 0O N o 0o A W N B

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2

: hwTrapEventData3

: hwTrapSeverldentity
: hwTrapLocation

10: hwTrapTime

Informational

Current

OK

0748FFFF

6.47.2 hwLogFullDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.1808.130,

Object

Bound Variables

Description

Status

Severity

Event Code

hwLogFullDeasser
t

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2

: hwTrapEventData3

: hwTrapSeverldentity

© 00 N o 0o B W DN P

: hwTrapLocation
10: hwTrapTime

Informational
deasserted

Current

OK

07C8FFFF

6.48 hwBoardMismatch

6.48.1 hwBoardMismatch
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.786.17.
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Object

Bound Variables

Description

Status

Severity

Event Code

hwBoardMismatch

- hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2

: hwTrapEventData3

: hwTrapSeverldentity
: hwTrapLocation

10: hwTrapTime

© 00 N O O A W DN B

Fault status

Current

Major

2100FFFF

6.48.2 hwBoardMismatchDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500.10.786.18.

Object

Bound Variables

Description

Status

Severity

Event Code

hwBoardMismat
chDeassert

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2

: hwTrapEventData3

: hwTrapSeverldentity
: hwTrapLocation

© 00 N o 0o A W DN -

10: hwTrapTime

Fault status

Current

OK

2180FFFF

6.49 hwMemoryConfigError

6.49.1 hwMemoryConfigError

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500. 11.2.37.

Object

Bound Variables

Description

Status

Severity

Event Code
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Object Bound Variables Description Status Severity | Event Code
hwBoardMismatch 1: hwTrapSeq Fault status | Current | Critical | 01000025
2: hwTrapSensorName | Memory
. configuration
3: hwTrapEvent error
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation
10: hwTrapTime
6.49.2 hwMemoryConfigErrorDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500. 11.2.38.
Object Bound Variables Description Status Severity | Event Code
hwBoardMismatchDeassert | 1: hwTrapSeq Memaory Current | Critical | 01000026
2: hwTrapSensorName | configuration
error deassert
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation
10: hwTrapTime
6.50 hwMemorylInitializationError
6.50.1 hwMemorylnitializationError
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500. 11.2.39.
Object Bound Variables Description Status Severity | Event Code
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6 Trap Specifications

Object Bound Variables Description Status Severity | Event Code
hwBoardMismatch 1: hwTrapSeq Memory Current | Critical | 01000027
2: hwTrapSensorName g;)rr(l)frlguratlon
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation
10: hwTrapTime
6.50.2 hwMemorylnitializationErrorDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500. 11.2.40.
Object Bound Variables Description Status Severity | Event Code
hwBoardMismatchDeassert | 1: hwTrapSeq Memaory Current | Critical | 01000028
2: hwTrapSensorName | configuration
error deassert
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation
10: hwTrapTime
6.51 hwCPUMemoryConfigError
6.51.1 hwCPUMemoryConfigError
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500. 11.45.75.
Object Bound Variables Description Status Severity | Event Code
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6 Trap Specifications

Object

Bound Variables

Description

Status

Severity | Event Code

hwBoardMismatch

- hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2

: hwTrapEventData3

: hwTrapSeverldentity
: hwTrapLocation

10: hwTrapTime

O© 00 N O O A W N -

CPU memory
configuration
error

Current

Critical | 2C00004B

6.51.2 hwCPUMemoryConfigErrorDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500. 11.45.76.

Object

Bound Variables

Description

Status

Severity | Event Code

hwBoardMismatchDeassert

© 00 N O O & W DN -

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2

: hwTrapEventData3

: hwTrapSeverldentity
: hwTrapLocation

10: hwTrapTime

CPU memory
configuration
error deassert

Current

Critical | 2C00004C

6.52 hwCPUMRCFatalError
6.52.1 hwCPUMRCPFatalError

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500. 11.45.77.

Object

Bound Variables

Description

Status

Severity | Event Code
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6 Trap Specifications

Object Bound Variables Description Status Severity | Event Code
hwBoardMismatch 1: hwTrapSeq CPU memory | Current | Critical | 2C00004D
2: hwTrapSensorName g/rlrlj)f fatal
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation
10: hwTrapTime
6.52.2 hwCPUMRCFatalErrorDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500. 11.45.78.
Object Bound Variables Description Status Severity | Event Code
hwBoardMismatchDeassert | 1: hwTrapSeq CPU memory | Current | Critical | 2C00004E
2: hwTrapSensorName | MRC fatal error
deassert
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation
10: hwTrapTime
6.53 hwNoAvailableMemoryError
6.53.1 hwNoAvailableMemoryError
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500. 11.45.79.
Object Bound Variables Description Status Severity | Event Code
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: hwTrapSeverldentity

Object Bound Variables Description Status Severity | Event Code
hwBoardMismatch 1: hwTrapSeq CPU has no | Current | Critical | 2C00004F
2: hwTrapSensorName | available
3: hwTrapEvent EMOn/
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation
10: hwTrapTime
6.53.2 hwNoAvailableMemoryErrorDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500. 11.45.80.
Object Bound Variables Description Status Severity | Event Code
hwBoardMismatchDeassert | 1: hwTrapSeq CPU has no | Current | Critical | 2C000050
2: hwTrapSensorName | available
memory deassert
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8
9

: hwTrapLocation

10: hwTrapTime

6.54.1 hwMemoryBoardSMI2TainingError

The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500. 11.15.5.

6.54 hwMemoryBoardSMI2TainingError

Object

Bound Variables

Description

Status

Severity | Event Code
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6 Trap Specifications

Object Bound Variables Description Status Severity | Event Code
hwBoardMismatch 1: hwTrapSeq Memory board | Current | Critical | 2E000005
2: hwTrapSensorName Srrlvtl)lrz training
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation
10: hwTrapTime
6.54.2 hwMemoryBoardSMI2TainingErrorDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500. 11.15.6.
Object Bound Variables Description Status Severity | Event Code
hwBoardMismatchDeassert | 1: hwTrapSeq Memory  board | Current | Critical | 2E000006
2: hwTrapSensorName | SMI2  training
error deassert
3: hwTrapEvent
4: hwTrapSeverity
5: hwTrapEventCode
6: hwTrapEventData2
7: hwTrapEventData3
8: hwTrapSeverldentity
9: hwTrapLocation
10: hwTrapTime
6.55 hwMainboardSMI2TainingError
6.55.1 hwMainboardSMI2TainingError
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500. 11.17.155.
Object Bound Variables Description Status Severity | Event Code
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6 Trap Specifications

Object

Bound Variables

Description

Status

Severity | Event Code

hwBoardMismatch

- hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2

: hwTrapEventData3

: hwTrapSeverldentity
: hwTrapLocation

10: hwTrapTime

© 0O N o 0o b W DN P

Mainboard
SMI2 training
error

Current

Critical | 1000009B

6.55.2 hwMainboardSMI2TainingErrorDeassert
The OID of this object is 1.3.6.1.4.1.2011.2.235.1.1.500. 11.17.156.

Object

Bound Variables

Description

Status

Severity | Event Code

hwBoardMismatchDeassert

© 00 N O O & W DN -

: hwTrapSeq

: hwTrapSensorName
: hwTrapEvent

: hwTrapSeverity

: hwTrapEventCode

: hwTrapEventData2

: hwTrapEventData3

: hwTrapSeverldentity
: hwTrapLocation

10: hwTrapTime

Mainboard SMI2
training error
deassert

Current

Critical | 1000009C
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Acronyms and Abbreviations

B

BMC baseboard management controller

D

DNS domain name system

F

FRU field replaceable unit

G

GUID globally unique identifier

|

IPMI Intelligent Platform Management Interface
L

LDAP Lightweight Directory Access Protocol

M

MIB Management Information Base

N

NTP Network Time Protocol
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O
oID object identifier
P
PCle Peripheral Component Interconnect Express
PEF Platform Event Filter
S
SMTP Simple Mail Transfer Protocol
SNMP Simple Network Management Protocol
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